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Abstract In recent years, threads via network have become serious problem, hence people place a special emphasis on
network security technologies. /Psec, the technology on IP layer, has been studied as the most popular protocol. However, it
has a lot of subjects to be solved. Those are the compatibility problems with NA(P)T and Firewall, and occurrence of
fragments, etc. In this paper, we propose the cipher communication systems, called PCCOM(Practical Cipher COMmunication
protocol), which can authenticate sender and receiver, guarantee the integrity of the packets. It does not give any influences to
the existing systems because it is familiar with NA(P)T and Firewall, and we can expect high throughput systems, because it
does not change the packet size.
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Integrity range (The field which does not change during transmission)

ESP TCF/UDP ESP ESP
[P Header | yeader Header v Trailer Auth
|:| Encrypted
2 ESPFI7 Y AR—FE—FOATy b7+ —<v b
Fig.2 Packet format of ESP transport mode.
b Integrity range (The field which does not change during transmission) R
New ESP TCF/UDP ESP ESP
IP Header | Header | P Header Header oy Trailer Auth
|:| Encrypted
M3 ESP P RAE—ROAT Yy h74+—< v b
Fig.3 Packet format of ESP tunnel mode.
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Fig.4 Packet format of the replace method.
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Integrity range
(The field which does not change during transmission *
IP Header TCF/UDP Data
Header

|:| Encrypted

* In case of non NA(P)T systems
Contains IP address and port number.
In case of NA(P)T systems
Does not contains IP address and port number.

X5 PCCOM D/ /Ny N7 4 —=< v k

Fig.5 Packet format of PCCOM.
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Fig.6 Generation of IV (Initialization Vector).
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Fig.7 Recalculation of Checksum with Pseudo Data.
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