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Performance Evaluation of
Group-based Secure Remote Access

KENTA SUZUKI ! HipEKAZU SUZUKI
and AKIRA WATANABET!

Existing remote access technology to access the network remotely, as often
assumed that the terminal on the Internet. Of remote access technologies that
are now widely available, IPsec-VPN, NAT and by the compatibility may not
be available. SSL-VPN is readily available, but applications available are lim-
ited. In this paper, Remote access technology that we have proposed a scheme
to improve GSRA be available from any private network to solve these issues.
In addition, we evaluate the performance of common usage scenarios to show
the usefulness of the proposed method.
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Fig.1 An example of a remote access configuration with GSRA.
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Fig.7 Measurement environment.
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Table 3 Device specification.
OS CPU Memory NIC
EN FreeBSD 7.2 Pentium4 3.4GHz 1GB 100Base-TX
VPN Server | FreeBSD 7.2 Pentium4 2.8GHz 2GB 100Base-TX
Dummynet FreeBSD 8.0 | Pentium4 3.4GHz 512MB 100Base-TX
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Table 4 Result of a measurement of negotiation time.

DNS 4 HifiEik [ms] | 22— a3 V5ETET [ms] | BEHHET [ms]
IPsec-VPN 0 211.9946 2924.2503
OpenVPN 0 2720.0936 2720.0936+ o
GSRA 44.0591 104.9613 104.9754
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Table 5 Result of a measurement of throughput.
T RBAMAEL [Mbps] | #REAMAY [Mbps]
IPsec-VPN 82.9 10.7
OpenVPN 73.0 13.8
GSRA 89.6 23.0
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