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Proposal and Evaluation of GSRAv2
that Enables Remote Access from Home
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Existing methods of remote access , there are many things that are supposed
to have a global address by the terminal. However, it is actually realistic to
assume that the private address network within the home terminal. The re-
mote access methods that are currently widely used, IPsec-VPN, SSL-VPN,
OpenVPN;, there is a PacketiX VPN, are having none of the advantages and
disadvantages. GSRA (Group-based Secure Remote Access) as a method of
problem was resolved by these methods together but have used from behind
the NAT is not expected. In this paper, we propose the GSRAv2 also be avail-
able from private address network behind a NAT. In addition, an evaluation
of performance in line with expected usage scenarios generally confirmed the
usefulness of the proposed method.
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Fig.1 An example of a remote access configuration with GSRA.
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Fig.3 Remote access by Address translation process.
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Table 3 Device specification.
os CPU Memory NIC
EN FreeBSD 7.2 Pentium4 3.40 GHz 1 GB 1000Base-TX
Home Router FreeBSD 7.2 Pentium4 3.00 GHz 512 MB 1000Base-TX

Dummynet FreeBSD 8.0 | Pentium4 2.80 GHz 512 MB 1000Base-TX
VPN Server FreeBSD 7.2 Pentium4 3.40 GHz 2 GB 1000Base-TX
IN FreeBSD 7.2 Pentium4 2.80 GHz 1 GB 1000Base-TX

% 4 Dummynet OF%EH

Table 4 Parameter of Dummynet.
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e TCPDIZE
» 3way-handshakelZ R M FTHR—ILISVFUTEITS
o HR®MSPI(Stateful Packet Inspection) #&E

» SYN, SYN/ACKMD & 1B% 0 8%
~ RIZACKAEIESINBILT
» M)A ELGST=SYNZEIROV—T AT EEDER

Src NewDst
GI’OUp 1 HR IN GI’OUp 1
T = 4
Application | Kernel IN

: | AN IS i
gt DS SYN SYN ! HROIP/portER 1% :
HRO)IP/portHRﬁ SYN/ACK SYN/ACK i

Mapping
restore b
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e SYNDAZEIEL, NEXFRSITEXMIZIHE

e EN~DBEHNILICMPTITS
» BTROBEICTFSE T RBAAE
» NATHZ BIBEICEYBHMDATITEIETERLDIEEDOR
» EIRSEI-SYNIZEE/ S yrELTRE

Src | Dst NewDst Src | Dst NewDst
Group=1 | £ | win GR HR | GR IN Group: 1
‘ \
@ EN \ ¢
=)
Application Kernel
' : ANV VS

Ay—UMio

restore

HRDIP/port B 1% \<

A4

%
=

HRMDIP/portEN 15§

2
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o GSRADHFERZZTDFEEFXRITH#H#S
o NATAVTNEBOEMIZEYHRE THSH| FHAIREIZ

Src Dst NewDst Src Dst NewDst

Group: 1 EN HR GR IN Group: 1
| S
D= ¥ 4
Application Kernel HR DNS Server GR

DNS Query: IN >
i< VIN DNS Response: GR

SYN > rewrite

n-

i store < Group Authentication
: < Binding
i < Mapping

restore %l SYN >|
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e FreeBSDAZELE
» INTYNEIPETHERYLTGSRAED A— )L TERGE DR
» GSRAE®D A—JUIZINAT 42T DEREZ BN - ILE

T Upper Layer i \

IP Layer

ip_input ip_output
GSRA P P

call ]+ Module |+ call
\ TReceive Packet Send Packetl /

____________________________________________ l_Jf’_e_r__L_"’l’_‘D
= divert socket j IP Layer
GR .. :

ip_input P —1”| ip_output
————1 | GSRA
call <t Module 4——P| call

\ TReceive Packet Send Packetl /
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o O—NILARYET—JRNTEIZE
o HRECT Mo, 12— yhELDFIRHEHE

» DummynetiZ&YE=&RzIZal—k

IHE EEE 2% 7E fE1R A

Delay 10ms HE~MEZE/MTpinglKYAIELI-RTTO FES
Packet Loss Rate | 0.05% | BE~MEEM TlperflckYBIE L4877 D F 5 E

Dun%n{ et
OoS CPU Memory NIC
External Node | FreeBSD 7.2% | Pentium4 3.4 GHz 1 GB 1000Base-T
Home Router FreeBSD 7.2 | Pentium4 3.0 GHz | 512 MB | 1000Base-T
Dummynet FreeBSD 8.0 | Pentium4 2.8 GHz | 512 MB | 1000Base-T
VPN Server FreeBSD 7.2 | Pentium4 3.4 GHz 2GB 1000Base-T
Internal Node FreeBSD 7.2 | Pentium4 2.8 GHz 1 GB 1000Base-T

¢ PacketiX VPN® &H#Windows 7
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» BIEFIBFFDA —/ ANy R EFEfE]

- ENTWiresharkxFIWWCTARIDkFEFvYITFv
- ExEEHY
» RAJL—Tvk
- ENTwget*#RATINASIGBD 77 IILEA 2 O—K
- wgetCEHIN =R IL—T V%A
- EREEHY, GLELITHIE
» TNZNI0EIRITLI-FEHEZRIEELET S

o LEERXER
» IPsec-VPN
» OpenVPN
» PacketiX VPN

S http://www.gnu.org/software/wget/
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o GSRAV2(FH A KIZLERIEE ZEEFR T:HE SRR vl 8.
» INAOTAUTEBOEMIZKANIERRE ML /NS

» GSRAV2DA—/\ANYFRERE=3RTT

- IBNAUTAVT REBIZHISEE=1IRTT

Time [ms]

2924

Binding

IPsec-VPN OpenVPN PacketiX VPN GSRAV2
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o FHIZEAHLT GSRAVAREERIL—T VR
» W7 IEIZEBMEEE T AREEAL
» I—RILATETUREST B-HAE) LA—THEELLL
o PacketiX VPND R JL—T v KIBIZIET
» Ny OXDFEEIZEYTCP over TCPREIREMTEFEIL

100
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70

Throughput [Mbps]

m IPsec-VPN

O OpenVPN

60 -
50 -
40 -
30 -
20 -
10 -
0 -

B GSRAV2

m PacketiX VPN

18.9

14.4

DummynetZiL Dummynetd )
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o GSRAV2ZIRZE
» BFRGNA T4 T 0EBEEML., HREE T NS FI AR EEIC
» GSRADENT-1FRZZDFFZIT#S

o IREAHK%FreeBSDIZEEL, aeBITEZBL CTHERAMEHER
> %_‘LH%FEE]@@IE—C'FE—I*77‘EZ§E§93'C§%
- AT NBEMIZKDREF /NS
» ERAFICEOLLTERIL—Tvk
- AT NBEMIZKSE TN

o SRMERRE
» {BOSAD XTIt
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o GSRA:BIFARMDREZTHEIR
e HREZTHMOLDF HLAIRE
o MEEFHMEIZKYBIEMHEED S IHELEA

IPsec-VPN

SSL-VPN

OpenVPN

PacketiX VPN

GSRAvV?2

724728 )Tk
BEADBENE

IRIVREESIE

7V r—3y
Hill%9

kg4
=Nyl

TRLRAEH
R

HR:& &

CAREEE ST
Z—7 N\~ ]

| OO D> |8 DD

RIL—T vk

o> PIR |X |0 X D

O|> 0% |R|O|X X

>IO|IO|R | X8O X X

©O©|00|0|0>IR
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o JMBEDTCP/UDPFvHIH LEHE
» RAMFERL Sy DEL MR

o BEEILEE=TCPRA/O—KE}
» NATZFE=-D>-IEER{EH AIEE

o INTYRNIA—TYMIZEREZMALLY
» BAIL—T vk

R HRIZEELELME

AEFEL: TCPIUDPAYS )
~ - TCP/UDPEE LAY "B )
- Checksum Base f>l FrvOY LEtE
BTF—5 |

EEEEDT—4
/
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e INODFQDNMSAERKT S
e Vy=AB.CD
» A:REBT7RLRERET H-HDIE
- ENDSEEENGLME
» B:#IEAE=0
- RET7FLANEELEIGSICEILSES
» C:FAL> £ (example.net) D/ vy il
» D:7RR R4 (alice)D /vy afE

IN: alice.example.net

(/a4
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o LDAP (Lightweight Directory Access Protocol)
» TALINIY—ERANETORRTH-66DTALIIL
» I—HRALGEDF—ENSIFEHREREIT HEMTTEE

g
EN LDAPH—/\ GSRA)L—#%
~ a—HEREEER 5
N | T T Sim o aev ¢
dA—ID, /\R"J—
t ( v 7=k Ty a BIF b DEtE
| #hA o=~ A BE
SSLTHERAE e e e m e
UI<LDAPER | oo ITYEEERE . )
REEAE, 1— Y, SKgy o1, GKL, Tgy) |
" SKey, GK1 (Tor: SKen, Ten) ,! SK
EN
@TEN Ten
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o GSRAIL—ZIITRFLARAEHDHITD

[Group:l] EN R—LJL—4 GSRAJL—% IN(Alice)
[ IP:Pey ] 6”7 GK1 GK1
[75—= =4 | { aup )
(1P:Pyg ]l PGuw] [P ]| 1PPe ] (PP )
TVEVTEKR
_ TVEVTRE .|
g g v
PIT(EN) PIT(GR) PIT(IN)
Poyv—Ger | ENCrypt G r—Ggr | Bypass Psr—Pn | Decrypt
Poy—Ger | Decrypt G r—Ggr | Bypass Psr—P,n | ENCrypt

Proposal and Evaluation of GSRAv2 that Enables Remote Access from Home



