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Abstract: We have been proposing NTMobile as the technology that solves the NAT traversal problem in
IPv4 netoworks and provides flexible mobility in IPv4 and IPv6 networks. NTMobile has some types of
implementation models; a kernel implementation type that runs on Linux kernel, a framework built-in type
that operates on the application level, and VpnService type that acts as a VPN service etc.. For the au-
thentication of NTMobile terminals, a method utilizing the public key certicate is now under study together
with the current password method. In operational specifications, tunnel construction methods are different,
in the case both terminals are under NATSs, and in the case one terminal is in a global network. In order to
commercialize NTMobile, their specifications should be integrated and provided as one package. Therefore in
this paper, we have reorganized these technologies and designed the total framework. With this framework,
it is said that NTMobile has approached to a practical use.
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Virtual IP Network

N
i D Virtual
, CN > Network
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Pv4 Private Netwol

IPv4 Global Network

IPv4/1Pv6 Dual Stack Network

AS

Real
Network

IPv6 Network

NS:Notification Server
MN:Mobile Node (NTM Node)

DC:Direction Coordinator
AS:Account Server
RS:Relay Server

CN:Correspondent Node (NTM Node)

Relationship between
Virtual IP and Real IP

P upP
Connection Tunnel

B 1 NTMobile DA%
Fig. 1 Overview of NTMobile
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AS DC
;
0 )

NTMobile Node

4
Login Request

—

Login Response

D —
_
Authentication Key
Distribution
Create Common Key
(Kntmdc) _
NTM ACK

Node’ s FQDN C)
Kntmdc TLS

Communication

2 BARIAGEY —T VA
Fig. 2 Sequence of Node Authentication

NTMobile Node NTMobile Node

1

--~. APNS
=--" GCM —
Device Token Registration
UDP Keep Alive—) Device Token Request
—
Registration
Response

3 EHmEs—7 A
Fig. 3 Registration Sequence

LT IP 7 KL A%, Registration Response {2 & -
T NTM ¥ RISEA TN 5. NTM ¥k lk, Registration
Response % %fg L 7-1&, DC & OB ERE =R T 5720
IZ20 MR T UDP L& BF—FT 74 7%475.

NTMobile (2%, UDP OF—77 54 787y Mz &3
2y N7 =2 DEE#HEE T S7-0, TCP #fHWVWE¥—7
774 7%41F5 NS (Notification Server) 23¥Efi X T\
% [23]. NAT @7 KL 2445 — 7L OHERFRRNIL, UDP
CHIUTTCP AP RND, ¥—=TT7 714737y b
DXEERREEZRELSTHILNTES. 2D ZDIFHREH
Y= v A%ZE 4IRS, NTM iR, TCPIZE 5 ¥ —
TT T4 7 %AFET BG4, £ DE% Registration Request
IZELH LT DCIz@Ad 5. DC Ik, NTM %k & NS &
DI DEEIZ 2 iz kL, NS L0 NTM ¥
FRITEHIT S, NTM SRl @R X 72 NS O FQDN & it
JEHZFFH LT, NSIZT TCP T Notification Registration
ZEEFETSH. NS o OMRISEZSFD, DB NTM ik
& NS TR 1 IR T TCP I & 2 F =TT I 14 7N
Thns.

NTM ¥ K A% Android %i & % iPhone D41k, GCM
(Google Cloud Messaging), APNS (Apple Push Notifi-
cation Service) &\ o7z 7y ¥ @AY — YA EFAHT
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NTMobile Node

Y

g Create Common Key

TLS
Communication
—_—
Registration
Request

Registration

(Kdcns) Response
if necessary >
Notification
Direction
N
—_—>
Create Common Key Notification
(Kntmns) . .
Registration
> - »
Key Sharing
FQDNns,Kntmns
NTM ACK
________________________ N
PSS S S
UDP
K————==-- TCP Keep Alive-=======)} | cceeaa.
TCP

4 NS ZRHLUZERER -7 v A
Fig. 4 Registration Sequence using NS

% [14]. ZoH%E, FAN Ty v @Y — A2 AT
2720bDTNAAN—T v EIFELTEE, Registration
Request T DCIZBAIT 5. DC & DBEEDPBELIGEIL,
DTy @AY —EANMAI NS 2D, NTM HiHK
EDCLDMTHF—TT 714 TEAETH 5.

DL, HEONAT A HFRBIFETEE L5102
V= VAR,

4.1.3 BIERBOEN

B 5 I HfRR S — 7 v A %RY. MN L, CN &5
%7212 CN ® FQDN (BAF, FQDNey &3 5.) %
TDNSIZ&B7 NUAfERZITS. 2D DNS 2Rz 7 v
2 LC, DCysn Z Direction Request Z3%f59 5. DCun
IZ, FQDNoy ® NS L I— K45 DCoy ® FQDN % B
2L, CN OUiREREZINET 5. U EIZED, DCyy 1&
MN & CN Ol RE#RE2 IS TE, @ERKERETS I
EMTES.

%8B, NTM WmRICARE%Z K72 5546 1%, Direction
Request IZ MN O R Z AT SH. ik, BibdT 2
Y= VA>T CNARET 57D TH 5.

B 6 5 LOM 7 ITREPER, UDP b2z LD
BERBERETCOY—Tr v A% RT. K61%, MN &
CND>%5, CN2ZBNATEH FIZEL TWAEEDHITH
5. DCypy 1 DCoy ZRH LT CN 25 MN IZ b3
WIS %§ 5 X 5 Route Direction THR%ZH 3. DCoy
&, 412 TR U NAT X 5RIZAID CN  Route
Direction Z4zi%9 5. DCpn &, CN \ Route Direction
DELEDTE T U7 Z & 2RI E T &> THERRT 5 &, MN
~ Tunnel Request D3Z{EF5 %3 % & 5 Route Direction
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MN DCmn DCcn
e
Direction Request
0
@ E—
Key Sharing
FQDNen DNS for NS Record B
(FQDNcn) NTM ACK
e —
Node Information
Create CZ:::TW Key Request
if necessary —
Node Information
Response
FQDNcn
>
CN’ s Information TLS .
| Communication

5 ARy —7 2

Fig. 5 Sequence of Name Resolution

THRT S, T, CNET7 7TV =Y a v 7y hoOl
FAIZ W B @ K nen 22 U, Route Direction T
Biifm X N7z @ Ky, THRES{L L 72 £ T Tunnel Request
IZH&AN4 5. Tunnel Request %, Route Direction THIAH
TNl OHERE Ky, TSI NT MN ANEEFI N5,
DRz kb, MN & CN L DT UDP k> 2D
B, B IC@EICHV 2B K e, OIEDZE T L
72DT, MN &7 v 7 U7z DNS ZRADEZ L LT CN
ORAIP 7 KL AR T 7Y r—vavARY.

X7k, MNBLXUTCNAMH AL H NAT R FIZEL T
WBIGEDHITHS. DCyy 1& RS  Relay Direction %
EE LU THifkfERZ2 Y. DCyy & RS 6 OHERIGE %
%%, CN “\ Tunnel Request D3ZEHFH %29 5 & 5 Route
Direction ZiX{5d 5. MRISEDHE, MNIZHL, RS %
#H LT CN  Tunnel Request % 3%fZ3 % & 5 Route Di-
rection % 3%f§9 4. Route Direction % 35 L 72 MN &,
TV =2 a vy b ORESIZAWS IHGERE K e,
%43k U, Route Direction THIA & 7z ¥ Ky, T
5=t U 72 £ C Tunnel Request (Z4&#&H3 5. Tunnel Re-
quest I%, Route Direction THIAR & 3172 5l D Hd f Ky,

BEEAINT RS NEESINS. RS 1E34E L 72 Tunnel
Request ZDEFE CNANIEET 5. CN 5 5O Tunnel
Response 6 FAFRICERXT 5. DA EOMIIZ XY, RS 2%
B L7 UDP b ¥ ILORESE, &L OEEICHW 2 @
Kinen PIEDET L72DT, MN 7 v 2 L7z DNS %
RADEEE LT CNORMEIP 7 FLAZKT.

NTM i RPN Z RIS 2541, MN 25 D Di-
rection Request $ & U CN 58T ® Route Direction (Z MN
DN ERMLUT CN NEIT S, £72, CN H» o OREGR
J6E B L U MN %2 T D Route Direction (Z CN DA%
LTS, ZOfE, MN & CNIZEWZZThZTh
DBEEHFOAFBEEIFTELZDT, KB Kune, &
EEMHFOARMBE TR S L, Tunnel Request Tk D &
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MN DCmn DCcn

U W WS

(L Create Common Key

-
P 2
P4

—
(Ktmp,Ktun) Route
Direction
_____ Notification -3
(APNS,GCM)” NTM ACK

—
Ktmp,Ktun Tunnel

Request

N
>

Tunnel

Response

Create Common Key
Kmncn)

Ktmp(Kmncn)

6 bMYFRIVERY—7 YA (CN 2 NAT i)
Fig. 6 Sequence of Tunnel Creation(if CN is under NATSs)

DCmn DCcn

el o &

Create Common Key
(Ktmp,Ktun)
1

Create Common Key
(Kders)

if neccesary

Ktmp,Ktun

Ktmp Ktun
[——Hole Punching:
Create Common Key
Kmnen!
Ktmp(Kmncn)
> > >
.ROUt.e Key Sharing Tunnel Notification UDP
Direction Request
— — — D —
Relay Direction ~ NTM ACK Tunnel LS TcP
Response Communication

7 bFYARIVERY—7 Y2 (MN & CN # NAT B F)
Fig. 7 Sequence of Tunnel Creation(if both MN and CN are
under NATS)
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4.2 H@EOEE

NTMobile THH I N5 T NTOEREERIL, NTM HiAKD
frREFONEBEGEAZEZINEL TWE. ZORBBEE, It
BHOILFIZH o, BEROGEERS L EEOL
MR Z d@EHIC X > THA SIS, KR 112 NTMobile
THW ILEREZ £ 2D 5. NTM Uik % bk < FHEBEE
HIELEF R TLS AHAEEREEIZ & 5 Key Sharing ’C,\Lfﬁ
AT L. DEOEGI, Zod@Eite v TSt
b, NTM uklE, DC & O K, pmae % AS 225
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