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Implementation and Evaluation of NTMobile

that realize IP Mobility in IPv4 and IPv6 Networks
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As the IP network system is currently in a transitional period from IPv4 to
IPv6, it is thought that we have an IPv4 and IPv6 networks hereafter in which
both systems do not have compatibility. We have been proposing a system
which we named “NTMobile” (Network Traversal with Mobility) that realizes
both connectivity and mobility at the same time in IPv4 and IPv6 networks.
In this paper, we show the results of implementation of NTMobile in a smart-
phone equipped with an Android OS, together with the results of verification of
its operability such as handover and our evaluation of its performance. As the
result of our verification, it was confirmed that it is possible to make mutual
connectivity between the IPv4 network and the IPv6 network as well as mo-
bility. It was also found that there is a period of communication interruption

owing to the process of acquiring a new IP address at the time of handover,
although the delay due to the process by NTMobile is quite small.
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Fig.5 Procedure of forwarding between IPv4 and IPv6 networks by RS.
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Ny NeThTeMEL, I L7y NEFEIPvA 7 RV AL CHED 7Bk LT
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Table 1 Device specifications.
DC RS MN, CN
S Gal S2
Hardware Epson Endeavor NT350 HP s5550j (ngg;(gj ) atexy
OS Ubuntu 10.04 32bit Ubuntu 10.04 32bit Android 2.3.7
Linux Kernel | 2.6.32.56 2.6.32.56 2.6.35.7
CPU Tntel Pentium M 1.73GHz  Intel Core i7 2.93GHz ~ omsung Exynos Orion
Dual-core 1.2GHz
Memory 512MB 10GB 512MB

ZAEROEETRT. MN & CN i Android 2<— k7% > Téh v, NTMobile ®
H—=FNVE Y 2 — /)L THET H DIV EE T Netfilter X° Netlink 72 & OHEEE H 21T

H—FIVEEREE LU=, F£72, ®% O Android 77V 7 —3 3 1% Dalvik fﬁﬁ.ﬁ‘?‘//k“(
BET D2, NIM F—E 3% A T4 770 LTHEEL-. DCEBLIURS X
Linux PCIZE DHEFE L7z, ethl~3E TFTORX Y NT—JZZNENT 2T VAKX v I Ry
FU—2, IPv4d % v hU—2, IPv6 * v hU—27 & LTHE L, YAMAHA RTX1200 ©
VLAN BfEICZ 0 I LTz, KT 7B ARA U b (AP) FHROT m— KAV FA—2 T
HY, APnar OELFIZIPvA 7T A _X— b Xy hU—2 & LTHEE L. APrpva & APy
TN — S BREA B LT, — T 7 BARA U R b LT@ﬂ’Eéﬁf: MN & CN i34
AP ~IEEE 802.11n (& T#t L, K5{bis L UOGRREHAEIZIL WPA/WPA2-PSK (AES)

& 2 KM O RTT
Table 2 RTT between the terminals.
RTT [ms]
min ave max
MNipyq - DC | 1.58 17.66  139.77
MNipyq - CN | 4.57  60.63  326.07
MNipyg - DC | 1.49 18.01 140.52
MNipys - RS 2.61 18.54 127.35

CN - DC 5.97 12.28 19.90
CN - RS 4.01 12.29 34.22
DC - RS 0.09 0.21 5.29

ERHALEL? xavm—y g VISR AR5 T v Y XA E LT AES-CFB, kv
FIVIBERFZIE AES-CBC #3% € L, #aE7 /b2 U XAk HMAC-MDS5, #F 128bit & L
7o, Fz, WIERE DR ’%Eﬂﬁﬁ 35701, KR OYE) RTT (Round-Trip Time)
ZPE L7z, RTT OWUEIZIE ping ZEH L, 1 BT 64 /31 FD 35 M 100 [E%
ZIE LTz, & 2(CHl ;Eut WARM O RTT %27~

A[EfE A L7= Galaxy S2 Ti%, DHCP IZ X% IPv4 7 K L 2ADBUSALELIC S L 72 BRI
AP 22O BRI ST LEWY, IPv6 Xy N =7~ T 52 &N TE o Tz.
D7, eth3 BLTFDOX > b U—27 X, DHCPIZL Y IPva DY v a—HhnLT KL A
169.254.0.0/24 ZHA T 5 E L, NTM SRl 169.254.0.0/24 % 0.0.0.0 & L
THH L5, NTM 7 —% /:FactUﬁ—Z\ﬂ/%y;r—/I/ ISERE Z i LT, Zhic
NTMobile ®#EHE LT eth3 BEL FTOR >y hT—27 B IPv6 ry hT—7 & L’C?&Fbﬂ’bé.

4.3 RIVI—2avIt&kdtr—nnyF

WBEBHAARECHAT DA — "~y REH LT B0, MN & APnar ~EEfE LT
CN DOIIBERIE L SN D FTICET MR A2 ME L. EITRD 3 7 — AL THE
Jiti L7-.
case 1 NTMobile RFEHK;, MN % APipyy ~Hfc
case 2 NTMobile #5ZL, MN % APipva ~#t (IPv4 Grobal to IPv4 Private )
case 3 NTMobile #FE¥ L, MN % APipws ~5¢ (IPv6 to IPv4)

*1 CPU BEEMIR AR DONAF Y T a T A
*2 NAT zp /3 IEEE 802.11n K7 7 [R#EAL.
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Fig.7 Results of overhead time by negotiation.
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%ﬁmb A La— RoMWAEDERTE WA DERFHRIIGERD X A DAY T DD
WEBGRHCRAET 24— "~y FZHEH L7z, 728, NTMobie Dx I T— 3
mﬁmgbtﬁ%%wﬁfétwu,Nﬂw?%%ym4xyhia@&4Ax5yf%&
NTHEHT 0T LEBINL, ZOZEGDOARRRILIE L b R UGG I L7 I
MERH L.
7 G’?\j“‘/:tﬁ*‘/a NNZEDA— 3~y R 100 FIJIE L 72 ) E % 773, NTMobile
LERF DN ERE ST OL AR E T DR TH Y, 17.95 ms T“&Ltiﬂ'ébi‘%T Liz. 7=
t , ZOBEIE CNITH T DHRE A MR T2 Z & A TERV. Z4UTH LT NTMobile
FEERFIZIE, WS BRAEREICAT 5 A AR ALERIC 27.91~35.78 ms %:E Lz, ZhIZALa—
FORWGDLEEITo 7%, NTMv4 La—F, NTMv6 L 22— REB LN AAAA L a—
K% DNS — " ~fiNEbEb7-0TH 5.

o ROV SV B U 72 R, case 2 T 94.89 ms, case 3 TlX 111.66 ms Tdh -
7=. case 2 TIE MN & CN OfiIc=y RY—x > R T U rABHEE I, case 3 Tl
RS L OFIC b RABHERSND. SEIOBEREE TIE, MN & CN OF FL A FREE
925 DC %F—0 PCIZXIVEELZD, DCun ¥ DCon & LTRARDZ Ry hT—Z1C
DHERET 2 ZEBARETH S, ZDHAE12IE, DCun & DCen MIZT Route Direction
DERPITOND T2, b o RGN 3 2 KT DC Mo RTT (26 C Tt ms
BREHNT2EE2bN5. Fi, NTM KD 3G X WIMAX 2 8D Ry T —7 ~Hz
fe L7ZBRi2ix, NTM ik & DC <2 RS RICH 15 RTT 2% 100 ms FEEHML, ZHITME

LTCRIAVE—Ta LD — "~y R 5EEx 01 5.

IP # AWCTHEERBEO~YLT AT 4 7T —E 2 %2FH 325 IMS (IP Multimedia Sub-
system) TiX, MKMIZEIT5E v v a il SIP (Session Initiation Protocol) %
WTWD. TR [19] 12k D &, BERBRICITI V7T Y v I 2~3 BRREZET D &
ENTWD. Fiz, —fENIZ, Web A FEERHZZ R —VPRFA T 2R HRMIX
2L SNTWDE. 20 L) eHfn Sl % &, NTMobile (& & % i@{EBRAARE D
F— 3~y RIFFFATEAMETHY, FEHEIMELRNEEZDNS.

4.4 BIEVIEREEREOBIE

AR DN RA—NBRIZIE, L2 N RA— "L [P 7 K L 2 OB ISR 9~ 5 381
DI R T D, ZAUSHED, Ty hrARRELTT 7 ) r—ra CHOEEICS
BN STREMEN DD, £ 2T, MN 28 CN & Omf{ghIcHEkifo AP 2910 x5 2 &
W2 X o CRAET HBEVINIRER] 2 HE Lz, CNIZWIZ APnar ~EH L CTEB X, MN O
BesE AP 2RO X o ICFE T Y BT,
case 1 APipys fRH TOHETIZ APrpvs ~I VX 5.
case 2 APipys #H TOBREHFIZ AP1pys ~HIN 2 5.

MN & CN (T iperf*?ic & % TCP &5 &247\>, TCP O —4 v 2F S0 L ONEE S
7y RSB ETINIR A2 5 2MZ LTz, TCP v —4 » AF S OBINITHEH O B — % /1E
Va—VEHHL, MN ~FE L7~ BT Y 2 —/LCl, Netfilter ¢ NF_INET_LOCAL_OUT
Ty a7y L, TCP V—F v ARFEEN—FNAyE—U~HITT5. F£7,
Nﬁy%®ﬁ§%%#?ﬁ?kfétbm,MN&CNALANT%?%?TfU&*Va
> Td 5 Shark for Root* 3% 1 > A b—A L=, BB, F¥FFv LT —ZOMHTIC
Wireshark** Zf# /il L7-.

R 3IINY RA— NS BIEYIWTEFRE 2 10 BIE L7- FE¥E%ER"7. case 1 (IPv6
X NU—7 ~OBH) TIL APpvwe ~HIDEZXTOHIP 7 KL AZEET 5 TIlZ 1.71
BWEELZ., K 8IZ APpw ~IVEXTHDL b RUESEAMENA SN A ETOY—
i AL ERRF OWNRE R, MNIZIPvE 7 RLRAZERK L%, TOT7 FLRAE X —
47> k& L7z NS (Neighbor Solicitation) #2418 L, £ 1 BRI b2 R /UARSEAER ) B AG

il

2”\*”3

*1 http://www.akamai.com/html/about/press/releases/2009/press_091409.html
*2 http://sourceforge.net/projects/iperf/

*3 https://play.google.com/store/apps/details?id=1v.n30.shark

*4 http://www.wireshark.org/
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Table 3 Results of suspended time by handover.

Time [sec]
case 1 case 2
(IPv6 * > b U —27 ~OHE)) (IPv4 F v bV —27 ~OKH))
L2 ~> Rg— 0.58 0.47
IP 7 KL 2 Hufs 1.71 0.67
N o RV REGLALER 0.17 0.12
TCP DA 1.17 0.66
AR 3.63 1.92
| Router | | DC |

Router Solicitation >

Router Advertisement

o

FLRER | 0.70
7 A see IPy67RL R4 FALE

Neighbor Solicitation 1.71 sec
( Multicast ) »
-

DAD | 1.01sec

Direction Request

8 IPv6 IZBIT D/ RA— "OMLE
Fig.8 Handover flow in IPv6.

SNz T, T RUVAEHEHT =v 7 DAD (Duplicated Address Detection) (252 b
DTh% [20). MN ICTERS N IPvE 7 KL A1E, DAD I2 L2 MER5% T+ 5% To
—ERIIER T Z e TER. ZOMBNET Lk, NTMobile 12X 5 b o /LA
LERNBRAG S Ty, 2RO SRR DR CUBR A 52T L7z,

case 2 (IPv4d *x v b T —27 ~OBHE) TIT APpva ~TIVIEZTH S 1.92 B/, @EN
YT sz, B9ICIPvA Ry hT—2 ~Dy RAE=NZED TCP v —F v AFKFDOE
{LORETE7RT. AP 280 B2 THH IP 7 FLAZESET 5 £ TZ, TCPIZXLAHEN
2 [EfThilz. MN Okt % AP1pve 7D AP1pys ~HI W B 724, L2 N> RA—8

250000
e Retransmission packets
5 200000 - //
E
] ) 1.92 [sec]
Z 150000 " :
8 H H
g i Eo
Z 100000 | i, NTMobile
- : 0.12 [sec]
3) e
= 50000 | L2 Handover, DHCP
- L.14[sec] |
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B9 IPvd Xy hU—=Z~Dny RA=NTL D TCP = v 2K 50EN
Fig.9 Changes of TCP sequence number by handover.

KO'DHCP 12 L% IP 7 FLABAHLE AT, 114 BEE L. £, IP 7 FLRE
5#12 NTMobile 12 X 5 b > F/VHREEMBENEI TSN, 012 & E L. MR OH
WEE TH, 7 <IKET 7V r—ya il L p@EEERINT, 0.66 B&RICT 7Y 7r—
va ik BmENEEINTZ. 2L, TCP OFEHIENSEELI-bDEEZLND.

Xk [21] 12X B &, DHCP T IP 7 L AZIUST HERICIE, F v U —ZIc#Eki L
T D 1~10 RPRJEMFE Lo L I At T & Thd L shTnd. SEIEALZ
Galaxy S2 Tid AP ~#55t L T2 5 0.3 1412 DHCP (& X 2 B3 Bth S 7223, Z OfF
BEWEENE DHCP 7 4 72 MCRTET 5728, BATDIRICE > T IP 7 KL ADH
PRI AN L, ZHUC X - B UINTRER 23803 5 ATREMED & 5+

BEFRERL Y, N A= B2T 9 NTMobile (& & 5B IZHF 2B # TR T+ 5
W, L2 Y FA=ANLIP T R ZORASAERIT 1.14~2.29 FhA L, 1815 BIWrRER o
UL EEED TN Z ENboiz. 72, DHCP 7 547 v hOFEEIZL->TIE, TP T
R U2 ORI ET DRHIAA S HISHINT 2 2 L3 TSN 5. IEEE 802.21 [22] T
Y U7 EREMBRIT A LICk Y, BRZER AT AMICZBWTY—AL ANV K
F—NERBTDHILENTES. L [23] TIE, SIP-based Mobility & IEEE 802.21 %
MAEDEDLZ LITLY, Ny RA—RHIRAET HE UMM A4 4 9225 20 ms £ T
FEMEL TS, F£72, Uk [24] TI%, DHCP QBRI FIREAR —FE 7 KL AZE AT 5

*1 Motolora Xoom T, AP ~D#GA5E T LThH 1~5 1% DHCP (2 X 2 EABRE S -,



ZEITkY, IP 7 FLADOEAICET DM A 5430 1 BEICHIM L T\, IETF Tl
DAD W % fii{b 3% Optimistic DAD NEZREINTE Y, EREHKOT KL ADRIES
Optimistic £ 52 L2k Y, L7 1IPv6 7 KL A ZRIEIZMEH RIS 2 [25]). 2
XY, DAD IC X AFHEIF 272 < 2 &R TEX 20, Hikds L UVL—4 43 Optimistic
DAD 12X L W 2RI H 720, —J7, b—ZIZKfF L7eu DAD [EEEE A S
TIY, SCHK [26] TIXT L AERITER S 2 @15 UIFiEH 2 20 200 1ITHIRL TWD.
A%IE, ZOX D REARE VS Z L2 K 0 BIF YRR & BT B 72 OME 3BT
bo. £z, Wi-Fi 3G R EORBLIMHA 27 =—2EHHL, N FA—/SHilTx
AT —TarEFETTHIEICED, BEUMKHS ATy he 22§ LN TED
LEZ NS [27).

5. BhHh Y I

AFETIE, IPv4/IPv6 IRTEBRBRIC ISV THI A Bl & B @hiZ il 4 92819 %5 NTMobile
% Android SAR~EE L, S{ERGER KL OMERERHMEZ 1T o7, BIfERGEIC LY, NAT %
IPv4/IPv6 > b T —2 OEWIEEIND Z &7, HERPEOMR & BihEmtk 4 EE5
FREZR Z & HRER L7z, ¥72, NTMobile R TITME IR —E DA — 3~y KR
FETDHLOO, FERAEFMERNT & %8 L7Z. NTMobile iZ NAT #x < [Pv4 &
IPv6 DIRIEL WS TZBIED IP v b U —271C8B 5 OO AE M L, W
EHERT DI ENTED. N RA—ABRHZII L2 N RA—ARR TP 7 N L ARSI
TR 5 BE TR A 384T 2720, BETWRHHREE LN — AL Ry R4 —
NEFEBT D FEORMNBLETHS. £z, 4%IF 3G X WIMAX 7 EOFEREIZB N
T, BEMHEBIOAT—F )7 OFMET> TV TETHS.
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