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Researches on Detection Method of Island Hop Using
Telnet

DAISUKE TAKEO' and AKIRA WATANABE '

In recent years, the crime inside Intranets, such as illegal access, is increasing. When a cracker
accesses illegally, Island Hop using Telnet is performed in many cases. If Island Hop is detectable, it
will be thought possible to prevent many illegal accesses. As one of the illegal access measure
technology, although IDS (Intrusion Detection System) can be considered, it is difficult to detect
illegal Island Hop. In this paper, we report the Island Hop detection method which can distinguish

whether it is legal or illegal.
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A EFRE L= TelnetiZ L AV & Ok
FEOFEIEEHERT Db T s 7

LEAER LT-DT, FO Y —RAa— R&ft

k& LTI 5.
ihdump.c
gscip.h
ih_dtct.c
ih_dtct.h

YV VYV

Telnetlc &k BEYHZ=E=41) >4 7045 L (ihdump. ¢)
Ver 1.0 20044 1A 258
Hl4E - EE TEKE (Daisuke Takeo)

SEREE

ATOTSLIF, Telnetl2k 2EYSEEE=S ) 2T THHIZ,
TTCP/IP/84ry FE=A Y 25T 0T 5L (ipdump.c) | (HlfE - EiE
FILAMR) ZRICHELEHEOTT, ATATSLIZDONT, ERET
HEEhTL DD, FhF, AFRBICRT LS HtkE. R, &
AERZELET, RTOYSLITERIETT, FHEEERTOIS A
[CE>TRELEZVWHDEIZBETITOVWTELEEEMAS I LIETEEE
Ao

Ftf. RTOTSLICIETRERRS I ipdump. cDA— KA > TLY
FIN, EYSETE=4) O TOBEICIEBBEL VSO, TOFEEFIC

char *ip_ttoa(int flag);
char *ip_ftoa(int flag);
void help(char *cmd)

SP xsptop = NULL ;
SP *spend = NULL
IHD *ihdtop = NULL ;
int timer = 0 ;

int pkts = 0 ;

int telnets = 0 ;
int discards = 0 ;
int receives = 0 ;

int main(int arge, charx argv[])
{
struct ether_header *eth; /;

*

struct ether_arp *arp; /*
struct ip *ip; /¥
struct icmp *icmp; /*
struct tephdr *tcp: /*
struct udphdr *udp; /¥

int s; /*
int len; /*
int ¢; /¥
int disp; /*
char buff[MAXSIZE]; /*
char *p; /%
char #p0; /*
char ifname[256] = “Inc0”; /*
int opt [OPTNUM] ; /*

* LTHYES,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd. h>
#include <sys/time.h>

#include “gscip. h”
#include “ih_dtct. h”

#include <net/ethernet. h>
#define __FAVOR_BSD
#include <netinet/if_ether.h>
#include <arpa/inet.h>

#include <sys/ioctl.h>

#include <net/bpf.h>

#include <net/if.h>

#include <fentl. h>

#define MAXSIZE 4096

#define OPTNUM 8

#define ON 1

#define OFF 0

enum {ETHER, ARP, IP, TCP, UDP, ICMP, DUMP, ALL};

int open_bpf (char *ifname) :

void print_ip(struct ip *ip):
void print_tep(struct tcphdr xtcp) :

void dump_packet (unsigned char *buff, int len);

char *tcp_ftoa(int flag):

extern int optind;

int bpf_len;
struct bpf_hdr *bp:

int mode = 0 ;
PID pid ;
int val =0

*

/

/*
/

*

Ethernet~ v Z (A

ARP/R/7 vy HEIETR

P~ S &R

ICMP/ X7y &K

TCPA~ v A HEiEE {4

UDP~ v S HEIE IR

Viry b T4R2 Y T4H
ZELELT—4DORS

getopt ) THIG L F-XF
BE@EICHALENAESHDTSY
T—RRENYT7

ANV EDRBEERTEERRA 4
Ny FOEBEERT RS V4
FreeBSDDA > 8 —T 1 —R%
KRFTLavnI5y

getopt O D B—/3)LZESK

BPFCOZIET—42DRSE
BPF~ v & #3E {K

char ownip[16] = “172.18.16.57" ;

if(arge>=2 && stremp(argv[1], “Inc0”)1=0)

stropy (ifname, argv[1]) ;

if(arge==3 && strcmp(argv[2], ownip)!=0)

strepy (ownip, argv([2])

if(arge >= 4)

fprintf (stderr, “Too many parametas!¥n”) ;

/¥ RRY B3V Y FOEEOMAME */

opt[ETHER] = OFF;
opt[ARP] = ON;
opt[IP] = ON;
opt[TCP] = ON;
opt[UDP] = ON;
opt[ICMP] = ON;
opt[DUMP] = OFF;
opt[ALL] = OFF;

if ((s = open_bpf (ifname)) < 0)

exit (EXIT_FAILURE) ;
bpf_len=0;

while (1) {
/* BPFAONLDAR */
if (bpf_len <= 0) {

/* BED/INTy bE—FERYEZL */
if ((bpf_len = read(s, buff, MAXSIZE)) < 0) {

perror (“read”) ;



Telnet |Z £ 2V A& O EOHE

exit (EXIT_FAILURE) ;
] /*
bp = (struct bpf_hdr *)buff; * void print_ip(struct ip *ip);
} else { * HERE
/* BPEDRD /47y hARA 52 &88E) */ * IPA Y DFRR
bp = (struct bpf_hdr %) ((char *) bp + bp->bh_hdr [en + bp->bh_caplen) ; * 5| EH
bp = (struct bpf_hdr *)BPF_WORDALIGN ((int)bp) ; * struct ip *ip; IPA Y BHEEERADRA V4
} * RY{E
/* Ethernet Ny ¥ DEIBEIZHRA V2 EE Y b */ * 7L
p = p0 = (char *)bp + bp->bh_hdrlen; */
len = bp—>bh_caplen; void print_ip(struct ip *ip)
#ifdef DEBUG {
/* BPFA~ v SHEEDEZE KT */ printf (“Protocol : IP¥n"):
printf ("bpf_len=%d,”, bpf_len); printf (” ¥n");
printf (“hdrlen=%d, “,  bp->bh_hdrlen); printf (" 1V:%lu| HL:%2u| T: %8s| Total Length: %10u|¥n”,
printf(“caplen=%d, “,  bp->bh_caplen) ip—>ip_v, ip—>ip_hl, ip_ttoa(ip->ip_tos), ntohs(ip->ip_len)):
printf(“datalen=%d¥n”, bp->bh_datalen); printf (” ¥n");
#endif printf (| Identifier: %6u| FF:%3s|FO: %5u|¥n”,
/* RDwhile)—TD1=HDILIE */ ntohs (ip—>ip_id), ip_ftoa(ntohs(ip->ip_off)),
bpf_len —= BPF_WORDALIGN (bp->bh_hdr len + bp->bh_caplen) ; ntohs (ip—>ip_off) &IP_OFFMASK) :
/* printf (“ ¥n");
* INT Y RRERIL—F 2 printf("| TTL: %3u| Pro: %3u| Header Checksum:  %5ul¥n”,
*/ ip—>ip_ttl, ip—>ip_p, ntohs(ip—>ip_sum)):
disp = OFF; /* EEICHALIENESHDTSY */ printf (" ¥n");
printf(”| Source IP Address: %15s|¥n”,
/* Ethernet~w S #EERDRE */ inet_ntoa (*(struct in_addr *)&(ip->ip_src))):
eth = (struct ether_header *) p; printf(” ¥n");
p = p + sizeof (struct ether_header); printf(“| Destination IP Address: %15s|¥n”,
inet_ntoa (* (struct in_addr *)&(ip->ip_dst)));
if (ntohs (eth->ether_type) == ETHERTYPE_IP) { printf(” ¥n");
ip = (struct ip % p: }
p =p + ((int) (ip->ip_hl) < 2);
/%
if (ip—>ip_p == IPPROTO_TCP) { * char *ip_ftoa(int flag);
top = (struct tcphdr *) p; * HEE
p =p + ((int) (tecp->th_off) << 2): * IPAYEDTST AV REY FEXFFIER
* 5| EH
pid. g_no = htons (0) ; * int flagi 73559 AYb74—ILEDIE
if(ip->ip_src. s_addr == inet_addr (ownip)) { * RYE
mode = 0 ; * char * TS hi-3XF5
if(ip—>ip_dst. s_addr == inet_addr ("172.18.16.34")) { */
pid.g_no = htons (2) ;
} char *ip_ftoa(int flag)
} {
else if(ip->ip_dst.s_addr == inet_addr (ownip)) { static int f[1 = 'R, "D, 'M}: /x DS TAV RIS TERTNF */
mode = 1 ; static char str[17]; /* RUEZEEMT 2077 */
if(ip—>ip_src. s_addr == inet_addr ("172.18.16.47")) { u_int mask = 0x8000; /x XRY */
pid.g_no = htons(1) ; int i; /x W—TEH */
}
} for (i =0; i <3 i+ {
if (((flag<< i) & mask) !=0)
printf (“src:%-15s —> stril = f[il;
inet_ntoa (*(struct in_addr *)&(ip->ip_src))) : else
printf (“dst:%-15s / “, strlil] =0
inet_ntoa (* (struct in_addr *)&(ip—>ip_dst))) ; 1
stri]l = "¥0';
val = ih_dtct(mode, &pid, ip, tcp, p) ;
if(val == 0) return str;
printf(“not telnet¥n”) ; }
else if(val == 1)
printf(“rcv telnet¥n”) . /%
else if(val == 2) * char *ip_ttoa(int flag):
printf (“snd telnet¥n”) ; * HEE
else if(val == 3) * IPAYHDTOST 4 —JL K& XFI K
printf(“island hop!¥n”) ; * 5| EH
} * int flag: T0S7 1 —JL FOD{E
} * RYIME
} * char * E|EINI-XF5I
return EXIT_SUCCESS; */
}
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char *ip_ttoa(int flag)
{
static int f(1 = {"1", "1", "1, 'D, 'T', 'R, 'C, "X}

/¥ T0ST 4 —)L RERTXF */
static char str[17]; /*x RUBZEHRINT 58077 */
u_int mask = 0x80; /% T0ST 4 —JL RERMYHTIRY */
int i; [x W—TEH */

for (i =0, i<8; i+H) {
if (((flag<< i) & mask) != 0)

stril = f[il;
else
strlil =0
}
strli]l = "¥0';
return str;
}
/%
* void print_tep(struct tcphdr *tcp);
* HEEE
* TCPA v X DRF
* 5| EH
* struct tophdr *tcp; TCPAw &#EiE (A
* RYIE
* L
*/

void print_tcp(struct tcphdr *tcp)
{
printf (“protocol: TCP¥n");

printf (” ¥n");

printf(”| Source Port: %5u| Destination Port: %5ul¥n”,
ntohs (tep->th_sport), ntohs (tcp->th_dport));

printf (” ¥n");

printf(”| Sequence Number: %101u¥n”,
(u_long) ntoh! (tep->th_sea)) ;

printf (” ¥n");

printf ("| Acknowledgement Number: %101u¥n”,
(u_long) ntoh| (tep—>th_ack)) ;

printf (” ¥n");

printf (| DO:%2u| Reserved|F:%6s| Window Size: %5u|¥n”,
tep—>th_off, teop_ftoa(tep->th_flags), ntohs(tep->th_win));

printf (” ¥n");

printf(”| Checksum: %5u| Urgent Pointer: %5u|¥n”,
ntohs (tcp->th_sum), ntohs (tcp->th_urp));

printf (” ¥n");

/%
* char xtcp_ftoa(int flag);
* HEEE
* TPAYZDAY FA—ILT 5T HEXFH L
* 5| EH
* int flag
* RUYIE
* char * Ei SN I=3XF5
*/
char *tcp_ftoa(int flag)
{
static int f[1 = {'U, "A", P, 'R, 'S, "F'};

/x TCPDT 55 RS XF */
static char str[17]; /* RUBZERIMT 2\ 77 */
u_int mask = 1 <<5;  /x TCPO IS 7 E#MYHETTRY */
int i /x W—TER */

TCPHOay rA—LTSY

for (i =0; i <6 i+ {
if (((flag << i) & mask) !=0)
strlil = f[il;
else

strlil] =0

}

strlil = "¥0';

return str;
}
/%

* void dump_packet (unsigned char *buff, int len);

* HERE

* Ethernet 7 L— LK%M S 16EHK S > T (7 R F—XFRR)
* 5| EH

* unsigned char *buff; #>TFF2F—2DKET FLR

* int len; BT B4 b
* RY{E

* L

*/

void dump_packet (unsigned char *buff, int len)
{
int i, i /x L—TEH */

printf (“Frame Dump:¥n”);
for (i =0; i <len; i +=16) {
/x 16T VT */

for (j=1i: j<i+168 j< len; j+9 |
printf (“%02x”, buff[j1);
if G%2=1
printf (" ) ;

/* BREDITOWHBEET */
if (j==1len & len % 16 1= 0)
for (j =0; j <40 - (len % 16)*2.5; j++)
printf (" ) ;
printf(": “);

/¥ TAF—XFRE */

for (J=1i: j<i+168& j< len; j+) |
if ((buff[j] >= 0x20) && (buff[j] <= 0x7e))
putchar (buff[j1);
else
printf(”.”);
}
printf ("¥n");

}
fflush (stdout) ;

/%

* int open_bpf (char *ifname) ;

* HERE

* BPFEA—T 9%

* 5| EH

* char *ifname; A %271 —R%

* RYIE

* int T7ANTARYYYTA
*/

int open_bpf (char *ifname)
{
char buf[256];  /* XFFIEHRF */

int bpfd; [k TFAINTARDYTE */
struct ifreq ifr: /* 4 24 7z —XEHEHEER +/
int i /* W— T */

/x BPFFINA RIT7ANDA—T Y */
for (i =0; i <4, i+ {
sprintf (buf, “/dev/bpfhd”, i)
if ((bpfd = open(buf, O_RDWR, 0)) > 0)
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goto bpf_ok: /
} Grouped Secure Communication for IP
fprintf (stderr, “cannot open BPF¥n"); gscip.h
return -1; /
bpf_ok : #include <sys/param.h>

/x £ 08T T —REBDERE */ #include <sys/mbuf.h>
strepy (ifr. ifr_name, ifname): #include <sys/types.h>
if (ioctl (bpfd, BIOCSETIF, &ifr) < 0) { #include <sys/socket.h>

sprintf (buf, “ioct| (BIOCSETIF, "%s')”, ifname); #include <netinet/in_systm. h>

perror (buf) ; #include <netinet/in.h>

return -1; #include <netinet/ip.h>
} #include <netinet/tcp. h>
fprintf (stderr, "BPF read from '%s' (%s)¥n”, ifr.ifr_name, buf); #include <netinet/udp. h>

#include <netinet/ip_icmp. h>

/* promiscuousE— K */

if (ioctl (bpfd, BIOCPROMISC, NULL) < 0) {
perror (“ioct| (BIOCPROMISC) ) ;

return -1; /*
} * Structure of a process information data.
*/
/* BNEFE— K */ typedef struct proc_info_data {
i=1; u_long saddr ; /% Src IP Address */
if (ioctl (bpfd, BIOCIMMEDIATE, &i) < 0) { u_long daddr /* Dest IP Address  */
perror (“ioct! (BIOCIMMEDIATE) “) #if BYTE_ORDER == LITTLE_ENDIAN
return -1; u_char proc_b:4, /* Process Info B */
} proc_a:4 ; /* Process Info A */
#endif
return bpfd; #if BYTE_ORDER == BIG_ENDIAN
} u_char proc_a:4, /* Process Info A */
proc_b:4 ; /* Process Info B */
#endif
u_char proc_c ; /* Process Info C */
u_short g_no /* Group Key Number */
u_short key_ver ;. /* Group Key Version */
u_char timer ; /* Timer */
} PID ;
/%
* Definitions for process information.
*/

#define PROC_INI 1
#define PROC_MID 2
#define PROC_END 3

#define PROC_ENC 1
#define PROC_DEC 2
#define PROC_FWD 3
#define PROC_DSC 4
#define PROC_MAK 5

/* GSCIP Package (temporary) for EEA/N */
int gscip_een(
int  mode, /* 1:Rev, 0:Snd */
struct ip *ip, /* IP Header */
struct mbuf #m /* mbuf */

)

int isdprp(
struct icmp *icp /* ICMP Header x/
)
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Detection of Island Hop by Telnet
ih_dtct. ¢

#include <stdio.h>
#include <stdlib. h>
#tinclude <string. h>
#include <time.h>
#include <sys/time.h>
#include “gscip.h”
#include “ih_dtct.h”

#define _IHDDEBUG_ 3

extern SP *sptop
extern SP xspend ;
extern IHD *ihdtop ;
extern int timer ;
extern int telnets ;
extern int discards ;

/%
* |sland Hop Detection function.
*/
int ih_dtct(int mode, PID #pid, struct ip *ip, struct tcphdr *th, u_char
*data)
{
struct timeval ctm ;
SP *sp = sptop ;

/* Judgmentation whether TCP protocol is Telnet */
isTelnet (th) ;
ended. (return:0) */

/% If a packet isn't Telnet, processing will be

telnets++ |
/* Recording called time */

reccal ledtm(&ctm)

/% Judgmentation of called mode */
switch (mode)
{
case 0 :
goto SND ;
case 1 :
goto RCV ;
default :
return -1 ;

SND :

#if _IHDDEBUG_ ==
#endif

/* Checking whether timer is on. */
if(Itimer_chk())
return 2 ;

/% Checking Stored Packet data */
while(sp != NULL)
{
/% Checking whether Stored Packet data is alive. */
if (chk_spttl (sp, &ctm))
{
/* Comparison Telnet data(To be next if these datas agree) */
if (x(data) == sp->data)
{

/* Compar ison received packet’ s source |P address and send packet’ s dest
IP address (It is Island Hop if these addresses agree) */
if(ip—>ip_src.s_addr == sp->daddr)
{
/% Comparison group number (It is unjust Island Hop if these numbers
disagree) */
if(pid->g_no != sp->group)
{
ihdtop = (struct ihd_list *)calloc(1, sizeof (struct
ihd_list))
add_ihd_list(sp, ip, th, &(pid->g_no), &ctm) ;
print_ih(sp, ihdtop, data)
free(ihdtop)
return 3 ;

}

else

{
sptop = sp—>n ;
free(sp) ;
sp = sptop
discards++ ;
continue ;

}

sp = sp—>n

return 2 ; /* Processing is end(return:2) */

RCV :

/* Storing received packet. */
store_rcv_pkt(ip, th, &(pid->g_no), data, &ctm) ;
/* Starting timer. */

timer_on() ;
return 1 ; /* Processing is end(return:1) */
}
/%
* Printing Island Hop situation.
*/

void print_ih(SP *sp, IHD *ihd, u_char xdata)
{
struct tm *tmp = NULL

printf ("¥n
———————————————— +¥n")
printf ("] Attacker Foot Hold
Target |¥n")
printf ("
—————————————— +¥n")

printf (“|%17s:%-7d", inet_ntoa (x(struct in_addr *)&(ihd->aaddr)),
ntohs (ihd->aport)) ;

printf ("|%17s:%-7d", inet_ntoa(x(struct in_addr *)&(ihd->fhaddr)),
ntohs (ihd->fhport))

printf (“| %-21s|¥n”, inet_ntoa (*(struct in_addr *)&(ihd->taddr))) ;
printf ("
—————————————— +¥n")

tmp = localtime ((time_t *)&(sp->rtm. tv_sec)) ;

printf("|  %04d/%02d/%02d %02d:%02d:%02d %06d  |”, tmp->tm_year+1900,

tmp—>tm_mon+1, tmp->tm_mday, tmp->tm_hour, tmp->tm_min, tmp->tm_sec,
sp—>rtm. tv_usec) ;

printf (" %07d [”, (ihd=>Itm. tv_sec-sp->rtm. tv_sec)*1000000 +
(ihd=>1tm. tv_usec—-sp->rtm. tv_usec))
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tmp = localtime ((time_t *)&(ihd->Itm. tv_sec)) ;

printf(”  %04d/%02d/%02d %02d:%02d:%02d %06d
tmp—->tm_mon+1, tmp->tm_mday, tmp->tm_hour, tmp—>tm_min, tmp—>tm_sec,
ihd->1tm. tv_usec) ;

printf ("
—————————————— +¥n")

printf ("] 0x%02x
[¥n”, *data) ;
printf ("
—————————————— +¥n")
}
/

Receive Mode Process Functions

/

/%

* Storing received packet.

*/

int store_rcv_pkt (struct ip *ip, struct tcphdr *th, u_short *group, u_char
*data, struct timeval *tv)

{
SP *sp

sp = (struct str_pkt *)calloc(l, sizeof (struct str_pkt)) :

sp—>saddr = ip—>ip_src.s_addr :

sp—>daddr = ip->ip_dst. s_addr ;

sp->sport = th->th_sport

sp->group = *group ;

sp—>data = *data ;

memcpy (&sp—>rtm, tv, sizeof (struct timeval)) ;
sp—>n = NULL

if (sptop == NULL)
{
sptop = spend = sp ;
printf ("First rcv. ¥n")
}
else
{
spend->n = sp ;
spend = sp ;

return 1 ;

/%
* Starting timer.
*/
int timer_on(void)
{
timer =1 ;
return 1 ;

Send Mode Process Functions

/%

* Checking whether timer is on.
*/

int timer_chk (void)

{

|¥n”, tmp->tm_year+1900,

return timer ;

/%
* Checking whether Stored Packet data is alive.
*/
int chk_spttl (SP *sp, struct timeval *tv)
{

int diftm

diftm = (tv->tv_sec-sp->rtm. tv_sec)*1000000 +
(tv->tv_usec-sp—>rtm. tv_usec)

if(diftm > SPTTL)

return 0 ;

return 1 ;

/%
* Add new Island Hop Detection Iist.
*/
int add_ihd_list (SP *sp, struct ip *ip, struct tcphdr *th, u_short *group,
struct timeval *tv)
{
ihdtop—>aaddr = sp->saddr ;
ihdtop->fhaddr = sp->daddr
ihdtop->taddr = ip->ip_dst.s_addr ;
ihdtop—>aport = sp->sport ;
ihdtop—>fhport = th->th_sport :
ihdtop->agroup = sp->group ;
ihdtop->tgroup = *group ;
ihdtop—>dtctnum = 1 ;
memcpy (&ihdtop->ftm, tv, sizeof (struct timeval)) ;
memcpy (&ihdtop—>1tm, tv, sizeof (struct timeval)) ;
ihdtop->n = NULL ;

return 1 ;
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/
Detection of Island Hop by Telnet
ih_dtct. h
/
/%
* The number of times of detection
*untill it generates an alert.
*/
#define ALERT 6
/%
* Time to live for Stored Packet data. (usec)
*/
#define SPTTL 10000 /* 10ms */
/%
* Structure of a Stored Packet data.
*/
typedef struct str_pkt {
u_long saddr ; /* Src IP address */
u_long daddr ; /* Dst IP address */
u_short sport ; /* Src port number */
u_short group ; /* Group number */
u_char data ; /% Telnet data */

struct timeval rtm ; /% Received time %/
struct str_pkt #n ;  /* Next packet */

} SP

/*

* Structure of an Island Hop Detection list.

*/

typedef struct ihd_list {
u_long aaddr ; /* Attacker’s |P address */
u_long fhaddr ; /* Foot Hold"s IP address */
u_long taddr ; /* Target’s IP address */
u_short aport ; /* Attacker’s port number */
u_short fhport /* Foot Hold"s port number */
u_short agroup ; /* Attacker’s group number */
u_short tgroup /* Target's group number  */
int dtctnum ; /* Number of detection */
struct timeval ftm ; /* First detection time */
struct timeval Itm ; /* Last detection time */
struct ihd_list #n ; /% Next |ist */

} IHD ;

/%

* |sland Hop Detection function.

*/

int ih_dtet(
int mode, /* 1:Rev, 0:Snd */
PID #pid, /* Process information data */
struct ip *ip, /* IP header */
struct tephdr *th, /% TCP header */
u_char *data /* Telnet data */
)

/%

* Judgmentation whether it is Telnet (Macro function)

* struct tophdr *th (TCP header)

*/

#define isTelnet (th)

if (ntohs ((th)->th_dport) !=23] | (u_char) (*data)==0xff) {return(0):}

/*

* Recording called time (Macro function)

* struct timeval *calledtm (Called time)

*/

f#idefine reccal ledtm(calledtm) gettimeofday ((calledtm), NULL)

/%
* Printing Island Hop situation.
*/
void print_ih(
SP *sp, /* Stored Packet data */
IHD *ihd, /* Island Hop Detection data */
u_char xdata /* Telnet data */
)
/
Receive Mode Process Functions
/
/%
* Storing received packet.
*/
int store_rcv_pkt (
struct ip *ip, /* P header */
struct tephdr xth, /x TCP header */
u_short *group, /* Group number */
u_char *data, /* Telnet data */
struct timeval *tv /* Received time */
)
/%
* Starting timer.
*/
int timer_on(
void /* No param */
)
/
Send Mode Process Functions
/
/%
* Checking whether timer is on.
*/

int timer_chk (
void /* No param */

)

/%

* Checking whether Stored Packet data is alive.
*/

int chk_spttl (

SP *sp, /* Stored Packet data */
struct timeval *tv / Called time */
)

/%

* Add new Island Hop Detection list.

*/

int add_ihd_list(
SP *sp, /% Stored Packet data */
struct ip *ip, /* P header */
struct tephdr xth, /x TCP header */
u_short *group, /* Group number */
struct timeval *tv /* Detected time */
)
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