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Research of a Key Distribution Method for Vertical Networks

Masatoshi HOBO, Akira WATANABE

One way to communicate securely in Intranet is a study of Flexible Private Networks (FPN). In FPN,
grouped devices which make FPN called Encryption Element (EE) communicate using a common group
key. Furthermore EEs prevent from wrong packet. Group key is distributed to EE from Management
Server (MS). However, when group key are distributed, there are EEs in communication route. In this case,
key distribution packets pass midway EE without certification. In this paper, we suggest “Secure Key

Distribution Protocol (SKDP)”. SKDP is possible to certify key distribution packet at midway EE.
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Fig.2 Key distribution before communication.
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Fig.3 Problem of conventional key distribution.
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