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The Proposal of Practical Cipher Communication Systems

SHINYA MASUDAT and AKIRA WATANABE '

In recent years, the network security has serious problem so that people place a special emphasis on
the network security technology. There is IPsec which is the technology of the IP layer as the security
which cipher technology was used for. But it has a lot of subjects to solve. Those are the compatibility
problem with the NA(P)T and the Fire Wall, and it occurs fragment. In this paper, we propose about the
cipher communication systems. It’s able to do Personal Authentication (The guarantee which is a proper
companion) and Integrity Guarantee (The guarantee what the packet isn’t altered) which doesn't give any
influences to existed systems, and it doesn’t change a packet size. This system is able to expect enough
throughputs and not change a different original packet size, and it’s able to build the practical systems

passing through the NA(P)T and the Fire Wall.
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Table 1  Specification of trial production modules.
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Table 3 Comparison with existing technology.
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CipherProcess.h

param.h

driver.c

OpenSSL  (Release version : openssl-0.9.7a UL &) W55 A4 75
Y%A A N—LFEHD FreeBSD CTHEYERETRIE F-.

CipherProcess.c & driver.c DEIIY > 7 F 4 7 F U Z{ER L C,
FRINEALFY T 7 A L EER. — L%, OpenSSL T 1
77V OFREDNEL.

1)

$gcc —c CipherProcess.c

$gce —c driver.c

$gcc —o CPT CipherProcess.o driver.o /usr/local/sssl/lib/libcrypto.a
$./CPT
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CipherProcess.c

/* GipherProcess. c */

/%

* Copyright (C) 2003-2004

* Shinya Masuda

* Watanabe Laboratory,

* Meijo University in Japan.

* All rights reserved.

*

*This program is writtenby ShinyaMasuda (a300j125@ccmailg. mei jo-u. ac. jp).
* This program is free to use.

This program includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/).

This program includes cryptographic software written by Eric Young
(eay@cryptsoft. com).

———— Explanation of this program ——-
Range of message authentication is part of encryption and field to
use for a making of IV (Initialization Vector).

Part of encryption and field to use for a making of IV is different
by the existance of the NA(P)T in a network environmento to presume.

This program is able to setup of the existance of the NA(P)T by the
value of “#define NAPT”.

NAPP)T exist:
Range of encryption: TCP payload
Field to use for a making of IV:
IP header: Version, IHL, Total Length, ID, Protocol, (Option)
TCP header: Sequence Number, Acknowledgement Number,
Data Offset, Reserved, Control Flag, Window,
Urgent Pointer, (Option)
NAP)T is Nothing:
Range of encryption: TCP payload
Field to use for a making of IV:
IP header: Version, IHL, Total Length, ID, Protocol,
Source Address, Destination Address, (Option)
TCP header : Source Port,Destination Port, Sequence Number,
Ackowledgement Number,Data Offset, Reserved,
Control Flag, Window, Urgent Pointer, (Option)

This program take no thought to mbuf and flagment.

F oK K K K K K K K K K K K K X K K K K K K K K X K K K K K X X X ¥ ¥

*/

#include <stdio.h>
#include <string.h>
#include “CipherProcess. h”

#include <openssl/aes. h>
#include <openss!|/md5. h>

/* group key */

u_char gkey1[GKEY_SIZE]={0x31, 0xC1, 0xD5, 0xDO, 0x39, 0x77, 0x67, 0x42,
0x11, 0xB1, 0xC3, OXFD, 0x79, 0x75, 0x67, 0x32,

0x02, 0xA3, 0xF6, 0xD3, 0x29, 0x87, 0x47, 0x48,

0x31, 0xD1, 0xC6, OxDF, 0x89, 0x78, 0x97, 0x39} ;

u_char gkey2[GKEY_SIZE]={0x11, 0xD3, OxDA, 0xA2, 0x46, 0x67, 0x21, 0x25,
0x15, 0xB2, 0xD3, OXFF, 0x71, 0x7A, 0x6A, 0x33,

0x01, OxAA, 0x66, 0xD3, 0x22, 0x8A, 0x42, 0x42,

0x33, 0xDD, 0x36, 0xD8, 0x83, 0x74, 0x94, 0x37} ;

/

void make_iv(struct ip *ip, void *nexthead, u_char *iv_addr)
function:

make |V module

parametor:

ip © struct of IP header address (I)

nexthead : struct of Next header (tcp/udp) address (I)
key_addr . key address (I)

iv_addr : Initialization Vector address (1/0)

return:

void make_iv(struct ip *ip, void *nexthead, u_char *key_addr, u_char
*jv_addr)

{

/* loop variable */

int i;

/% struct of TCP header address */

struct tephdr *tcp:

/* struct of UDP header address */

struct udphdr *udp;

/* struct of IP_Option field address */

struct ipopt *ipopt;

/* input data length */

int length;

/* buffer x/

u_char buf[48];

/% MD5 context */

MD5_CTX c;

/* reservation variable for IP hader field which change during transmission
*/

u_char ip_tos;
u_short ip_off;
u_char ip_ttl;
u_short ip_sum;
u_long ip_src; /* source address */

u_long ip_dst; /* destination address */

/* reservation variable for TCP hader field which change during transmission
*/

u_short th_sport; /* source port */

u_short th_dport; /* destination port */

u_short th_sum; /* checksum */

/* reservation variable for UDP hader field which change during transmission
*/

u_short uh_sport; /* source port */

u_short uh_dport; /* destination port */

/* reservation variable for IP_Optionf field */

/* type of service %/

/* fragment offset field */
/% time to live x/

/* checksum */

*/
////u_char optbuf[1460];

/* If next header is TCP then x/
if(ip—>ip_p == 0x06)

{

/* input the Nextheader address */
tep = (struct tephdr * )nexthead;

/* reserve |P header field which change during transmission (1,2) */
ip_tos = ip—>ip_tos;
ip_off = ip->ip_off;
ip_ttl = ip—>ip_ttl;
ip_sum = ip—>ip_sum;
/% If NA(P)T exist then */
if (NAPT == 1)
{
ip_src = ip—>ip_src.s_addr;
ip_dst = ip—>ip_dst. s_addr;
/* reserve TCP header field which change during transmission */
th_sport = top->th_sport;
th_dport = tecp->th_dport;
}
th_sum = tcp->th_sum;

/* input 0 to IP header field which change during transmission */
ip->ip_tos = 0x00;
ip—>ip_off = 0x0000;
ip—>ip_ttl = 0x00;
ip->ip_sum = 0x0000;
/* If NA(P)T exist then */
if (NAPT == 1)
{
ip—>ip_src. s_addr = 0x00000000;
ip—>ip_dst. s_addr = 0x00000000;
/% input O to TCP header field which change during transmission */
tep—>th_sport = 0x0000;
tep—>th_dport = 0x0000;
}
top->th_sum = 0x0000;

/* If IP_Option is contained then */
if ((ip=>ip_hl << 2) > 20)
{
/* set address for IP_Option 1 byte */
ipopt = (struct ipopt *)ip + 20;
/* If IP_Option number is 3,4,7,9,18 then */
if( ipopt—>opt_optnum == 3 ||
ipopt->opt_optnum == 4 ||
ipopt—>opt_optnum == 7 ||
ipopt->opt_optnum == 9 ||
ipopt->opt_optnum == 18 )

/* reserve IP_Option field (5) */
/Hkk Omission skx/
/* input 0 to IP_Option field */
/Hkk Omission skx/
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/* calculate length of input data */ udp->uh_sport = 0x0000;
length = (ip—>ip_hl << 2) + (tep—>th_off << 2); udp->uh_dport = 0x0000;
}
/% MD5 */
/* MD5_Init (Context) */ /* If IP_Option is contained then */
MD5_Init (&c) : if ((ip->ip_hl << 2) > 20)
/* MD5_Update (Context, Buffer, BufferSize) */ {
MD5_Update (&, ip, length); /% set address for IP_Option 1 byte %/
/* MD5_Final (Digest, Context) */ ipopt = (struct ipopt *)ip + 20;

MD5_Final (buf, &c):
/* If IP_Option number is 3,4,7,9,18 then */

/* combine */ if( ipopt—>opt_optnum == 3 ||
for (i=0; i<32; i++) ipopt->opt_optnum == 4 ||
buf[i + 16] = *(key_addr + i); ipopt->opt_optnum == 7 ||
ipopt—>opt_optnum == 9 ||
/* MD5 */ ipopt->opt_optnum == 18 )
/* MD5_Init (Context) */ {
MD5_Init (&c) ; /* reserve IP_Option field (5) */
/* MD5_Update (Context, Buffer, BufferSize) */ /% Omission #kx/
MD5_Update (&, buf, 48); /% input 0 to IP_Option field %/
/* MD5_Final (Digest, Context) */ /Hkx Omission skx/
MD5_Final (iv_addr, &c): }
}
/* return the reserved variable (1,2) */
/% |P header */ /* calculate length of input data */
ip—>ip_tos = ip_tos; length = (ip—>ip_hl << 2) + 8 - 2;
ip—>ip_off = ip_off;
ip—>ip_ttl = ip_ttl; /* MD5 */
ip->ip_sum = ip_sum; /* MD5_Init (Context) */
/% |f NA(P)T exist then */ MD5_Init (&c) ;
if(NAPT == 1) /* MD5_Update (Context, Buffer, BufferSize) */
MD5_Update (&, ip, length);
ip->ip_src.s_addr = ip_src: /* MD5_Final (Digest, Context) */
ip—>ip_dst. s_addr = ip_dst; MD5_Final (buf, &c):
/* TCP header */
top—>th_sport = th_sport; /* combine */
tep—>th_dport = th_dport; for (i=0; i<32; i++)
} buf[i + 16] = *(key_addr + i)
tep—>th_sum = th_sum;
/% MD5 */
/% |f IP_Option is contained then */ /% MD5_Init (Context) */
if((ip—>ip_hl << 2) > 20) MD5_Init (&) :
{ /* MD5_Update (Context, Buffer, BufferSize) */
/* set address for IP_Option 1 byte */ MD5_Update (&, buf, 48);
ipopt = (struct ipopt *)ip + 20; /* MD5_Final (Digest, Context) */
/% If IP_Option number is 3,4,7,9, 18 then */ MD5_Final (iv_addr, &c);

if( ipopt->opt_optnum == 3 |
ipopt—>opt_optnum == 4 || /* return the reserved variable (3,4) */
ipopt->opt_optnum == 7 || /% IP header */
ipopt->opt_optnum == 9 || ip—>ip_tos = ip_tos;

1

ipopt->opt_optnum == 18 ) ip—>ip_off = ip_off;
{ ip->ip_ttl = ip_ttl;
/* return the reserved variable (5) */ ip—>ip_sum = ip_sum;
/Hkx Omission skx/ /% |f NA(P)T exist then */
} if (NAPT == 1)
} {
} ip->ip_src. s_addr = ip_src;
/% |If next header is UDP then */ ip—>ip_dst. s_addr = ip_dst;
else if(ip->ip_p == 0x17) /* UDP header */
{ udp—>uh_sport = uh_sport;
/* input the Nextheader address */ udp->uh_dport = uh_dport;
udp = (struct udphdr * )nexthead; }
/* reserve IP header field which change during transmission (3,4) */ /* If IP_Option is contained then */
ip_tos = ip—>ip_tos; if((ip—>ip_hl << 2) > 20)
ip_off = ip->ip_off; {
ip_ttl = ip—>ip_ttl; /% set address for IP_Option 1 byte %/
ip_sum = ip—>ip_sum; ipopt = (struct ipopt *)ip + 20;
/* If NA(P)T exist then */ /* 1f IP_Option number is 3,4,7,9,18 then */
if (NAPT == 1) if( ipopt—>opt_optnum == 3 ||
{ ipopt->opt_optnum == 4 ||
ip_src = ip->ip_src. s_addr; ipopt—>opt_optnum == 7 ||
ip_dst = ip->ip_dst. s_addr; ipopt->opt_optnum == 9 ||
/% reserve UDP header field which change during transmission %/ ipopt—>opt_optnum == 18 )
uh_sport = udp->uh_sport; {
uh_dport = udp->uh_dport; /* return the reserved variable (5) */
} /Hkx Omission kx/
}
/* input to IP header field which change during transmission */ }
ip->ip_tos = 0x00; }
ip—>ip_off = 0x0000; /* Exception */
ip—>ip_ttl = 0x00; else printf (“Exceptional error. This packet is not TCP or UDP. ¥nError message
ip->ip_sum = 0x0000; from make_iv().¥n");
/% If NA(P)T exist then */
if (NAPT == 1) }

{
ip—>ip_src. s_addr = 0x00000000;
ip—>ip_dst. s_addr = 0x00000000; /
/% input to UDP header field which change during transmission */ void crypto(u_char *idat_addr, int length, u_char *key_addr, u_char *iv_addr,
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int EncDec)

function:

Encryption/Desryption module (AES_CFB)

parametor:

idat_addr  : input data address (l/0)

length : length of input data (1)

key_addr . key address (I)

iv_addr . Initialization Vector address (I/0)
EncDec : AES_ENCRYPT (1) :ecnryption

AES_DECRYPT (0) :decryption (1)
return:

void crypto (u_char *idat_addr, int length, u_char *key_addr, u_char *iv_addr,

int EncDec)
{

int num = 0;
/* key schedule */
AES_KEY ks;

/% set key x/

AES_set_encrypt_key (key_addr, GKEY_SIZE * 8, &ks):

/* encryption or decryption */

AES_cfb128_encrypt (idat_addr, idat_addr, (u_long) length, 8&ks, iv_addr,
&num, EncDec) ;

/
void make_simdat (u_char *iv_addr, u_char *encdat_addr, int length, u_char
*simdat_addr)

function:

make simulated data module

parametor:

iv_addr : Initialization Vector address ()
encdat_addr : encrypted data address (I)
length . length of encrypted data ()
simdat_addr : simulated data address (1/0)
return:

/

void make_simdat (u_char *iv_addr, u_char *encdat_addr, int length, u_char
*simdat_addr)

{

/* loop variable */

int i;

/* buffer x/

u_char buf1[32], buf2[16];

/% NMD5 context */

MD5_CTX c;

/% initialize %/

memset (buf1, 0, 32);

/% MD5 */

/* MD5_Init (Context) */

MD5_Init (&) ;

/* MD5_Update (Context, Buffer, BufferSize) */
MD5_Update (&c, encdat_addr, length);

/% MD5_Final (Digest, Context) */

MD5_Final (bufl, &c):

/* combine %/
for (i=0; i<16; i++)
buf1[i + 16] = *(iv_addr + i)

/% MD5 */

/* MD5_Init (Context) */

MD5_Init (&) ;

/* MD5_Update (Context, Buffer, BufferSize) */
MD5_Update (&c, bufl, 32):

/* MD5_Final (Digest, Context) */

MD5_Final (buf2, &c):

memcpy (simdat_addr, buf2, 8);
}

u_short checksum(u_short *idat_addr, int length);

function:

calculate checksum sub module
parametor:

idat_addr @ input data address (I)

length : length of input data (I)

return:
calculated value (u_short)

u_short checksum(u_short *idat_addr, int length)
{
long sum = 0;  /* checksum */
for (; length>1; length-=2)
{

sum += xidat_addr++;

if (sum & 0x80000000)

sum = (sum & Oxffff) + (sum >> 16):

}

if(length == 1)

{
u_short i = 0;
*(u_char*) (&) = *(u_char *)idat_addr;
sum += i

]

while(sum >> 16)
sum = (sum & Oxffff) + (sum >> 16);

return “sum;

}

/
void recalc_cksum(struct ip *ip, void *nexthead, u_char *simdat_addr,
mode)
function:
recalculate checksum module
parametor:
ip © struct of IP header address (I)
nexthead : struct of Next header (tcp/udp) address (1/0)
simdat_addr : simulated data address (I)
mode : (0) :nomal
(1) :contain simulated data (I)
return:

/

void recalc_cksum(struct ip *ip, void *nexthead, u_char *simdat_addr,

mode)

{

/* struct of TCP header address */

struct tcphdr *tcp;

/* struct of UDP header address */

struct udphdr *udp:

/* reservation variable for IP hader field */
u_char iph_buf[8]; /* top 8 byte buffer of IP headerx/
u_char ip_ttl; /* time to live */
u_short ip_sum; /* checksum */

/% input data address */

u_short *idat_addr;

/* input data length */

int length;

/* If IP_Option is contained then */
if ((ip=>ip_hl << 2) > 20)
{

/* reserve IP_Option field (1) */
/Hkx Omission xx/
/* input 0 to IP_Option field */
/Hkk Omission skx/

}

/% |f next header is TCP then %/
if(ip->ip_p == 0x06)
{
/* input the Nextheader address */
tep = (struct tophdr * )nexthead;

/* reserve IP header field which input simulated header (2) */
ip_ttl = ip—>ip_ttl;
ip_sum = ip—>ip_sum;

/* make simulated header */
ip—>ip_ttl = 0;
ip—>ip_sum = (ip—>ip_len >> 2) - ip—>ip_hl;

/% input 0 to TCP checksum field */
tep—>th_sum = 0x0000;

/% If mode is O then */
if (mode == 0)
{

int

int
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/* calculate address of input data %/
idat_addr = (u_short *)ip + 8;

/* calculate length of input data */
length = ip—>ip_len - 8;

/* calculate TCP checksum */
tep->th_sum = checksum(idat_addr, length);
}
else if(mode == 1)
{
/* reserve |P header field which input simulated data (3) */
memcpy (iph_buf, (u_char *)ip, 8);

/% input simulated data to IP header field */
memcpy ((u_char *) ip, simdat_addr, 8):

/* calculate address of input data %/
idat_addr = (u_short *)ip;

/* calculate length of input data x/
length = (ip—>ip_hl << 2) + (tep->th_off << 2);

/* calculate TCP checksum */
tep—>th_sum = checksum(idat_addr, length);
/% return the reserved variable (3) */
memepy ((u_char *) ip, iph_buf, 8);
}
/* Exception */
else printf (“Exceptional error. This mode value isn’t 0 or 1.¥nError

message from recalc_cksum().¥n”);

}

/* return the reserved variable (2) */
ip—>ip_ttl = ip_ttl;
ip—>ip_sum = ip_sum;

/% |If next header is UDP then */
else if(ip->ip_p == 0x17)

{

/* input the Nextheader address */
udp = (struct udphdr * )nexthead;

/* reserve IP header field which input simulated header (2) */
ip_ttl = ip—>ip_ttl;
ip_sum = ip—>ip_sum;

/* make simulated header */
ip—>ip_ttl = 0;
ip—>ip_sum = (ip—>ip_len >> 2) - ip—>ip_hl;

/% input 0 to UDP checksum field */
udp->uh_sum = 0x0000;

/% |f mode is 0 then */
if (mode == 0)
{

/* calculate address of input data */
idat_addr = (u_short *)ip + 8;

/* calculate length of input data */
length = ip—>ip_len - 8;

/* calculate UDP checksum */
udp->uh_sum = checksum(idat_addr, length);
}

else if(mode == 1)

/* reserve |P header field which input simulated data (3) */
memepy (iph_buf, (u_char *)ip, 8):

/* input simulated data to IP header field */
memcpy ((u_char *)ip, simdat_addr, 8);

/* calculate address of input data */
idat_addr = (u_short *)ip;

/* calculate length of input data */
length = (ip—>ip_hl << 2) + 8;

/* calculate UDP checksum */
udp->uh_sum = checksum(idat_addr, length);
/* return the reserved variable (3) */
memcpy ((u_char *)ip, iph_buf, 8);
}
/* Exception */
else printf (“Exceptional error. This mode value isn't 0 or 1.¥nError

message from recalc_cksum().¥n”);

/* return the reserved variable (2) */
ip—>ip_ttl = ip_ttl;
ip—>ip_sum = ip_sum;

}

/* If IP_Option is contained then */

if ((ip=>ip_hl << 2) > 20)

{
/* return the reserved variable (1) */
/Hkx Omission xx/

/
int verify_cksum(struct ip *ip, void *nexthead, u_char *simdat_addr,
mode)

function:
verify checksum module
parametor:
ip . struct of IP header address (I)
nexthead : struct of Next header (tcp/udp) address (I)
simdat_addr : simulated data address (I)
mode © (0) :nomal
(1) :contain simulated data (I)
return:
true(0) or false(1) (int)
/

int verify_cksum(struct ip *ip, void *nexthead, u_char *simdat_addr,
mode)

{

/% verification result %/

u_short result;

/* struct of TCP header address */

struct tephdr *tcp;

/* struct of UDP header address */

struct udphdr *udp;

/* reservation variable for IP hader field */

u_char iph_buf[8]; /* top 8 byte buffer of IP headerx/
u_char ip_ttl; /% time to live x/

u_short ip_sum; /* checksum */

/* input data address */

u_short *idat_addr;

/* input data length */

int length;

/* If IP_Option is contained then */
if ((ip=>ip_hl << 2) > 20)
{
/* reserve IP_Option field (1) */
/Hkx Omission kx/
/* input 0 to IP_Option field */
/Hkx Omission xx/

}

/* If next header is TCP then */
if(ip—>ip_p == 0x06)
{

/* input the Nextheader address */
tep = (struct tephdr * )nexthead:

/* reserve |P header field which input simulated header (2) */
ip_ttl = ip—>ip_ttl;
ip_sum = ip—>ip_sum;

/* make simulated header */
ip—>ip_ttl = 0;
ip—>ip_sum = (ip—>ip_len >> 2) - ip=>ip_hl;

/% If mode is O then */

if (mode == 0)

{
/* calculate address of input data */
idat_addr = (u_short *)ip + 8;

/* calculate length of input data */
length = ip—>ip_len - 8;

/* calculate TCP checksum */
result = checksum(idat_addr, length):
}

else if(mode == 1)

{
/* reserve |P header field which input simulated data (3) */

int

int
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memcpy (iph_buf, (u_char *)ip, 8);

/% input simulated data to IP header field %/
memepy ((u_char *) ip, simdat_addr, 8):

/* calculate address of input data %/
idat_addr = (u_short *)ip;

/* calculate length of input data */
length = (ip—>ip_hl << 2) + (tep->th_off << 2);

/* calculate TCP checksum */
result = checksum(idat_addr, length);

/* return the reserved variable (3) */
memepy ((u_char *) ip, iph_buf, 8);

/* Exception */
else printf (“Exceptional error. This mode value isn’t 0 or 1.¥nError
message from recalc_cksum().¥n”);

/% return the reserved variable (2) */
ip—>ip_ttl = ip_ttl;
ip—>ip_sum = ip_sum;

}

/% |If next header is UDP then */

else if(ip->ip_p == 0x17)

{
/* input the Nextheader address */
udp = (struct udphdr * )nexthead;

/* reserve IP header field which input simulated header (2) */
ip_ttl = ip—>ip_ttl;
ip_sum = ip->ip_sum;

/* make simulated header */
ip—>ip_ttl = 0;
ip—>ip_sum = (ip—>ip_len >> 2) - ip—>ip_hl;

/% |f mode is 0 then */
if (mode == 0)
{

/* calculate address of input data %/
idat_addr = (u_short *)ip + 8;

/* calculate length of input data */
length = ip—>ip_len - 8;

/* calculate UDP checksum */
result = checksum(idat_addr, length):
}
else if(mode == 1)
{
/% reserve IP header field which input simulated data (3) */
memcpy (iph_buf, (u_char *)ip, 8);

/% input simulated data to IP header field */
memepy ((u_char *)ip, simdat_addr, 8):

/* calculate address of input data %/
idat_addr = (u_short *)ip;

/* calculate length of input data */
length = (ip—>ip_hl << 2) + 8;

/* calculate UDP checksum */
result = checksum(idat_addr, length):

/* return the reserved variable (3) */
memepy ((u_char *) ip, iph_buf, 8);
}
/* Exception */
else printf(“Exceptional error. This mode value isn't O or 1.¥nError
message from recalc_cksum(). ¥n");

/* return the reserved variable (2) */
ip—>ip_ttl = ip_ttl;
ip—>ip_sum = ip_sum;

}

/* If IP_Option is contained then */
if ((ip->ip_hl << 2) > 20)
{

/* return the reserved variable (1) */
/Hkx Omission skx/

/% |f verification result is 0 then */

if(result == 0)
return 0;
else
return 1;
/
void cip_proc_t(struct ip *ip, void *nexthead, PID *PID_addr)
function:
cipher process test module
parametor:
ip © struct of IP header address (I)
nexthead © struct of Next header (tcp/udp) address (I)
PID_addr : struct of process infomation data (I)

return:

void cip_proc_t(struct ip *ip, void *nexthead, PID *PID_addr)

/% struct of TCP header address */
struct tcphdr *tcp:

/% struct of UDP header address */
struct udphdr *udp:

/* user data address */

u_char *udat_addr;

/% user data length %/

int length;

/* gkey address*/

u_char *key_addr;

/* Initialization Vector */

u_char iv[IV_SIZE]:

/* reservation variable for IV %/
u_char res_iv[IV_SIZE]:

/* simulated data */

u_char simdat[8]:

/% verification result */

int result;

/
tep = (struct tephdr * )nexthead;

printf (“tep_sum :%x¥n”, tcp->th_sum);
recalc_cksum(ip, nexthead, simdat, 0):

printf (“tcp_sum :%x¥n”, tcp->th_sum);

/ /

JHkkrek get group key (test) swiokokor/
if(PID_addr->g_no == 1) key_addr = gkeyl;
else if(PID_addr->g no == 2) key_addr = gkey2;

/* make IV */
make_iv (ip, nexthead, key_addr, iv);

/* |If process infomation contents ¢ is Enc then x/
if (PID_addr->proc_c == 1)
{

/% verify checksum (0) */

result = verify_cksum(ip, nexthead, simdat, 0);

/% If verification result is true then %/
if(result == 0)
{
/% |f next header is TCP then */
if(ip—>ip_p == 0x06)
{
/* input the Nextheader address */
tep = (struct tephdr * )nexthead;

/* calculate address of user data */
udat_addr = (u_char *) ip + (ip—>ip_hl << 2) + (tep—>th_off
2);

/* calculate length of user data */
length = ip—>ip_len - (ip—>ip_hl << 2) - (tecp—>th_off << 2):
}
/* |If next header is UDP then */
else if(ip->ip_p == 0x17)
{
/% input the Nextheader address */
udp = (struct udphdr * )nexthead;

/* calculate address of user data */

udat_addr = (u_char *)ip + (ip—>ip_hl << 2) + 8;
/* calculate length of user data %/

length = udp->uh_ulen - 8
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message from cip_proc_t().¥n"):

/* If next header is TCP or UDP then */ }

if (ip->ip_p == 0x06 || ip->ip_p == 0x17) }

{
/* copy the IV %/ .
memepy (res_iv, iv, IV_SIZE): ClpherProcess.h
/* encrypto */ ) /* CipherProcess. h */
crypto(udat_addr, length, key_addr, res_iv, 1); /%

) * Copyright (C) 2003-2004

/* make simulated data */ * Shinya Masuda

make_simdat (iv, udat_addr, length, simdat): * Watanabe Laboratory

* Meijo University in Japan.
/* recalculate checksum (1) */ * All rights reserved.
recalc_cksum(ip, nexthead, simdat, 1); «

} * This program is written by Shinya Masuda (a300125@ccmai |g. mei jo-u. ac. jp).

/* Exception */ ) ) This program is free to use.
else printf (“Exceptional error. This packet is not TCP or

UDP. ¥nError message from cip_proc_t().¥n"):
}
/* If verification result is false then */
else if(result == 1)

{

*

This program includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/).

This program includes cryptographic software written by Eric Young
(eay@cryptsoft. com).

/* distruct the packet */

- ——- Explanation of this program ——-
/Hkx Omssion sokx/

Range of message authentication is part of encryption and field to

. use for a making of IV (Initialization Vector).
/% print to the message */

printf (“This packet has the possibility that it breaks. This packet
was distructed. ¥n”);

}

Part of encryption and field to use for a making of IV is different
by the existance of the NA(P)T in a network environmento to presume.

}

/* |If process infomation contents ¢ is Dec then */
else if(PID_addr->proc_c == 2)

{

This program is able to setup of the existance of the NA(P)T by the
value of “#define NAPT”.

NAPP)T exist:
Range of encryption: TCP payload
Field to use for a making of IV:
IP header: Version, I|HL, Total Length, ID, Protocol, (Option)
TCP header: Sequence Number, Acknowledgement Number,
Data Offset, Reserved, Control Flag, Window,
Urgent Pointer, (Option)
NAP)T is Nothing:
Range of encryption: TCP payload
Field to use for a making of IV:
IP header: Version, IHL, Total Length, ID, Protocol,
Source Address, Destination Address, (Option)
TCP header : Source Port,Destination Port, Sequence Number,
Ackowledgement Number,Data Offset, Reserved,
Control Flag, Window, Urgent Pointer, (Option)

/* If next header is TCP then */
if(ip—>ip_p == 0x06)
{

/* input the Nextheader address */
tep = (struct tephdr * )nexthead:

/* calculate address of user data */
udat_addr = (u_char *)ip + (ip—>ip_hl << 2) + (tep->th_off << 2);

/* calculate length of user data */
length = ip—>ip_len - (ip—>ip_hl << 2) - (tep—>th_off << 2);
}
/% If next header is UDP then */
else if(ip—>ip_p == 0x17)
{
/* input the Nextheader address */

This program take no thought to mbuf and flagment.
udp = (struct udphdr * )nexthead;

FOK K K K K X K K K K K K K K K K K K K K K K X X X K K K K K K X ¥

*/
/* calculate address of user data */
udat_addr = (u_char *)ip + (ip->ip_hl << 2) + 8;
/% calculate length of user data */ #include <sys/param.h>
length = udp—>uh_ulen - 8; #include <sys/types.h>
} #include <sys/socket. h>

#include <netinet/in_systm. h>

/% 1T next header is TCP or UDP then */ #include <netinet/in.h>

if (ip->ip_p == 0x06 || ip->ip_p == 0x17) #include <netinet/ip.h>
{ } #include <netinet/tcp. h>
/* make simulated data */ ) #include <netinet/udp. h>
make_simdat (iv, udat_addr, length, simdat): #include “param. h”
/* verify checksum (1) */ . ] #idefine IV_SIZE 16 /% IV size (byte) */
result = verify_cksum(ip, nexthead, simdat, 1); tdefine GKEY_SIZE 32 /% groupe key size (byte) */
/* If verification result is true then */ #define NAPT 0 /% NA(P)T 1:exist O:nothing */
if(result == 0)
{ /

/* decrypto */

) void make_iv(struct ip *ip, void *nexthead, u_char *iv_addr)
crypto(udat_addr, length, key_addr, iv, 0);

function:

/* recalculate checksum (0) */ make 1V module

recalc_cksum(ip, nexthead, simdat, 0); parametor :
J e . ip : struct of IP header address (l)
/* |1’_V<5I’I1’I03t|0n result is false then */ nexthead : struct of Next header (tcp/udp) address (I)
else if(result == 1) key_addr  : key address (I)
{ . iv_addr : Initialization Vector address (1/0)

/* distruct the packet */ return:

/Hxx Omssion wkk/ —

/

/* print to the message */

) P - . . void make_iv(
printf (“This packet has the possibility that it breaks or it was

) ) ° struct ip *ip,
altered. This packet was distructed. ¥n”); void *nexthead
} u_char *key_addr,
} ) u_char *iv_addr
/* Exception */ y:

else printf (“Exceptional error. This packet is not TCP or UDP. ¥nError
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/

void crypto(u_char *idat_addr, int length, u_char *key_addr, u_char
*iv_addr, int EncDec)

function:

Encryption/Desryption module (AES_CFB)

parametor:

idat_addr  : input data address (1/0)

length : length of input data (I)

key_addr . key address (I)

iv_addr : Initialization Vector address (1/0)

EncDec © AES_ENCRYPT (1) :ecnryption
AES_DECRYPT (0) :decryption (I)

return:

void crypto(

u_char *idat_addr,
int length,
u_char *key_addr,
u_char *iv_addr,

int EncDec

)
/

void make_simdat (u_char *iv_addr, u_char *encdat_addr, int length,
u_char *simdat_addr)

function:

make simulated data module

parametor:

iv_addr : Initialization Vector address ()

encdat_addr : encrypted data address (I)

length : length of encrypted data ()

simdat_addr : simulated data address (l/0)

return:

/

void make_simdat (

u_char *iv_addr,
u_char *encdat_addr,
int length,

u_char *simdat_addr

)i

int

void recalc_cksum(struct ip *ip, void *nexthead, u_char *simdat_addr,
mode)

function:
recalculate checksum module
parametor :
ip  struct of IP header address (l)
nexthead : struct of Next header (tcp/udp) address (1/0)
simdat_addr : simulated data address (I)
mode : (0) :nomal
(1) :contain simulated data ()
return:

void recalc_cksum(

struct ip *ip,
void *nexthead,
u_char *simdat_addr,

int mode
)i
/
int verify_cksum(struct ip *ip, void *nexthead, u_char *simdat_addr, int
mode)
function:
verify checksum module
parametor:
ip . struct of IP header address ()
nexthead : struct of Next header (tcp/udp) address (1)
simdat_addr : simulated data address (I)
mode © (0) :nomal
(1) :contain simulated data ()
return:
true(0) or false(1) (int)
/
int verify_cksum(

struct ip *ip,

void *nexthead,
u_char *simdat_addr,
int mode

void cip_proc_t(struct ip *ip, void *nexthead, PID *PID_addr)

function:

cipher process test module

parametor:

ip © struct of IP header address (I)

nexthead : struct of Next header (tcp/udp) address (I)
PID_addr : struct of process infomation data (1)
return:

void cip_proc_t(
struct ip *ip,
void *nexthead,
PID #PI1D_addr

/* struct of IP_Option 1 byte */
struct ipopt

{
#if BYTE_ORDER == LITTLE_ENDIAN
unsigned int  opt_optnum:5, /¥ option number */
opt_cls:2, /* class */
opt_c:1; /* copy */
#endif
#if BYTE_ORDER == BIG_ENDIAN
unsigned int  opt_c:l, /* copy */
opt_cls:2, /* class */
opt_optnum:5;  /* option number */
#endif
b
param.h

/* param. h %/

/% struct of process infomation data */
typedef struct proc_info_data

u_long saddr; /* source address */
u_long daddr; /* dest address */
#if BYTE_ORDER == LITTLE_ENDIAN
u_char proc_b:4,  /* process infomation contents */
proc_a:4;  /* process infomation contents %/
#endif
#if BYTE_ORDER == BIG_ENDIAN
u_char proc_a:4, / process infomation contents */
proc_b:4;  /* process infomation contents */
#endif
u_char proc_c; /* process infomation contents */
u_short g_no; /% group number */
u_short key_ver; /* group key version */
u_char timer; /* timer value */
} PID;

Vi3
proc_c

5. (unused)
4: CREATE
3. FWD
2: DEC

1: ENC
g_no

10 gkeyl
2: gkey2
*/

driver.c

/* driver.c */

Vi3

* Copyright (C) 2003-2004

* Shinya Masuda

* Watanabe Laboratory,

* Meijo University in Japan.

* All rights reserved.

*

* This program is written by Shinya Masuda
(a300]125@ccmai lg. mei jo-u. ac. jp).
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This program is free to use.

-——— Explanation of this program ——-

This program is test driver for “cip_proc_t()”.

This program print to the state of a packet and processing speed,
when the subroutine “cip_proc_t()” was made to run to process the
encryption and the message authentication of a packet.

This program make a packet, and it process the packet.

But, the packet does not send. And, this program omits the UDP packet.
This program take no thought to mbuf.

* Furhtermore, this program in order to simplify processing, the

* |P/TCP/UDP header is created uniquely.

*

*/

* oK K K K X X X X X X

#include <stdio.h>

#include <time. h>

#include <sys/socket.h> /* to call ntohs(), inet_ntoa */
#include “CipherProcess. h”

#define PRINT_PACKET 1 /x print to the packet 1:yes 0:no */

#define ALTER 0 /* alteration test 1:yes 0:no */
#define TIME O /* print to the processing time 1:yes 0:no */

/

char *tos_str (int num)

function:

convert int into char for [P TOS
parametor:

num : 1P tos ()
return:

char *

char *tos_str (int num)

{
/* converted string */
static char str[9];
/% loop variable */
int i;

str[8] = "¥0';
/* binary number of 8 figures */
for(i =05 i <8 i+t {

if(i 1=0 & num == 0)

str(7 - i1 ="0";
if(num % 2 == 0)
str[7 - i1 ="0";
else
str[7-i1="1";
num /= 2;
}
return str;

/

char *flags_str (int num)

function:

convert int into char for IP flags
parametor:

num : IP flags (1)
return:

char *

char *flags_str (int num)

{
/% converted string */
static char str[4];
/* loop variable */
int i;

str[3] = "¥0';
/* binary number of 3 figures */
for(i =0; i <3; i+H){

if(i 1= 0 & num == 0)

str(2 - i1 ="0";
if(num % 2 == 0)

str[2 - i1 ="0";
else

str[2 - i1 ="1";

num /= 2;

return str;

/
void print_ip(struct ip *ip)

function:

print to the IP header
parametor :

ip : struct of IP header address (I)
return:

void print_ip(struct ip *ip)
{
printf(” IP header¥n”):

printf (“ ¥n
)
printf(”| Ver: %u| IHL:%2u| TOS: %8s| Total Length: %10u|¥n”,
ip->ip_v, ip—>ip_hl, tos_str(ip—>ip_tos), ip->ip_len);

printf (" ¥n”
)

printf (“| Identication: %5u|Flg:%3s| FO: %5ul¥n”,
ntohs (ip->ip_id), flags_str (ntohs(ip->ip_off)),
ntohs (ip->ip_off) & IP_OFFMASK) ;

printf (” ¥n”
)i
printf (”| TTL:
Checksum: %5u|¥n”,
ip—>ip_ttl, ip->ip_p, ntohs(ip—>ip_sum)):

%3u| Protocol: %3u| Header

printf (“ ¥n
)

printf (”| Source Address: %15s|¥n”,

inet_ntoa (* (struct in_addr *)&(ip->ip_src)));

printf (” ¥n"
)i

printf(”| Destination Address: %15s|¥n”,

inet_ntoa (* (struct in_addr *)&(ip->ip_dst)));

printf (” ¥n"
)i

}

/

char *cf_str (int num)

function:

convert int into char for IP CF
parametor:

num : IP CF (I)
return:

char *

char *cf_str (int num)

{
/* converted string */
static char str[7];
/* loop variable */
int i;

str(6] = "¥0';
/% binary number of 6 figures */
for(i =0; i < 6; i+ {

if(i 1= 0 & num == 0)

str[5 - i1 ="0";
if(num % 2 == 0)
str[5 - i1 ="0";
else
str(b - il ="1;
num /= 2;
}
return str;
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/
void print_tcp (struct tcphdr *tcp)
function:
print to the TCP header
parametor :
toep © struct of TCP header address (I)
return:
/
void print_tep(struct tcphdr *tcp)
{
printf (" TCP header¥n”);
printf (" ¥n”
)
printf (“| Source Port: %5u| Destination Port: %5u¥n”,
ntohs (tcp->th_sport), ntohs (tcp->th_dport));
printf (" ¥n”
)
printf(”| Sequence Number : %101ul¥n”,
(u_long) ntohl (tecp->th_seq))
printf (” ¥n"
)i
printf (”| Acknowledgement Number : %101ul¥n”,
(u_long) ntoh! (tecp—>th_ack)) ;
printf (” ¥n"
)i
printf(”| DO: %2u| Reserved | CF: %6s| Window: %5u¥n”,
top->th_off, of_str (tecp->th_flags), ntohs(tcp->th_win));
printf (” ¥n"
)i
printf (“| Checksum: %5u| Urgent Pointer: %5ul¥n”,
ntohs (tcp->th_sum), ntohs (tcp->th_urp));
printf (” ¥n"
)i
}
/
void print_tcppay (u_char *tcppay_addr, int length)
function:
print to the TCP payload
parametor :
tcppay_addr : TCP payload address (I)
length : TGP payload length (1)

return

void print_tcppay (u_char *tcppay_addr, int length)
{

/% loop variable */

int i;

/% quotient */

int quot;

/* calculate quotient of “length / 19”7 %/
quot = (int) (length / 19);

printf( “TCP payload¥n” )

printf (" ¥n
)
for ( i=0; i<length; i++){
if (((%19=0) & (i '=0)
printf ("
¥n ¥nl|");

printf( ” %02x”, *(tcppay_addr + i));

}
for ( i=0; i<(19%(quot+1)-length): i++ ) printf(" 7);
printf ("

[¥n ¥n");

int main(int argc, char xargv[])
function:
Test Driver

return:
0

int main(int arge, char *argv[])
{
/* loop variable */
long i:
/% start time, end time */
clock_t start, end;
/* packet buffer x/
u_char buff[2048];
/* struct of IP header address */
struct ip *ip;
/* struct of TCP header adress */
struct tcphdr *tcp;
/* TCP payload address */
u_char *tcppay;
/% struct of process infomation data */
PID PID_el, PID_e2, PID_d1, PID_d2:
/* payload length */
int length;
/% select key number */
int keyn;

/* set address for IP header */

ip = (struct ip *)buff;

/* set address for TCP header */
top = (struct tephdr *) (buff + 20);
/* set address for TCP payload */
teppay = (buff + 40);

/* input value of packet*/
/% |P header */
ip—>ip_v = 0x4;
ip—>ip_hl = 0x5;
ip->ip_tos = 0x00; /* type of service %/

ip->ip_len = 0x0190; /* total length x/

/* 64:0x0040, 128:0x0080, 256:0x0100, 512:0x0200, 1024:0x0400 */
/* 200:0x00c8, 400:0x0190, 600:0x0258, 800:0x0320, 1000:0x03e8 */
ip—>ip_id = 0x2684. /* identification */

ip->ip_off = 0x0000; /* fragment offset field */
ip—>ip_ttl = 0x80; /% time to live x/

ip—>ip_p = 0x06; /* protocol */

ip—>ip_sum = 0x6078; /* checksum */

ip—>ip_src. s_addr = 0x0e01a8c0; /* source address */
ip—>ip_dst. s_addr = 0xf6208dcb; /* destination address */
/% TCP headerx/

/* header length */
/% version x/

tep—>th_sport = 0xd212; /* source port */
tep—>th_dport = 0x5000; /* destination port */
tep->th_seq = Oxcaf7b6af; /* sequence number */
top->th_ack = 0x86fa5007; /* acknowledgement number */
tep—>th_off = 0x5; /* data offset *x/
tep—>th_x2 = 0x0; /* (unused) */
top—>th_flags = 0x02; /* flag */

tep—>th_win = Oxffff; /* window */

tep—>th_sum = 0xf025; /* checksum */

tep—>th_urp = 0x0000; /* urgent pointer */

/* TCP payload */

/% calculate length of TCP payload */

length = ip—>ip_len - (ip—>ip_hl << 2) - (tep—>th_off << 2);
for (i=0; i<length; i++) *(tcppay + i) = 0x77;

/* input value of PID */

PID_el.proc_c = 1; /* Enc */
PID_el.gno = 1;  /* gkeyl %/
PID_e2.proc_c = 1; /* Enc */
PID_e2.g_no = /* gkey2 */
PID_d1.proc_c = 2; /* Dec */
PID_d1.g_no = 1; /* gkeyl %/
PID_d2.proc_c = 2; /* Dec */
PID_d2.g_no = 2; /% gkey2 */

printf ("¥nNAPT=%d (0:nothing, 1:exist)¥n”, NAPT):
printf (“Packet length:%d¥n”, ip->ip_len):

#i

g

PRINT_PACKET
printf(

plain packet

¥n" ),
/% print to the IP header */
print_ip(ip);
/% print to the TCP header */
print_tcp (tcp) ;
/% print to the TCP payload */
print_tcppay (tcppay, length):
#endif

/* select key number */
printf ("Please select key number (1:keyl 2:key2) :”);
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scanf (“%d”, &keyn);

switch (keyn)
{
case 1:
#if TIME

printf (“processing now ...¥n"):
/% start timer */
start = clock() ;
for (i=0; i<10000000; i++)
{

#endif
/* call cip_proc_t() - enc gkeyl - */
cip_proc_t(ip, tcp, &PID_el);
#if TIME
}
/% end timer %/
end = clock();
#endif
break;
case 2:
#if TIME
printf (“processing now ...¥n");
/* start timer */
start = clock () ;
for (i=0; i<10000000; i++)
{
#endif
/* call cip_proc_t() - enc gkey2 — %/
cip_proc_t(ip, tecp, &PID_e2);
#if TIME
1
/* end timer */
end = clock();
#endif
break;
default:
break;

}

#if PRINT_PACKET

printf( ” encrypted packet
¥n" ),

/* print to the IP header */

print_ip(ip):

/% print to the TCP header */
print_tep (tep)

/% print to the TCP payload */
print_tcppay (tcppay, length):

#endif
#if TIME
/% print to the processing time */
printf (“processing time : %f ms¥n”, (double) (end - start) /
CLOCKS_PER_SEG * 1000 / 10000000) ;
#endif

#if ALTER
/* alteration test %/
int yn;
int select;
printf ("Alter? (yes:1,no:2) :”);
scanf ("%d”, &yn):
printf ("¥n”);

if(yn==1)
{
printf(“ 1:1P Identifier (authen) 1 33830 —> 29734¥n") ;
printf(” 2:1P Source IP Address (NAPT=0 authen) $192.168.1.14
-> 192.168.1.10¥n") ;
printf(” 3:TCP DataOffset  (authen) © 5> 6¥n");

printf(” 4:TCP Source Port  (NAPT=0 authen)
printf (“authen : authentication range¥n”);
printf ("Please select a number :”);

scanf ("%d”, &select);

printf (“¥nThis packet was altered!¥n”);
switch (select)

{

1 4818 -> 5074¥n") ;

case 1:
ip—>ip_id = 0x2674;
break;

case 2:
ip—>ip_src. s_addr = 0x0a01a8c0;
break;

case 3:
tep—>th_off = 0x6;
break;

case 4:
tep—>th_sport = 0xd213 ;

/* 0x2684 */

/* 0x0e01a8c0 */

/% 0x5 */

/% 0xd212 */

break;
default:
break;

}
#endif
/* select key number */
printf ("Please select key number (1:keyl 2:key2) :”);
scanf ("%d”, &keyn);

switch (keyn)
{

case 1:
#if TIME
printf (“processing now ...¥n"):
/% start timer */
start = clock () ;
for (i=0; i<10000000; i++)
{

#endif
/* call cip_proc_t() - dec gkeyl — */
cip_proc_t(ip, tcp, &PID_d1);
#if TIME
}
/% end timer */
end = clock ()
#endif
break;
case 2:
#if TIME
printf (“processing now ...¥n"):
/% start timer */
start = clock () ;
for (i=0; i<10000000; i++)
{
#endif
/* call cip_proc_t() - dec gkey2 - */
cip_proc_t(ip, tecp, &PID_d2);
#if TIME
}
/% end timer %/
end = clock();
#endif
break;
default:
break;

}

#if PRINT_PACKET

printf( ” decrypted packet
¥n"” ),

/% print to the IP header */

print_ip(ip):

/% print to the TCP header */
print_tcp (tep) ;
/* print to the TCP payload */
print_tcppay (tcppay, length):
#endif
#if TIME
/% print to the processing time */
printf (“processing time : %f ms¥n”, (double) (end - start) /
CLOCKS_PER_SEG * 1000 / 10000000) ;
#endif

return 0;
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I OpenSSLIES5T4751Y DES-AEST A NFul/J A

DES * AES D7 A N a2/ 5 A—&

des_ecb.c
des_cbc.c
des_cfb.c

aes_ecb.c
aes_cbc.c
aes_cfb.c

OpenSSL  (Release version : openssl-0.9.7a L &) B 57 14 75
U%xA LA BN—)LiEHD Linux, FreeBSD TENMEMERR 4.
BREE &% 2 i Windows T & AlRE.

gee I8, T DA, A A JLIFIZ OpenSSL 74 77 U
DIETE DI WLEE.

ay
$gcc des_ecb.c /usr/local/ssl/lib/liberypto.a
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printf "k Enc! skx¥n”)
des_ecb.c DES_cbc_encrypt (in, out, LENGTH, &s, &ivec, DES_ENCRYPT) ;
#include <stdio.h> printf (“Plain text: ”);
#include <string.h> for (i =0, i < LENGTH; i++)
#include <openssl|/des. h> printf (“ %02x”, in[il):
putchar ('¥n')
#tdefine LENGTH 5 printf (“Encrypted:”)
for (i = 0; i < LENGTH: i++)
static unsigned char printf (" %02x”, out[il]);
key_data1[8]={0x01, 0x23, 0x45, 0x67, 0x89, 0xAB, OxCD, OXEF} ; putchar (' ¥n') ;
static unsigned char ) 5 o
key_data2[8]={0x11, 0x33, 0xD5, 0x55, 0xA9, OxAa, 0xDD, OxFF} ; printf (“IV before :”);
for (i =0; i <8, i++)
int main(int arge, char *argv[]) Dl‘lnjtf(’ %02x”, ivec[il);
{ putchar (' ¥n');
int i; ) )
DES_cblock in, out, outin; memcpy (ivec, iv_datal, 8);

DES_key_schedule ks; . ” "
printf (“IV after:”);

DES_set_key_unchecked (8key_datat, &ks) ; for (i = 0:,,i < 8 !H) )
memset (in, 0x77, LENGTH) ; Dl’lﬂjﬁf(’ %02x”, ivec[il);
memset (out, 0, LENGTH) ; putchar (' ¥n');
memset (outin, 0, LENGTH) ;
DES_ecb_encrypt (&in, &out, &s, DES_ENCRYPT) ; DES_set_key_unchecked (&key_datal, &ks) :
DES_set_key_unchecked (8key_datal, &ks) ; printf (“skk Dec! *xx¥n ) .
DES_ecb_encrypt (&out, &outin, &s, DES_DECRYPT) ; DES_cbc_encrypt (out, outin, LENGTH, &ks, &ivec, DES_DECRYPT) ;
printf (“Plain text: ”); printf (“Plain text: ”);
for (i =0; i <LENGTH; i++) for (i =0; i <LENGTH: i++)
printf (" %02x”, in[il): printf (" %02x”, in[il);:
putchar (' ¥n') putchar ("¥n')
printf (“"Encrypted:”) ;
printf ("Encrypted:”); for (i =0; i <LENGTH: i++)
for (i =0; i < LENGTH; i++) printf (” %02x”, out[il);
printf (" %02x”, out[il); puﬁchar (¥n');
putchar (' ¥n') ; printf (“Decrypted:”) |
for (i = 0; i < LENGTH; i++)
printf (“Decrypted:”); printf (" %02x”, outin[il);
for (i = 0: i < LENGTH: i+ putchar (' ¥n')
printf(” %02¢", outin[il); printf "IV
putchar (' ¥n'); for (i =0; i <8 i++)
return 0; printf ("%02x”, ivec[il);
} putchar ("¥n') ;
return 0;
des_cbc.c }
#?nclude <std?o. h> des cfb.c
#include <string.h> —

#include <openssl|/des. h>
#include <stdio.h>

#define LENGTH 5 #include <string.h>
#include <openssl/des. h>

unsigned char key_datal[8]={0x01, 0x23, 0x45, 0x67, 0x89, 0xAB, 0xCD, OxEF} ;

unsigned char key_data2[8]={0x11,0x33, 0x55, 0x77, 0x99, OxAA, 0XCC, OXEE} ; #define LENGTH 17
unsigned char iv_datal[8]={0x34, 0x11, OxA1, 0xE9, 0x01, 0x58, 0xB1, 0x35} ; .
unsigned char iv_data2[8]={0xd4, 0x31, 0xA5, OxE3, Ox71, 0x78, 0xB2, 0x45) ; unsigned char key_datal[8]={0x01, 0x23, 0x45, 0x67, 0x89, OxAB, 0xCD, OXEF}
unsigned char key_data2[8]={0x11, 0x33, 0x55, 0x77, 0x99, OxAA, 0xCC, OXEE} ;
int main(int arge, char *argv[]) unsigned char iv_datal[8]={0x34, 0x11, OxA1, OxE9, 0x01, 0x58, 0xB1, 0x35} ;
{ unsigned char iv_data2[8]={0xd4, 0x31, 0xA5, 0xE3, 0x71, 0x78, 0xB2, 0x45} ;
int i;
int main(int arge, char *argv[])
unsigned char in[LENGTH]; { o
unsigned char out[LENGTH]: int i

unsigned char outin[LENGTH]; . .
unsigned char in[LENGTH];

memset (in, 0x77, LENGTH) ; unsigned char out[LENGTH];
memset (out, 0, LENGTH) ; unsigned char outin[LENGTH];

memset (outin, 0, LENGTH) ;
int numbits = 8;

DES_cblock ivec;

DES_key_schedule ks; memset (in, 0x77, LENGTH) ;
o memset (out, 0, LENGTH) ;
printf ("Plain text: ”); memset (outin, 0, LENGTH) :

for (i =0; i < LENGTH; i++)
printf (" %02x”, inlil); )

putchar ( ¥n') ; DES_cblock ivec;

DES_key_schedule ks;

memcpy (ivec, iv_datal, 8); ) P P
printf (“Plain text: )

printf (“IV:"); for (i =0; i < LENGTH; i++)
for (i =0; i <8 i+ printf (" %02x”, inl[il);
printf ("%02x”, ivec[il); putchar (' ¥n') ;

putchar ("¥n'); . )
memcpy (ivec, iv_datal, 8);

DES_set_key_unchecked (8key_datat, &ks) ;

printf("IV:");
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for (i =0; i <8; i++)
printf ("%02x”, ivec[il);
putchar ("¥n');

DES_set_key_unchecked (8key_datat, &ks) ;
printf (“kek Enc! swk¥n”) ;
DES_cfb_encrypt (in, out, numbits, LENGTH, &ks, &ivec, DES_ENCRYPT) ;

printf (“Plain text: ”);

for (i = 0; i < LENGTH; i++)
printf (" %02x”, inlil);

putchar (' ¥n') ;

printf (“Encrypted:”) ;

for (i = 0; i < LENGTH: i++)
printf (" %02x”, out[il);

putchar ("¥n') ;

printf (“1V before :”);

for (i =0; i <8 i++)
printf ("%02x”, ivec[i]);

putchar ("¥n') ;

memcpy (ivec, iv_datal, 8);

printf ("IV after:”):

for (i =05 i <8 i++)
printf ("%02x”, ivec[i]);

putchar ("¥n') ;

DES_set_key_unchecked (8key_datal, &ks) ;
printf (“skx Dec! *xx¥n”);
DES_cfb_encrypt (out, outin, numbits, LENGTH, &ks, &ivec, DES_DECRYPT) ;

printf ("Plain text: )

for (i =0; i < LENGTH; i++)
printf(” %02x”, in[il):

putchar (' ¥n')

printf (“"Encrypted:”);

for (i =0; i <LENGTH:; i++)
printf (" %02x”, out[il);

putchar ("¥n') ;

printf (“Decrypted:”) ;

for (i = 0; i < LENGTH; i++)
printf (" %02x”, outin[il);

putchar (' ¥n') ;

printf("IV:");

for (i =0; i <8 i+
printf ("%02x”, ivec[il);

putchar ("¥n') ;

return 0;

aes_ecb.c

#include <stdio.h>
#include <string.h>
#include <openssl/aes. h>
#define LENGTH 5

const unsigned char

key_data1[16]={0x01, 0x23, 0x45, 0x67, 0x89, 0xAB, 0xCD, OXEF,
0x01, 0x23, 0x45, 0x67, 0x89, OxAB, 0xCD, OXEF} ;

const unsigned char

key_data2[16]={0x11, 0x33, 0xA5, 0x77, 0x99, 0xCB, 0x1D, OXFF,
0x11, 0x2D, 0x35, 0x65, 0x99, 0x1B, 0x2D, 0x3F} ;

int main(int arge, char *argv[])
{
int i;
unsigned char in[LENGTH];
unsigned char out[LENGTH];
unsigned char outin[LENGTH];
AES_KEY ks:

memset (in, 0x77, LENGTH) ;
memset (out, 0, LENGTH) ;
memset (outin, 0, LENGTH) ;

printf ("Plain text: )
for (i =0; i <LENGTH: i++)

printf(” %02x”, in[il):
putchar (' ¥n')

AES_set_encrypt_key (key_datal, 128, &ks) ;
printf "k Enc! skx¥n”)
AES_ecb_encrypt (in, out, &s, AES_ENCRYPT) ;

printf ("Plain text: ”);

for (i =0; i <LENGTH: i++)
printf(” %02x”, in[il):

putchar (" ¥n') ;

printf (“"Encrypted:”);

for (i =0; i <LENGTH:; i++)
printf (” %02x”, out[il);

putchar ("¥n') ;

AES_set_decrypt_key (key_datal, 128, &ks) ;
printf "k Dec! wx¥n”)
AES_ech_encrypt (out, outin, &s, AES_DECRYPT) ;

printf (“Plain text: “);

for (i = 0; i < LENGTH; i++)
printf (" %02x”, inlil);

putchar ("¥n') ;

printf (“Encrypted:”) ;

for (i = 0; i < LENGTH; i++)
printf (" %02x”, out[i]);

putchar (" ¥n') ;

printf (“Decrypted:”) ;

for (i =0; i <LENGTH: i++)
printf (“ %02x”, outinlil);

putchar (' ¥n')

return 0;

aes_cbc.c

#include <stdio.h>
#include <string.h>
#include <time.h>
#include <openssl/aes. h>

#define LENGTH 64

static unsigned char

key_datal[16]={0x01, 0x23, 0x45, 0x67, 0x89, 0xAB, OxCD, OxEF,
0x11, 0x33, 0x35, 0x77, 099, OxA1, 0xCC, OXFF} ;

static unsigned char

key_data2[16]={0x11, 0x24, 0x55, 0x37, 0x39, OxAA, 0xDD, OXEE,
0x10, 0x30, 0x31, 0x72, 0x96, 0xA2, 0xCF, OxFD} ;

static unsigned char

iv_data[16]={0x21, 0x25, 0xD5, OxA7, 0x88, 0xAB, 0xCD, OXEF,

0x11, 0x33, 0x35, 0x77, 0x99, 0xD1, OxFC, OxF1} ;

int main(int arge, char *argv[])
{
int i;
unsigned char in[LENGTH];
unsigned char out[LENGTH];
unsigned char outin[LENGTH];
unsigned char ivec[16];
AES_KEY ks
clock_t start, end:

memset (in, 0x77, LENGTH) ;
memset (out, 0, LENGTH) ;
memset (outin, 0, LENGTH) ;

printf ("Plain text: ”);
for (i = 0; i < LENGTH; i++)

printf (" %02x”, in[il);:
putchar ("¥n') ;

memcpy (ivec, iv_data, 16) ;

printf("IV:");
for (i=0;i<16;i++) printf("%02x”, ivec[il);
printf ("¥n”);

AES_set_encrypt_key (key_datal, 128, &ks) ;
printf (“kxk Encl swk¥n”)

AES_cbc_encrypt (in, out, (unsigned long) LENGTH, &ks, ivec, AES_ENCRYPT) ;

printf ("Plain text: )

for (i =0; i < LENGTH; i++)
printf(” %02x”, in[il):

putchar (' ¥n')

printf (“"Encrypted:”);

for (i =0; i <LENGTH:; i++)
printf (" %02x”, outlil);

putchar ("¥n') ;



FEPE 2 AL L 72 S alfE ) Mo fE R

printf (“IV before:”);
for (i=0;i<16; i++) printf("%02x”, ivec[il);
printf ("¥n”);

memcpy (ivec, iv_data, 16) ;

printf (“IV after:”);
for (i=0;i<16;i++) printf ("%02x”, ivec[il);
printf ("¥n”);

AES_set_decrypt_key (key_datal, 128, &ks) ;

printf (“skx Dec! *xx¥n”) ;

AES_cbc_encrypt (out, outin, (unsigned
long) LENGTH, &ks, ivec, AES_DECRYPT) ;

printf (“Plain text: ”);

for (i = 0; i < LENGTH; i++)
printf (“ %02x”, in[il);:

putchar (' ¥n') ;

printf (“Encrypted:”) ;

for (i =0; i < LENGTH; i++)
printf (" %02x”, out[il);

putchar ("¥n') ;

printf (“Decrypted:”);

for (i =0; i <LENGTH:; i++)
printf (“ %02x”, outinlil);

putchar (' ¥n')

printf (“IV:");

for (i=0;i<16: i++) printf("%02x”, ivec[il);

printf ("¥n”);

return 0;

aes_cfb.c

#include <stdio.h>
#include <string.h>
#include <time.h>
#include <openssl/aes. h>

#define LENGTH 64

#define DEFF_KEY O /* O:same key, 1:defferent key */
static unsigned char

key_datal[16]={0x01, 0x23, 0x45, 0x67, 0x89, 0xAB, OxCD, OxEF,

0x11, 0x33, 0x35, 0x77, 0x99, OxA1, 0xCC, OxFF} ;

static unsigned char
key_data2[16]={0x11, 0x24, 0x55, 0x37, 0x39, OxAA, 0xDD, OXEE,

0x10, 0x30, 0x31, 0x72, 0x96, 0xA2, OxCF, OxFD} ;

static unsigned char
iv_datal[16]={0x21, 0x25, 0xD5, 0xA7, 0x88, OxAB, 0xCD, OXEF,

0x11, 0x33, 0x35, 0x77, 0x99, 0xD1, OxFC, OxF1} ;
static unsigned char
iv_data2[16]={0x31, 0x55, 0xB5, 0xA4, 0x98, OxA1, OxFD, OXEF,

0x11, 0x33, 0xD5, OxAA, 0x59, 0x3C, 0x4C, OxF2} ;

int main(int arge, char *argv[])
{
int i;
unsigned char in[LENGTH];
unsigned char out[LENGTH];
unsigned char outin[LENGTH];
unsigned char iv[16];
int num;
AES_KEY ks:

memset (in, 0x77, LENGTH) ;
memset (out, 0, LENGTH) ;
memset (outin, 0, LENGTH) ;

printf ("LENGTH:%d¥n”, LENGTH) ;
printf ("DEFF_KEY:%d¥n”, DEFF_KEY);

printf (“#ek Plain text swk¥n”);
printf (“Plain text: “);
for (i = 0; i < LENGTH; i++)
printf (" %02x”, inlil);
putchar ("¥n') ;

memcpy (iv, iv_datal, 16) ;
num = 0;

printf (“num:%d¥n”, num) ;

printf (“IV:");

for (i=0;i<16;i++) printf("%02x”, iv[i]);
printf ("¥n”);

AES_set_encrypt_key (key_datat, 128, &ks) ;

printf (“skx Enc! sxx¥n”) ;

AES_cfb128_encrypt (in, out, (const unsigned
long) LENGTH, &ks, iv, &num, AES_ENCRYPT) ;

printf (“Plain text: ”);
for (i = 0; i < LENGTH; i++)
printf (" %02x”, inlil);
putchar (' ¥n') ;
printf (“Encrypted:”) ;
for (i = 0; i < LENGTH; i++)
printf (" %02x”, out[il);
putchar ("¥n’) ;

printf (“IV before:”);
for (i=0;i<16; i++) printf("%02x", iv[il);
printf ("¥n”);

memepy (iv, iv_datal, 16) ;
num=0;
printf (“num:%d¥n”, num) ;

printf (“IV after:”);
for (i=0;i<16;i++) printf("%02x”, iv[i]);
printf ("¥n”);

#if DEFF_KEY

AES_set_encrypt_key (key_data2, 128, &ks) ;
#else

AES_set_encrypt_key (key_datal, 128, &ks)
#endif

printf (" Dec! *kx¥n”);
AES_cfb128_encrypt (out, outin, (unsigned
long) LENGTH, &ks, iv, &um, AES_DECRYPT) ;

printf ("Plain text: ”);

for (i =0; i < LENGTH; i++)
printf (" %02x”, in[il):

putchar ("¥n') ;

printf (“Encrypted:”) ;

for (i =0; i <LENGTH:; i++)
printf (” %02x”, out[il);

putchar (' ¥n')

printf (“Decrypted:”) ;

for (i = 0; i < LENGTH; i++)
printf (" %02x”, outin[il);

putchar (' ¥n') ;

printf("IV:");

for (i=0;i<16; i++) printf("%02x", iv[il);

printf ("¥n”);

printf (“num:%d¥n”, num) ;

return 0;
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