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A Realization of Handover on WAPL

Koji Yamazaki

Recently, wireless LAN is used as a resource of broadband Internet service.
We want to use this service area temporary. For example world science
exposition, construction field, a disaster area, and so on. To expand its
service area, we must establish access points. However, access points are
connected by the cable now. Therefore, it takes large cost to set up access
points. To solve this problem we study WAPL (Wireless Access Point Link).
That concept is connecting access points by wireless. In this research, I
report implementation of WAPL and its Handover.
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-%@%X B ERARIE DHCP $— 3025 IP 7 FL A Z BS54 5.

c FOMOBITIE, HENUDIP T KL A%&%E) Y/,

1.4 EGHE

if@%ﬁ%ﬁ.i%ikmn%ﬁbtKNP%yt~V@%©ﬁD%ﬁofma
Zo L X, BEGARE AP1 OB EN~EIIZBEI TV, APL DT Y m—va &Y

Lﬁé*’@ft%’;ﬁ Z, AP2 E i H 2. (N RA—N)

*AP1 )25 AP2 ~y RA— LT & ST 37 v M AR, B ETEhEnsy 7 F %
TR o7,

« R B D 234 v R iX Ethereal Version 0.10.13 (Ethereal 1) TF ¥ 7 F ¥ 21772 > 7-.

< MR B IS D 23 > B ik AirPacMon V1.00 (corega #f) THF v 7 F ¥ 21772~ 7.

- Dk, HgaetERk e L CTHIWERICIE, A, BREOX Yy 7Fr~ 2P LARVR, F v
TTFxwr i brbDET 5.
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2. EBHEE
CERIE, & 5 T T

2.1 EB1
- F— : BUFFALO ##40 AP Z{Ef L7z~ RA— 3 FEER,
- BHY RIS IR SN TV A RLEL T, N> RA—RA[BER O E A L=,
- Fftk : AP1, AP2 %, BUFFALO #:8lod ¥ o & fi f.
: AP1, AP2 @ ESSID*|[F—IZiRE

22 %2
N CEER 1 L O FERR.
. ESSID O EDENC L BNy R — EB,

- B : ESSID OFEDENC LY, N RA— SBEOBIEICZE2 5 D D0 E
AL,
< Gt FEBR 1 OEEERL T ESSID DA A 25 H .
: AP1, AP2 ® ESSID IZZNZFN R D DITHRE
2.3 FEBE3
. T D EBR 1 & D ERR.
: PLANEX #8UD AP Z M L7z KA —/ 335,
- BHY AP ZER L TWAF v I RUFLDEVNZLY, =7 ANBILTHD0%
AL,
- Gt D FEER 1 OSSR T AP1, AP2 DRSO A,
: AP1, AP2 (%, PLANEX ##4o ¢ o % fi H.
- Z O8I TAPP* 5.
2.4. E 4
- T D FEBR 1 & i EER.
D UKD AP I3t U CHFBERE 21T - 7o 928,
- B :AP1—AP2 ~L oy RA— L BKD AP1 ICFEHT S & XOEEDE V%
A L7z,
- & D FEBR 1 OEEERLND, AP2 DB AR 4 LTz,

*ESSID(Extended Service Set Identification)
M LAN BREE T, filxoxry U —27 OB S ID.
. AP EUWRARNA LT TARNT I FyE—RTHEELEIICE, ZOID BT 5 &NREM.
AR LAN O3y U —7 %, @B 7V — T 5 9 D 5%E & 5o,
- R AP PR LAN R CRET A Z LN T, [ U ESSID 2o EM THOHmE %247
Z ENHEE
- ESSID (1%, FAEEFO 32 LFFE COMLEDOARIEZ T HI ENTE S,

**TAPP(Inter Access Point Protocol )

- IEEE802.11f TEFK 472, AP HEE 7w F =L,

e WA ZHO AP T, WMARNRT 7B ARA L U0 SN AEELZ TR — b,
- AP M T, WmRIGMOIHEAT O 7O D FNEZ BLE.




WAPL IZBI1F 5/ RA— DO EH

3. K, EBATRE EE S — XK
3.1 ZEB1
- BUFFALO # AP #ffi [Tl L7z RA—/ NEER.

8.1.1. B E%
- AP1, AP2 ® ESSID [f]—.

ESSID /%, “WATALAB-NET 1”7 & L7=.
<7 KL AZE[ : 192.168.1.0 / 24

ol —Feg
DHCPH#—/Y Vibid S
IP 192.168.1.250 IP 192.168.1.178
MAC 00:90:cc:51:b9:05 MAC 00:13:d4:09:cf:9d
| Ethernet
oy D oy D
ESS-ID WATALAB-NET_1 ESS-ID WATALAB-NET_1
IP 192.168.1.1 IP 192.168.1.2
#EHEMAC 00:07:40:4d:da:04
((9) ()
\_ ) \L Y
& BB -
BEEE BEiEx
1P 192.168.1.181 1P 192.168.1.181
#ELZMAGC 00:11:2f:02:d4:b1
oS CPU Memory
1 . Intel(R)Pentium(R)
BBy WindowsXP 1 80GH= 504MB
o ) Intel(R)Penti R
Vbt 2.3 WindowsXP ntel(R)Pentium(R) 504MB
1.70GHz
FIFINFT—Fo1 Intel(R)Celeron(R)
DHCP #—% FreeBSD 1 70GHz 511MB

BN S EAYEL 11 BT/

APT BUFFALO

Air Station IEEE802.11b 8ch
AP2 WLA-G54
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NetAgent

R 100BASE-TX 8 7k—k Repeater [IDS-HUB]

3.1.2. EBiFE
- 2 FEXE O FEBRE B A 5.
C L%, BONTRERICHES X, A B L, ERER, B, v—F LR, B5TTCHEEL.

3.1.2.A EFZE
- A OFEBEERLT 5 [\ 3 [EET-

« AirPacMon @ ZEEr i 5

[ Mol esRotEsR | sBr=l-b | Feoal [Macol-h [ BSSID e e |
12319 38.505 THbps 7o DOSOCCOFEESE | OOOR74AD0TEDD FFFFFFFFFFFF
1240 35.505 THbps 7 DRSNCCOF?ICE | OO0&74A01EDD FFFFFFFFFFFF
1241 28745 1Mbps 7°0-7°E$ | 000740400404 | IBENIER APZ_BUFFALD_ZEFRMALC

1242 ag.745 1Hbp=
1243 ig.745 THbp=
1244 38,745 1Hbps
1245 8,745 1Hbp=
1248 ig.745 1Hbp=
1247 8,745 1Hbps
1244 in.745 THEbp=
1244 8745 1Hbp=
1250 8,745 1Hbps
1251 38,7500 THEp=
1252 38.7585 THbp=

1°0-7°IEE 000740400404 | AP2_BUFFALD_EEFEMAC | f2E0IE
A 000740400404 | FEELIRF AP2_BUFFALD_EEZRMAC
AR 0007404DDA04 | APZ_BUFFALD_EESRMAC | FRE0IR
&0 Ef 000740400404 | FEEhIRF AP2_BUFFALD_EEZRHMAC
£ D 000740400404 | APZ_BUFFALD_EERMAC | F2&0MR

oD 0D 0D 0D 0D 0D S0 0D 0D O 0D OO oD OO
I=-
o
ES

- Ethereal @ EB#k H

Mo. - Time Source Destination Protocal Info
51 27.505518 152.168.1.181 152.168.1.178 ICMP Echo (ping) regquest
G2 27.509849 152.168.1.178 152.168.1.181 ICMP Echo (ping) reply
53 33.011933 152.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
54 33.012258 152.168.1.178 152.168.1.181 ICMP Echo (ping) reply
55 37.047958 00:11l:2F:02:d4:b1 Freffiffoffaffift FC [malformed Packet]
56 38. 508438 1%2.168.1.1581 1%2.168.1.178 ICMP Echo (ping) reguest
57 3B. 508805 152.168.1.178 152.168.1.181 ICMP Echo (ping) reply
58 3B8.977395 00:11:2f:02:d4:b1 R CIEE SI e S SR G ARF who has 192.168.1.2507 Tell 19%2.165.1.181
59 38.977458 00:90:cc:5l:b9:05 00:11:2F:02:c4:b1 ARP 152.168.1.250 75 at 00:90:cc:51:h9:03
60 38, 570022 152.168.1.181 152.168.1.250 ICMP Echo (ping) request
Bl 38, 5979081 152.168.1.250 152.168.1.181 ICMP Echo (ping) reply
62 39, 508737 00:11:2f:02:d4:bl IR CITE SR S I G ARP who has 192.168.1.1787 7Tell 192.165.1.181
63 39. 508977 00:13:d4:08:cf:5d 00:11:2F:02:dd b1 ARP 152.168.1.178 s at 00:13:d4:09:cf:0d
64 30, 510833 152.168.1.181 152.168.1.178 ICMP Echo {ping) reguest
65 39, 511183 192.168.1.178 192.168.1.181 ICMP Echa (ping) reply
64 40.508349 152.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
67 40, 508654 152.168.1.178 152.168.1.181 ICMP Echo (ping) reply

e e alicaniL I e VANE

- AirPacMon OS85 R OFREEfh &, Ethereal O EERAE ROREHE DO XL 1X, 7T A~AF X 2
BOREENIZH 5.

« LI @ AirPacMon O 7 — %  [AlkE.




WAPL 28T Ay RAE—NOEHR R

/N

/7 k No.55 D FC oF g

= Fr

ET

=

ame 55 (60 hbytes on wire, 60 bytes captured)

Arrival Time: mow 23, 2005 16:09:36. 388689000

[Time delta from previous packet: 4.035660000 seconds]

[Time since reference or first frame: 37.047958000 zeconds]
Frame numher: 55

Packet Length: &0 bytaes

Capture Length: 50 hbytes

[Protocols in frame: eth:imdshdr ]

hernet II, Src: 192.168.1.181 (00:11:2fF:02:d4:b12, Dst: Broadcast (fF:ff:Fff:fF:FF: 2
pestination: Broadcast (Ff:ff:Ff:FF:fF:F

Source: 192.168.1.181 (00:11:2f:02:d4:kb1)

Type: Unknown (Ox000070

Trailer: 000000000000000000000000000000000000000000000000, ..

= MDS Header CUnk nown {00 Unknown o))

MDS Header
L0 0000 Q000 0000 = Packet Len: O
Qoo0 Q000 00.. = Dst Index: 0Ox0000
00 0000 Q000 = src Index: OxQO00
Q000 Q000 0000 = wSANM: O
MDS Trailer
EQF: Unknown 070

CRC: Ox00000000

o000
0010
0020
0030

TF 71 17 77 1f 77 00 1L
Q0 00 00 00 00 00 00 00
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liii}

3.1.3A Z£

No. E5

53 BEhim AR AP1 £ H CEEMmAIZx LT ICMP %5315,

54 Z 0%, BEmARIL AP1 OERESNNA~EIZBE 21TV, AP1 OB T 5.

55 BEER2, AP1 22 GRElZ 4.03 R&ICRry hT—2 BICFCH 7 r— R¥ ¥ X b,

FC X, BEUHARN APL 2O L7222 MU T E L THD D), AP2 ~ERL A v
TRALLZEZ MY TE L THAONIAY. AENE, BElmRNERL A 7T AP2 ~
SANLTRICHD D EE X T,

Ethereal OfER %= HL5RE Y TiE, FC OXETIIBENGA & 72> T 5723, AirPacMon
DOFEFIZ FCIFHN o7, Lo TFCIE, EHRLA YT, BEARNHEAER
v FEZFR ST L E R )AL LT, AP2 BBEIHERO MAC 7 F L 255 3%E LT
HEDITHRENT T, FCEZEEFELTWADTIIZRWhES X T,

*7-, 27y F® Trailer 7 +— L7347 0000...... L7 o5 TWED T, [HHRIZ M HIEA
TWRWEE 2 7=,

56 BEhim AR AP2 #& i CHEEmAICK LT, ICMP ZiE%15.

57 [ 7 i RSk U C OB EIMEIZR T LTV, BEhm RITEEmARICH LT
ICMP 2 vtE—Y% ping 't 2~ RICEV X ELFT TWDDOT, 2O X9 iR ae57-
EEZI-.

58 BEhuE R 2> 5 O ARP.

59 FIFINET—= b T2 DT RLRAREEITH> TS,

60 BENGRN G, T 74V 87— U = A ~D ICMP.

61 T 7 AT — N = A DFEREIT> TN D.

62 BEhm AR B O ARP.

63 B EMARDT B AR EZIT> TN D.,

64 BB AR O E A LT OB EN & T.

65 BEGEARIL, AP2 240 L CHEEmRA & OWEE 2 BT 5.




WAPL 1281 Ay RA—_"DFEHRFHK

3.14A >—4 2 XK

:l H 3 S
HEtr FIANLE =LA
Dopt gt AP2 AP1 BEGE
- «ICMP Req
AP1#EH O F % DICMP.
ICMP p L o
ap B
)Kq
. [x15 APTOBREA~BBE, APIEOTYST—Sant I
- r;u&ﬁ. FDHEFRE, AP2OE—VFIRA. .
- Probe Req [ap2ormammOrY. HREAPUHLTTN—TERES I
..... Probe Resp > HAr2i=£2. Tn—TBRIHT 2. |
403 .
e ad henticationr @ = I
APINERETEIR0IC, BHBREAPOMTREERS. | -
L Association, __ _
Reauest ]—{ API~B AT BT DI |
_____ Association o
. Response > .
bk o o s e o b | e s e e s o+ a4 e s et o s o
FCIZ, BMERM 0, HRLATTOB ABRENSELT, AP2A
000 — 4—FC Broadoast—= BREESNTUEDTEBVAEE R T2, /7 IkD Trailer I A — LA
£7T0000-+- EOTVDT, ERIBALEATNENEEZ
146 o— - MP Req T EI K (3 EE K IS H L TICMPEpingta Y KIZ& Y REELEE I T
P . - BDT, COESHEBRIGT. BERKEDHEEEHLTUIEL
N S —> Who has 192.168.1.2502 BEBMICETS, F74 LM~k T4 DT RLRER. |
193 —T— ARP Repymm—iie- -
193 41— - IGMP Reg
193 | IMP Reply - FIINF— b LA HRD 125 DICMP. |
246 T e —— - ~ WhAl:P :’921681178
- - o hes 12.168.1 —— = YT
wis | — | ——[@EER ks, BEREOTFLARR. |
247 | — - Y —_
- MP q
247 | 15 O HIAP2#E )
ICMP Reply: -
) —

KX D FER il 2 DUV T

| w0 ERLAY

| m

- MEER O 1X, Ethereal O 2512, BEHAN LA Y 3 T AP2 ICHERZITWVMAD

X EO0ORELCRIR L.

- FEBHRER OB M E TR A E L CEHR L.

LIt D> — 4 o A O EE il [RIRE.
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3.1.2.B. EBiEE
« B OEBRFEREIL 5 [t 2 [157-.

« AirPacMon ® FEufE 5

Mo | B3RAERE [ @(EL-t [ Feoul [wacol-k [ Bssip [#igar-vau7b b2 [ #BigFkar-va07h L2
014 2,075 1Mbps b - 00a0CCOF?7CC nnoi1ani1z215e0 FFFFFFFFFFFF
01h h2.205 T1Mbps b Fl=4 agooooooooonn N00c7a40a0n4d FFFFFFFFFFFF
18 h2.3458 1Mbps b '0-FFE R 000740400404 ZEhImF AP2 _BUFFALO_HEFRMALC
miz h2.3458 1Mbps i ACK
mis 2,345 1Mbps i 0= IEE 000740400404 APZ_BUFFALO_ZEFEMAC | FEREDIRFR
mia h2.3458 1Mbps i ACK
mzn 2,345 1Hbps 8 e 0007404004A04 LT ul AP2_BUFFALO_HEFRMAL
mai 52,345 1Hbps i ACK
maz 52,345 1Hbps i ERE 000740400A04 AP2_BUFFALD_ZEFRMAC | FREDIRF
s h2.3458 1Hbps i AL
mz4 h2.3458 THbps i BEAER 000740400404 iEEhIRF AP2_BUFFALO_BEFRMALC
mnzh h2.3458 1Hbps i ACK
2026 h2.3558 THbps i B A HERT 000740400404 APZ_BUFFALD_ZEFRMAC | FREDIRFR
mai h2.3558 THbps 8 ACK
- Ethereal O FZ5k7E R
Mo, . Time Source Destination Protocol Info

08 48.217610 152.168.1.181 152.168.1.178 ICMP Echo (ping) réquest
99 48.217948 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply

100 45, 217808 152.168.1.181 152.168.1.178 ICMP Echo Cping) reguest

1ol 45,.217972 1592.168.1.178 152.168.1.181 ICMP Echo (ping) reply

102 51.10108%9 00:11:2F:02:d4 1 bl 01:50:1d:00:01:00 LLiZ u, func=uUI; SMaP, OUI Ox00&010 (Unknown), PID Ox000L1

103 51.101208  00:11:2F:02:d4:bl ol:40:96:FF:ff: 00 CISCOWL- CISCOWL-LZ .

104 51.101323 00:07:40:4d:da:0g 0l:40:96:FF 00 CISCOWL- CISCOwWL-L2

105 52.6853846 00:11:2F:02:cd bl e o e e ARP who has 182.168.1.2507 Tell 152.168.1.181

106 52. 636442 00:90:cc:51:h9:05 00:11:2F:02:d4 :b1 ARP 192.168.1.250 s at 00:90:cc:51:b9:05

107 52.685541 152.168.1.181 152.168.1.250 ICMP Echo (ping) reguest

108 52.685615 152.168.1.250 152.168.1.181 ICMP Echo (ping) reply

109 54.7173%98 00:11:2F:02:d4 :b1 R e e ARF who has 192.168.1.1787 Tell 192.168.1.181

110 54.717652 00:13:c4:00:cfod 00:11:2F:02:d4:b1 ARP 192.168.1.178 s at 00:13:d4:09:cf:od

111 54.725872 152.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

112 54.726258 192.188.1.178 192.1688.1.181 ICMP Echo (ping) reply

113 55.717280 152.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

114 55.717620 152.168.1.178 152.168.1.181 ICMP Echo (ping) reply

« 737 > | No.102 ® LLC(Logical Link Control)®H'&

= Frame 102 (60 bytes on wire, &0 bytes captured)
Arrival Time: Mow 23, 2005 16:57:11.674342000
[Time delta from previous packet: 1.883117000 seconds]
[Time since reference or first frame: 51.101089000 seconds]
Frame Mumber: 102
Packet Length: &0 bytes
Capture Length: &0 bytes
[Protocols in frame: eth:1lc:data]

= IEEE 802.3 Ethernet
pestination: OL:60:1d:00:01:00 (01:60:1d:00:01:000
Source: 192.165.1.181 (00:11:2F:02:cd:b1)
Length: 46

= Logical-Link Contral
DSAP: SHAP (Oxaal
Iz Bit: Indiwidual
SSAP: SHAP (Oxaal
CR Bit: Command

= Control field: U,
000, 00.. = Command: unnumbered Information (Ox000)
vev. «.11 = Frame type: Unnumbered frame (0x03)
organization Code: Unknown (Ox00601d)
Protocol ID: OxO00L1
Cata (38 hytes)

fune=uI COx037

0oo0
0010
0020
0030
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- X4+ k No.103 ® CISCOWL-L.2 O &

Frame 103 (60 bytes on wire, &0 bytes captured)
Arrival Time: Moy 23, 2005 16:57:11.674481000
[Time delta from previous packet: 0.000119000 seconds]
[Time since reference or first frame: 51.101208000 seconds]
Frame Number: 103
FPacket Length: &0 bytes
Capture Length: &0 bytes
[Protocols dn frame: eth:1lc:ciscowl]
IEEE 802.3 Ethernet
Destination: Ol:40:06:FF:ff:00 (0Ll:40:06:FF :Ff:000
Source: 192,168.1.181 (00:11:2F:02:d4:b1)
Length: 42
Trailer: 00000000
Logical-Link Control
DsAP: SHaP (Oxaa)
Iz Bit: Indiwidual
SSAP: sSHap (Oxaal
CR Bit: Command
- Conmtrol field: u, func=uI (0x03)
oo, o0.. = Ccommand: unnumbered Information (0x000
vew. 2211 = Frame type: Unnumbered frame (0x03)
organization Code: Cisco wireless (alironet) L2 (Ox0040967)
PID: Ciscowl (Ox0O0007)
- Cisco wireless Layer 2
Length: 34
Type: 0x0202
Dst MAaC: 0l:40:596:FF:FF:00 (0l:40:96:FF:FF: 00D
SPe Mac: 192.165.1.181 (0011 :2F:02:cdd b1
Some MaZ: 192.165.1.181 (00:11:2F:02:cdd:b1D
RestT: Q00740400A04000740400A0

o000 01 40 96 T T
0010
0020

0030

dd bl 00 2a aa aa
0l 40 946 1+ 1 00
07 40 4d

da 04
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- X4+ k No.104 ® CISCOWL-L.2 O &

= Frame 104 (60 bytes on wire, 60 bytes captured)
Arrival Time: Moy 23, 2005 16:57:11.674576000
[Time delta from previous packet: 0.000115000 seconds]
[Time since reference or first frame: 51.101323000 seconds]
Frame Number: 104
Packet Length: &0 bytes
Capture Length: &0 bytes
[Protocols in frame: eth:1lc:ciscowl]
= TEEE 802.3 Ethernet
Destination: O0Ll:40:96:FF:FF:00 (01l:40:96:FF:ff:000
Source: Melco_dd:da:04 (00:07:40:4d:da:047
Length: 42
Trailer: QOQOO000
= Logical-Link Control
DSAP: SHMAP (Oxaal
Is Bit: Inciwidual
SSAP: SHAP (Oxaal
CR Bit: Command
= control field: u, func=uIl COx03D
oo, 00.. = Command: Unnumbered Information (Ox000
vews «.11 = Frame type: Unnumbered frame (0x03)
organization Code: Cisco wireless (afronet) L2 (0x004096)
PID: Ciscowl (Ox0Q0007
= Cisco wireless Layer 2
Length: 34
Type: 0x0202
st mMac: 0l:40:96:FF:FF:00 (0l:40:06:Ff:ff:00)
Sre MaAC: Melco_dd:da:0d (00:07:40:4d:da:047
Some mMac: 192.165.1.181 (o0:1d:2fF:02:cdd:b1)
Rest: Q00740400404 00074 0400A04

ooo0 01 40 S9e £ T 00 00 oy 40 4d da 04 00 Za aa aa

0010 03 00 40 96 00 00 [E[EReEkE 0L 40 S9a 1T T 00
WO RO 07 40 d4d da 04 00 11 2F 02 d4 bl 00 0F 40 4d
I RENs 04 00 07 40 4d da OGN
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3.1.3B Z£

No.

BE

100
101

Bl A0S AP1 #H CREEmA IR LT ICMP Z k3215,
Z D%, BENEEIT AP1 OB EI~IRICBE ATV, AP1 2 SEERT 5.

102

BEim AR, AP1 2 HEEl% 1.89 &I x> U —727 EIZ LLC 23%(3.

LLC I AP1 2B L7222 R U T E L THD DD, AP2 ~ERL A Y THALT
ZEERNVATELTHDONIAH. SENTER L A Y TAP2 ~BALILRICHD LD L
2.

Ethereal OfEFR %= LR TliL, H#EILHABENGEK & 72> TW5 A, AirPacMon DO
RIZLLC 138N ho 72, K- T, LLC I, BiElmANS LA ¥ 2 THBRAER N v
FNeZ Mo 72Z L& FY T E LTAP2 23, BElmAKRD MAC 7 RLANHIEEFELTWD
EOICRENT T, LLC ZFEL TWHDOTIIRVW N EZE X T,

Ny NOWE RN, EOXDRT =X E#EATHDONIAY. Ethereal @itk
121 Lucent Technologies Station Announce & 7)1 TV 7z,

Ny FDFESEIE MAC 7 R LA, 01:60:1d:00:01:00. ZHiFT—H# VU 7 EL~L T
DVNTFFXFx¥ AT RLAERT.

103

+ v hU—7 Fi2 CISCOWL-L2 2355,

Cisco &1y T — T XU X4 T, FEBRIZHEH L2 AP 13> RA—NI, _uF
PHBAIWCERE LNy FEEHLTCWD EE X T,

Ethereal OfER % R ARV T, HEILHABEN AR & 72> TWDHA, Nol02 D37 > K
& [ABEIZ AirPacMon T CISCOWL-L2 3% v 7' F + T& /2o 7=, L - T, CISCOWL-L2
T BEWGARKD MAC 7 RL A& M- TWb AP2 28, BEIE KN IEE LI R0 T
WDBDTIZRWINEE 2 7.

Ay OFESEIE MAC 7 R LA, 01:40:96:f:££:00. ZiUET—4Z U 7L~ L TD
VN TFXF¥ ARNT RLARAEET.

TR R THD L,

0022 0202 [~LFF¥¥ A7 KL A
BEEED MAC 7 FL A [BBEED MAC 7 KL %
AP2 O MAC 7 KL 2| |[AP2 DS MAC 7 R L %] LD IS A E

ZOEHRE VT APL ALLRT, MR 1 &7 Voo — LTV E WO ERZHEL TW
HEEZLND.

104

AP2 ' CISCOWL-L2 % 3%(5.
Ry ROSESEIX/ S > b No.103 & [RlEE.
T—EHRE R THD L,
0022 0202 [~LFF¥ A LT FL A
AP2 DR MAC 7 KL 2 | [BE KD MAC 7 KL %
AP2 ORI MAC 7 KL 2 | |[AP2 D #E# MAC 7 R L %] WS TEHREIRE.
ZOWEHREANTAPL SLEL A 1 &7 V== LTz E W FEREHEEL T
HEEZBND.

105
106

£%%3.1.3.A D34 b No.b8, 59 & [AIEEDIEHRDLV H b .
BaEnE AR5 D ARP.
TIHIVET =T =2 A DT R RARRZITH> TN D,

107
108

%%%3.1.3.A D3 > b No.60, 61 & [FAEk.
BEWGKRNS, T 74V M=K 7 A ~D ICMP.
T 74N T = U = A OMEREIT->TND.

109
110

%%%3.1.3.A D 37 > b No.62, 63 & [AlEL.
BEILEARD S D ARP.
BHEMmRADT B U ARREIT> TN D,

111
112

%% 3.1.3.A D3 b No.64, 65 & [REE.
BN AR O [ E AR IS U C O EEN K T .
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APz AP1 BEEHE
-4« ICMP Requeste=e
ICMP > >
—
BH
N—’
[##K11% APIOBREN~BBE, APIEOTYLI—avh l
[ X DEER 1, AP20E—IERAL .
- Probe Requ [ rr2ozEmRORY, XIHAPISHLCTR—TBRERS.
..... Probe Resp > [aracss, Jo-TERIATEHE. |
-t hentications = e l
AP2AIEEATIEST-0(2, BRI K EAP2OM TRIEETS | .
icati C I
- Reassociation_ _ _ B
Request AP2AB AT BEHDRE. HRALEZL, BBALRRSN |
L« o [Reassociation, i~ -,
. Response ha
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LLe LLOIE, BMIERNSDEMALA VY TOBESABRENHELT,
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- ATLBDMETB. Ethereal® 52 it [Z[ELucent Technologies
CISCOWL-L2 Station Announce&E ML TLM =,
Multicast
CISCOWL-L2(ET—HR&ELT, BEIHRDMACT FL REAP2
CISCOWL-L2 DEIEMACT FLRZBA TS, COERERALDTAPIALL
" Multicast B, HFIETYVI—bLTWEWSTEREBSRATLDE
-~ Exb5NB
- «eARP Broadcasteee
- — | Whohas 16216812507 —|ﬁ1§§ﬁﬁx:ﬁﬁe,-Fv»nwf‘—mxmwuxﬂm |
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- - ICMP Req
FIANNE—ROARROEHOIOMP. |
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- > Who hes 162168.1.1357 —— [aEEmctas BEGROTFLAGR. |
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3.2. %82
< FEBR 1 & D ER.
ESSID O EDENZ £ B/~ B — 3 EKBh,
- Bk 1 TIX AP1, AP2 (X[Al—® ESSID #i% & L7273, 8 2 TiX ESSID #7225 = &
IZE DAY RA=ROFIERED DD TIERVINE B X FREIT o7

321 BEREA
- FEBR 1 OHEIRE R S DL
« AP2 ® ESSID %25,
« "WATALAB-NET 1”7>5”"WATALAB-NET 2”& L7-.
- ZOMOSMITER 1 &2 TR

3.2.2. FEGkE
+ AirPacMon @ ZEEr#E 5

| Mo | osR1EER | @isl-b [ Feyzl | wacil-h [ BSSID | gizmar-vaur b L [ GEiE%RRr-vaurbla |
4071 113.h84 THbps a Fi-h I030CCOFEBAR N0anaz20a6EFD FFFFFFFFFFFF

4072 113.653%4 1Mbps ] -4 Q0A0CCOFT?CC I0G0920AREFD FFFFFFFFFFFF

4073 113.634 TMbps 3 10RO 000740400404 FEEDIR AP2_BUFFALOD_EEFEMAC
4074 113.634 1Mbps ] oK

40745 113.704 TMbps 3 2°0-7°K0E | 000740400404 4P2_BUFFALD_EEFEMAC FEENIR

4076 113.704 1Mbps ] ACK

4077 113.704 TMbps [ E oonyan4nnand iR Ehim AP2 _BUFFALO_EEFEMAC
40748 113.704 1Mbps ] 0K

40743 113.704 TMbps ] g gonyan4ppand 4P2 _BUFFALD_EEFRMAC f2EhiR+

4080 113.704 1Mbps 8 40K

4081 113.704 TMbps ] & MER oo0yan4ppand FEEhim AP2 _BUFFALD_EBFEMAC
4naz 113.704 1Mbps 8 40K

4033 113.704 TMbps ] =R A oonyananDand AP2_BUFFALD_BEFEMAC iZEhHIR+

4054 113.704 1Mbps 8 40K
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Mo, . Time Source Destination Protocaol | Info

109 91.120028 1592.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

110 91.121297 192.168.1.178 152.168.1.181 ICMP Echo (ping) reply

111 96.622540 1592.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

112 96.622916 1592.168.1.178 152.168.1.181 ICMP Echo (pingl) reply

T T e b e P e e e PR R CHCP DHCP Discover — Transaction ID 0x22bh739ff
115 112.279925 192.168.1.250 152.168.1.181 ICMP Echo (ping) reguest

116 112.290356 0.0.0.0 i e CHCP DHCP Discover — Transaction ID Ox78df5c88
117 112.372465 192.168.1.250 152.168.1.181 DHCP DHCP offer - Transaction ID Ox22h739ff
118 116.370587 0.0.0.0 255 A0 Sa A N 280 DHCP DHCP Discover — Transaction ID Ox7Sdf5c88
119 116. 370962 192.168.1.250 152.168.1.181 DHCP DHCP offer - Transaction ID Ox78df5c88
120 116.378461 0.0.0.0 e e CHCP DHCP Regquest - Transaction ID Ox78df5c88
121 116.381422 192.168.1.250 152.168.1.181 DHCP DHCP ACK - Transaction ID Ox78df5c88

122 116.384957 00:11:2F:02:d4:bl FF:fF:Ff:ff:FF:FF ARP who has 192.168.1.1817 Gratuitous ARP
123 117.124722 00:11:2F:02:d4:bl  FF:FF:Ff:ff:FF:FF AarpP who has 192.168.1.1817 Gratuitous ARP

124 117.125777 192.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

125 117.126142 192.168.1.178 152.168.1.181 ICMP Echo (ping) reply

126 118.120592 00:11:2F:02:d4:bl  FF:FF:Ff:ff:fF:FF AarpP who has 192.168.1.1817 Gratuitous ARP
127 118.121618 192.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

128 118.121975 192.168.1.178 152.168.1.181 ICMP Echo (ping) reply

129 119.124495 192.168.1.181 152.168.1.178 ICMP Echo (ping) reguest

1530 119.124839 192.168.1.178 192 168 al o JLEL ICMP Echo (pingl) reply

d 2| ] ) EARCH ¥

who has 192.168.1.2507 Tell 192,168.1.181
ARP _152.168.1.250 15 at 00:90:cc:51:ko:0s

3.136458
136512

DHCP Inform 'Transact10n ID Ox649el15C8
NENS Reg1strat1on NE WL—ENDEAVOR-<O0:>
Reg1strat1on NE Wl — ENDEAVOR<00>

. 230
o 5155 5 5o @ ) d)
o @S-, 253

S 154704
.158058

122428
142 120122787 192.168.
143 120.135099 192.168.
144 120.698871 192.168.
145 121.120579 192.168.
146 121.120908 192.168.
147 121.135460 192.168.
.448616

Echo (ping) request
ICMP  Echo (ping) reply
DNS standard guery A time.windows.com
MNENS Registration NE WL—ENDEAVOR<OO>
ICMP Echo (ping) reguest

ICMP Echo (pingl) reply

DHS Standard query A time.windows.com
Registration NE WL—ENDEAVOR<O0>

e

5 rRegistration ME WATAMAEE-LAB<00>
151 122.98008% 192.168.

MNENS Registration NE WATAMABE-LABE<00>

152 123.135078 192.168.1.181 DHS Standard query A time.windows.com
158 l23g, Fa@EEs  ABe ., AUEHE, Lo dUEL NENS Registration NE WATAMABE-LABE<0Q0>
154 124.154461 192.168.1.181 DHCP DHCP Inform - Transaction ID Ox649215c8

Registration NE WATANABE-LAB<00>
ARCH * HTTR /]

registration NB

. 475842

5. 260472

o WL—-EMDEAVOR<Z 0>
158 125.265686 192.168.

rrrrrRrRRrRrRrRrRERRERrREER PR R RERE -
. ;. -
o
P

181 MNENS Registration NE WATAMABE-LAB<les
159 126.0115%8 192.168.1.181 NENS Registration NE WL-ENDEAVOR<20>
160 126.013173 192.168.1.181 MNENS Registration NE WATAMABE-LAB<les
16l 126.6159746 192.168.1.181 ICMP Echo (ping) reguest
162 126.62008% 192.168.1.178 ICMP Echo (pingl) reply
163 126.760364 152.168.1.181 152.168.1.255 MNEMNS RegisTration ME WL-EMDEAVOR<20>
164 126.760977 192.168.1.181 152.168.1.255 MEMNS Registration ME WATAMABE-LAE<le:
165 127.135346 192.168.1.181 192.168.1.250 DHS standard guery A time.windows. com
166 127.5108592 192 168.1.181 152.168.1.255 NENS Registration MWE WL-EMDEAVOR<Z 0>
167 127.511483 1592.168.1.181 162.168.1.255 NENS rRegistration NE WATAMABE-LAB<le:
168 127.61%320 1592.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
160 127.619637 1592.168.1.178 152.168.1.181 ICMP Echo (ping) reply
170 128.252550 152.168.1.181 152.168.1.255 BROWSER RequestT ANNOUNCEemenT WL-EMDEAVOR
171 128.293269 192.168.1.181 192.168.1.255 EROWSER Host Announcement WL-ENDEAVOR, workstation, Server
172 128.619720 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
173 128.620047 1592.168.1.178 1562.168.1.181 ICMP Echo {ping) reply
174 129.178125 192.168.1.3 A L R ) A upp Source port: 2061 Dpestination port: 10260
175 129.180673 192.168.1.3 192.168.1.255 MNEDS Direct_group datagram
176 125.615712 152.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
177 129.620041 152.168.1.178 1592.168.1.181 ICMP Echo (ping) reply
178 129.792189 192.168.1.181 192.168.1.255 BROWSER Request Announcement Wl -ENDEAVOR
179 130.619672 192.168.1.181 1592.168.1.178 ICMP Echo (ping) request
180 130.620017 192.168.1.178 162.168.1.181 ICMP Echo (ping) reply
181 151.291916 192.168.1.181 192.168.1.255 BROWSER Request announcement WwWL-EMDEAVOR
182 131.619834 1592.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
183 131.620148 152.168.1.178 152.168.1.1681 ICMP Echo (ping) reply
184 132.155329 192.168.1.181 192.168.1.250 CHS standard guery A wpad. exp.wata-lab.meijo-u.ac.jp
185 132.155731 192.168.1.250 192.168.1.181 DHS standard guery response, No such name
186 132.156220 192.168.1.181 192.168.1.250 DHS Standard guery A wpad. exp.wata-lab.meijo-u.ac.jp
187 132.156612 192.168.1.250 192.165.1.181 DS standard query response, No such name
188 132.158007 192.168.1.181 192.168.1.250 DHS standard guery A wpad.exp.wata-lab.meijo-u.ac.jp
189 132.158384 192.168.1.250 192.168.1.181 DHS standard guery response, Mo such name
150 132.158765 192.168.1.181 1592.168.1.250 DHS standard guery A wpad. exp.wata-lab.meijo-u.ac.jp
191 132.159153 192.168.1.250 192.168.1.181 DS standard guery response, No such name
192 132.160383 1592.168.1.181 152.168.1.255 NENS Mame query NE WPAD<OO:>
163 132.161032 152.168.1.181 152.168.1.255 NENS Mame cuery NE WPAD<0O0:>
154 132.619620 1592.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
195 132.615940 1592 168.1.178 152.168.1.181 ICMP Echo (ping) reply
1596 132.791686 152.168.1.181 152.168.1.255 BROWSER Re(quesT ANNOUNCement WL-EMDEAVOR
197 132.900618 192.168.1.181 192.168.1.255 MENS Mame query NE WPAD<OO:>
198 132.501206 192.168.1.181 192.168.1.255 MNENS Mame query NE WPAD<O0:-
156 133.615555 192.168.1.181 162.168.1.178 ICMP Echo (ping) request
200 133.610028 1592.168.1.178 162.168.1.181 ICMP Echo (ping) reply
201 133.650573 192.168.1.181 152.168.1.255 MNEMNS Mame query MNE WPAD<OO:>
202 133.65118% 192.168.1.181 152.168.1.255 MNEMS Mame guery ME WPAD<00:
203 134.202026 192.168.1.181 192.168.1.255 EROWSER EBrowser Election Reguest
204 134.520336 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
205 134.620667 192.168.1.178 152.168.1.181 ICMP Echo {ping) reply
206 135.201840 192.168.1.181 162.168.1.255 EROWSER Browser Election Reguest
207 135.6195446 192.168.1.181 1562.168.1.178 ICMP Echo (ping) reguest
208 135.619885 192.168.1.178 152.168.1.181 ICMP Echo (ping) reply
208 136, 2091818 192.168.1.181 152.168.1.255 EROWSER Browser Election Reguest
210 136.619525 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
211 136.619856 192.168.1.178 192.168.1.181 ICMP Echo {ping) reply
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BROWSER
ICMP
ICMP
NEMNS
ICMP
ICMP
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ICMP
ICMP
NENS
NENS
ICMP
ICMP
NEMNS
ICMP
ICMP
NENS
ICMP
ICMP
NENS
NENS
ICMP
ICMP
BROWSER
BROWSER
BROWSER
ICMP
ICMP
ICMP
ICMP

Browser Election Reguest

Echo (ping) reguest

Echo (ping) reply

Registration ME WATAMABE-LAB<lc:>

Echo (ping) reguest

Echo (ping) reply

Registration ME WATAMABE-LAB<lcl>

Echo ¢ping) reguest

Echo (ping) reply

Registration ME WATAMABE-LAB<ld:>
Registration ME WATAMABE-LAB<lc:>

Echo (ping) reguest

Echo (ping) reply

Registration ME <0l><02>_ MSEROWSE__ <02><0l>
Echo (ping) reguest

Echo (ping) reply

Registration ME <0l><02>_ MSEROWSE__ <02><0l>
Echo (ping) reguest

Echo (ping) reply

Registration ME <0l><02>_ MSEROWSE__ <02><0l>
rRegistration ME <0l><02>_ MSBROWSE_ <(02><0l>
Echo (ping) reguest

Echo (ping) reply

REQUEST ANNOUNCement WL-ENDEAVOR

REqQUEST AnNOuncement WL-ENDEAVOR
pomainworkgroup Announcement WATANABE-LAE, NT
Echo (ping) reguest

Echo (ping) reply

Echo (ping) reguest

Echo (ping) reply
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!( udp.port == 1900 || ip.dst == 224.0.0.22 || udp.port == 53 || udp.port == 137 ||
udp.port == 138 | | udp.port == 10260)

+ SSDP(Simple Service Discovery Protocol)

Mo. . Time Source Destination Protocal | Info
151 TTI0. 137805 107, 168. 1. TEL 220,200,250, 250 SSDP M-SEARCH ¥ HTTP/1.1

+ IGMP(Internet Group Management Protocol)

Mo. . Titne Source Destination Protozol | Info
134 119 13 20 152 . 16E.T.I8T 224 22 IGMP V3 Membership Report

- DNS(Domain Name System)

Ma. . Time Source Destination Protocaol | Info

| 135 T15. 135517 152 . 165.1.I1IET 102, .168.1. 250 DHS Standard guery A time.windows. com
143 120.135099 192.168.1.181 192.168.1.250 DNS standard query A time.windows.com
147 121.135460 192.168.1.181 1%2.168.1.250 DNS Standard query A time.windows.com
152 125.135078 192.168.1.1581 152.168.1.250 DNS Standard guery A time.windows.com
165 127.135346 192.168.1.181 192.168.1.250 DNS standard query A time.windows.com
184 132.155329 192.168.1.181 192.168.1.250 DNS standard query A wpad.exp.wata-lab.meijo-u.ac.jp
185 132.155731 192.168.1.250 152.168.1.181 DNS Standard query response, No such name
186 132.156220 19%2.168.1.181 152.168.1.250 DNS Standard query A wpad.exp.wata-lab.meijo-u.ac.jp
187 132.156612 192.168.1.250 152.168.1.181 DhS standard query response, No such name
188 132.158007 192.168.1.181 152.168.1.250 DhS standard guery A wpad.exp.wata-lab.meijo-u.ac.jp
189 132.158384 192.168.1.250 152.168.1.181 DhS standard gquery response, No such name
150 132.158765 192.168.1.181 152.168.1.250 DhS standard guery A wpad.exp.wata-lab.meijo-u.ac.jp
151 132.159153 192.168.1.250 152.168.1.181 DhS standard query response, No such name

+ NBNS(NetBIOS Name Service)

Mo, - Time Source Destination Protocol | Info

T8 TT15.T58058 162 T8, 1. T8T 167 . T68. 1,755 HNENS Reqistration NE WL-ENDEAVOR<O0:>

139 115.%485%1 152.168.1.181 152.1658.1.255 MNENS Registration NE WL-ENDEAVOR<OO>

144 120.698871 1062.168.1.181 192.1658.1.255 MNENS Registration NE WL-ENDEAVOR<0O>

148 121.448616 192.168.1.181 192.1658.1.255 MNENS Registration NE WL-ENDEAVOR<0O>

150 122.225355 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<QQ:>

151 122.%80089 1062.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<QQ:>

153 123.756665 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<QQ:>

155 124.475842 1062.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<QQ:>

157 125.260472 192.168.1.181 192.1658.1.255 MNENS Registration ME WL-EMDEAVOR<Z0>

158 125.265686 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<lesx

159 126.0115%8 192.168.1.181 192.1658.1.255 MNENS Registration NE WL-ENDEAVOR<20>

160 126.013173 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<lesx

163 126.760364 152.168.1.181 192.1658.1.255 MNENS Registration NE WL-ENDEAVOR<20>

164 126.760977 1062.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<lesx

166 127.5108%2 1062.168.1.181 192.1658.1.255 MNENS Registration NE WL-ENDEAVOR<20>

167 127.511485 1062.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAE<lesx

152 132.160383 1052.168.1.181 192.1658.1.255 MNENS Mame query NE WRAD<O0:>

1593 132.161932 192.168.1.181 192.1658.1.255 MNENS Mame query NE WRAD<O0:>

1597 132.%00618 152.168.1.181 192.1658.1.255 MNENS Mame query NE WRAD<O0:>

158 132.901206 192.168.1.181 192.168.1.255 MNENS Mame guery NE WPAD<O0>

201 133.650573 192.168.1.181 192.1658.1.255 MNENS Mame query NE WRAD<O0:>

202 133.651189 192.168.1.181 192.1658.1.255 MNENS Mame query NE WRAD<O0:>

215 138.291669 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAB<ld:>

218 139.041562 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAB<ld:>

221 139.791400 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LAB<ld:>

222 140.541529 192.168.1.181 192.1658.1.255 MNENS Registration NE WATANABE-LABE<ld>

225 141.322817 192.168.1.181 192.1658.1.255 MNENS rRegistration NE <01l><02>_ MSBROWSE__<02><0l>
228 142.072741 192.168.1.181 192.1658.1.255 MNENS rRegistration NE <01l><02>_ MSBROWSE__<02><0l>
231 142.825328 192.168.1.181 192.1658.1.255 MNENS rRegistration NE <01l><02>_ MSBROWSE__<02><0l>
232 143.572698 192.168.1.181 192.1658.1.255 MNENS rRegistration NE <0l><02>_ MSBROWSE__<02><0l>
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- BROWSE
Mo, . Time Source Destination Protocal | Info
170 128.252550 152.168.1.181 192.168.1.255 BROWSE Request Announcement wL-ENDEAVOR
171 128.293269 152.168.1.181 1592.168.1.255 BROWSE HOSt Announcement WL-ENDEAVOR, worksta
178 129.7521a% 152.168,1,.181 192.1688.1.2535 BROWSE Request Announcement wWL-ENMDEAVOR
181 131.25815816 152.168.1.181 152.1658.1.255 BROWSE Request Announcement wL-ENDEAVOR
196 132.791686 192.168.1.181 192.168.1.255 BROWSE Request Announcement wWL-ENDEAVOR
203 134.202026 1092.168.1.181 192.168.1.255 BROWSE Browser Election Request
206 135.291849 152.168,1.181 192.168.1.255% BROWSE Browser Election Reguest
200 136,291818 192.168,1.181 192.168.1.255 BROWSE Browser Election Reguest
212 157.291802 192.168.1.181 192.168.1.255 BROWSE Browser Election Request
235 144.354208 1092.168.1.181 e b Lo = BROWSE Request Announcement wL-ENDEAVOR
236 144, 3254816 1092.168.1.181 192.1688.1.255 BROWSE Request Announcement wWL-EMDEAVOR
237 144.355714 192.168.1.181 192.168.1.255 BROWSE Domainsworkogroup Announcement WATARNABE
- UDP
Mo. . Time Source Destination Protocal | Info
o i B T = e I B e e 2 a2 52 a5 250 uoF Source port: 2061 Destination port: 10260
+ NBDS(NetBIOS Datagram Service)
| Mo. . Time Source Destination Protocal | Ihia
1 B m i ek el e b S e i i Bl e Bl SR e MEDS Direct_group datagram
« 7 4 V2% D Ethereal 5 — 4
Mo . | Time Source Destination Protocol Info
109 61.120%258 162.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
110 91.121297 192.168.1.178 152.168.1.181 ICMp Echo Cping) reply
111 96.622540 192.168.1.181 .168.1.178 ICHMP Echo (ping) reguest
112 96.622916 192.168.1.178 ag.1.181 ICMP Echo Cping) reply
& 25 o4 FiZ [Malfor 5| |
114 112.279577 0.0 il el e DHCP DHCP Discower - Transaction ID O0xZ2Zh739ff
115 112.279929 168.1.250 192.168.1.181 ICMpP Echo (ping) reguest
116 112.290356 0.0 PRSP e e DHCP DHCP Discover - Transaction ID Ox7Bdf5cE8
117 112.372465 e TR e ) 192.168.1.181 DHCP DHCP offer - Transaction ID 0x22h739ff
118 116.370587 0.0.0.0 PAAIGT, P Pl (0 ] DHCF DHCP Discower - Transaction ID Ox78df5cB8
115 116.370962 192.168.1.250 192.168.1.181 DHCP DHCP offer - Transaction ID 0x78df5cE8
120 116.378461 0.0.0.0 P Pt e DHCF DHCP Regquest - Transaction ID Ox78df5cES8
121 116.381422 192.168.1.250 192.168,1.181 DHCP DHCP ACK - Transaction ID Ox7Bdf5cE8
122 116.384957 00:11:2F:02:ddthl ff:Ff:ff:ff:fF:Ff ARP who has 192.168.1.1817 Gratuitous ARP
123 117.124722 00:11:2F:02:dd bl ff:Ff:ff:Ff:fF:Ff ARP who has 19%2.168.1.1817 Gratuitous ARP
124 117.125777 192.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
125 117.126142 192.168.1.178 192.168.1.181 ICMp Echa Cping) reply
126 118.120592 o0:11:2f:02:da bl £ FF:FF:FF:FF:FF arp who has 19%2.168.1.1817 Gratuitous ARP
127 118.121618 192.168.1.181 192.1a8.1.178 ICMP Echo (ping) reguest
128 118.121973 192.168.1.178 192.168.1.181 ICMP Echo Cping) reply
1259 115.124459%9 162 ,168.1.181 192.168.1.178 ICMP Echo (ping) reguest
130 119.124839 192.168.1.178 192.168.1.181 ICmMp Echo Cping) reply
132 119.15364558 o0:1l:2f:02:dd bl £ FF:FF:FF:FF:FF arp who has 1%2.168.1.2507 7Tell 192.1658.1.181
133 119.136512 00:90:cc:51:h9:05 00:11:2F:02:cd :h1 ARP 1592.168.1.250 s at 00:90:cc:51:b9:05
137 119.154764 192.168.1.181 TR R L e ) DHCP DHCP Inform - Transaction ID 0x6459el5c8
141 120.122428 192.168.1.181 152.168.1.178 ICHMP Echo (ping) reguest
142 120.122787 192.168.1.178 192.168.1.181 ICMpP Echo Cping) reply
145 121.120579 192.168.1.1581 192.168.1.178 ICMP Echo €ping) reguest
146 121.120908 152.168.1.178 192.168.1.181 ICMp Echo Cpingd reply
154 124.154461 192.168.1.181 PABTYE T P e e DHCP DHCP Inform - Transaction ID 0xB45el5c8
18l 126.81%7468 152.168.1.181 192.168.1.178 ICHMP Echo (ping) reguest
162 126.620089 192.168.1.178 192.168.1.181 ICMp Echo Cping) reply
168 127.681%9320 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
169 127.61%9637 192.168.1.178 152.168.1.181 ICMp Echo Cping) reply



WAPL IZBI1F 5/ RA— DO EH

3.2.3. E#
No. E 52
111 BEmAD AP1 #2H CREIEMRAICK LT ICMP % %65%1(5.
112 Z D%, BEmAIL AP1 OERE N~ BB 1TV, AP1 D HEERT 5.
113 BEm AN, AP1 DB 15.65 VLI % v U —7 EIZ FC 2 %5,
#£%%3.1.3.A D/ b No.b5 & [FlEE.
114 BEhim K75 @ DHCP Discover — Transaction ID 0x22b739ff
115 DHCP H— 060 " HT RLAF = v 7.
A a0 325 T L7- DHCP Y-— i o @,
116 Bahi K5 D DHCP Discover — Transaction ID 0x78df5¢88
117 Xy k No.114 L FEkED v T o827 23 v ID.
DHCP offer — Transaction ID 0x22b739ff ® 7' 1 & A,
Z D1% . Transaction ID 0x22b739ff ® 7' 1t X I 1=
118 Xk No.116 ERkED ~Z7 %27 2 a3 1ID.
119 Transaction ID 0x78df5¢88 » >’ r & &,
120 B#hiAR 72 DHCP H— /305 IP 7 L 22 EET 5 72O —@# o,
121 Discover — Offer — Request — Ack
122 BEWERY, AT FLAIZK L TO ARP # %15,
123 BB L7 IP 7 RLAIZK LT BRIZERH L TWAR A RRWNRNT & 2R LT
W5,
BRI L2 LY, DHCP H— "0 bE D IRGNTZIP 7 RUARERFIREE 72 5.
124 £%23.1.3.A D37 > | No.b6, 57 & [ElEk.
125 B 7 AP2 # B CHEEmAICH LT, ICMP %5135,
B E i RISk U COFEREMEIIR T L TWARWA, BEhARIZE E AR LT
ICMP A v&—U% ping -t 2~ RIZE VD EGF LHIT TWDHDOT, ZD X9 RFEREZET.
126 34w b No.122, 123 D&% L [FlkE.
127 34w b No.124, 125 D&% L [FlkE.
128
129
130
132 £%223.1.3.A D37 > | No.b8, 59 & [FlEk.
133 BEIIAR DS D ARP.
TIHN T — R T2 A DT RUAFREZIT>TND.
137 DHCP Inform — Transaction ID 0x649e15c8
RENR T —NIZHnEbE TN 5.
AHe72 5 DHCP Ack 78 DHCP $— 35~ TL BDER, &R L.
141 Xy k Nol24, 125 D&% L [ElkE.
142
145
146
154 237w b No.137 DEEL L 6%k,
Transaction ID % [F—
161 £%%3.1.3.A D37 > | No.64, 65 & [FIEk.
162 BB R O [E E AR U COEEEENKE T .

BEimAlE, AP2 251 L CEENMA & OWBE L2 HHT .
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324 >—4 2 K

@ ©

&

AP2 AP, BEE £
DHCPH#—/%
- =ICMP Request==a
AP1#2 £ O 1 #% DICMP.
ICMP R >
B®
~—
N [#x 12 AP10BRBESA~ B, APIEOT YL T—var I
e [P ZDBIER 1, AP2OE—IVERA -
- q IAPNJ?%ELE%E@T:M), RIFAP2ICHLTTA—T ERETS | .
Probe Resp - [aP21=03 To—TEREHT RS |
15.65%)
- |
]—{ APINEHEABIL OIS, BHRREAROMTREETS. | -
Association, _ _ _ | -
) Request AP2AB AT B DB |
o Association -
. Response - .
b f o ¢ e o o r e e s e ¢ e e e o o e e m— e
000 _| FCI, BEIHRALD, MRL A Y TOSABERENHELT, AP2A
[4—FC Broadeast—= LRESNTOSDTRAEVAEE R = /{7 IRD Trailer 74— L
-— £T0000+ EZH>TNDT, HRIEAMELBATNENEE R T2
— - DHCP Discover_ __|
000 —— - Broadcast —ErRL ATl
- (CORBISHEALIY—\FHOHE)
000 —— fee] CMP > E
DHCP Di FSUHHLaVIDERBTHE, CD2DD /IR,
002 - - 1SCOVer oo DHCP Discover — Offer M3t <> TLV 3.
— Broadcast
el AP2(ZB At IPTFLAEMBT 30T FLAERE/ b gk
010 —— {——DHCP Of > ELEAS, B4 LT HRHE>TLEST=8, DHCPAD DS E /S bk
-— - DHCP Discover [FFEEShEM o1
410 —— - Broadcast |
410 — F=——DHCP Offermmpe > DHCPH—/AAD7FLABBDHLNADE
. DHCP Request _ _ | IP7RLR(192.168.1.181) D EX1§.
410 —— - - Broadcast
a1 L »-
- Gratuitous ARP _ _ | B7FLRIZHLTDARP.
411,485 —— roadcas x2 BANIMBFLEIPTFLRISHLTHRISHEAL T SRR
— Who has 192.168.1.1812 IRV NCEERER
485 —T— -+ - ICMP Req
1 B IR (L E % 3 K (23 L TICMPZ ping-ta T UK
485 1oMP > SEYBELBHTL AN T DESLERITE T
- Gratuitous ARP _ _ | EIHAREOBEFELMBLTLAEL
585 —— -« Broadcast
-+ - Who has 192.168.1.1812
BH7 FUXIH L CDARP
5.85 685 —— - - ICMP Req BAMNBRELEPTRFLRICHLTHRICERLTOSHRRL
MOENCEERER.
585,685 —— ICMP -
686 | - RP
— Who hee 192.168.1.2507 BEBMICELS, T 74N~k TADTEL AR |
686 | RP >
- - DHCP Inform__ _ |
688 —— i Broadcast
DHCP Inform. Bl —h5>#52avID. RERNBEITE
785,885 —— - ICMP Reaq H—NIZEVEDHE TS AEMED DHCP AckhHDHCP
Y—N\hDR>TLBDEN, IEELL
785,885 _| ICMP >
— - DHCP Inform__ _ |
11.88 —— L % bl Broadcast
1443 —— - MP Regq
SEBIEDBRAP2E ).
1443 —— 1CMP >
()

3.2.5.

FER 1D —o AR E DHE

- AP i ESSID 73722 2558 T, BEGRNA N A= "Z1T9 &, WRITR LRy PV —
JWBANLIERRL, Xy N —=27IZBNT 572 DHCP O8fEC XD, IP 7 L AL

DFBEEIT D .

- ESSID 285872 % AP W& FA— 95 &, BRRBEHIC X0 @5 ORI 23005 .

ESSID [Ffl—D%6

ESSID FE[F—DHE—14.43 7.

—1) 2.96 FO(EBRAE R 3.1.2.A . + FEERFER 3.1.2.B. /2 X 1).



WAPL IZBI1F 5/ RA— DO EH

3.3. Eg3
< EBR 1 L ORI ER.
* PLANEX 84D AP Z{EH L7=~> KA — 3506k,
< EBR 1 CHEH L7 AP OSSR H LE Y XX ORI EFHL, XA T Loy KA
— O PNEDE D O TIX WD EFHEEIT /R -T2,

3.3.1. BEEA

- EBR 1 ORSERERL) D DT .
< AP DR X A I,

< fEH L7- AP OFEM

PEEN S MAC Address
AP1 PLANEX 00:90:cc:bal7:fe
AP2 GW-AP11SP 00:90:cc:9f:65:58

s TOMOSRMEITIBR 1 &2 TRER
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3.3.2. FEB#EE
< 2 FEEH O LB R 2157
< Lk, SONTRERICESE, A, BL, EBRER, B%, v—F U AN, o CHEL.

3.32A EBEE
< A OFEBRFERIL 5 [FIF 3 [HET7-.

+ Air-PacMon @ SR #E 5
=BG AR D OREE, ZAERPRRINTHRVOIX, BEGEROER ST 727
», AirPacMon TX ¥ 7T ¥ CTCEZehoT-T-d &2 7.
A TH> THDHERDIE, AP2 0 b~V FFx¥ A NIz T—4.
—IREOES1E, STP(Spanning Tree Protocol) & % % 7-.
—>HEBDOES L, UDP & IAPP.

No | B5RRHEER | SEIEL-F [ Feugl [Macil-l [ BssID [ #Emar-vaurbil [giEssai-2artla |
2018 43,832 11Mbp= ] 7°0-7LGE | D090CCIFEGEES | AP2_PLANEX_MAC FEEhIR A
2014 49,942 IMbps= g 7'p-2*E$ | 0N90CCIFERER | §REhIRA AP2_PLANEX_MALC
2020 49,942 1Mbps ] oK
2021 49,942 T1HbRs g 7'0-7°ME® | OD90CCYFEEES | AP2_PLANEX _MAC FEEhif =
202z 49,942 11Mbp= ] K
2023 49,942 IHbps ] HLEK
2024 49,942 11Hbp= ] $HE O090CCAFESESE | AP2_PLANEX_MAC fEENIR AR
2025 49,942 11Mbp= ] HCE
2026 49,942 1Hbps ] HLEK
2027 49,942 11Mbps ] &g ODA0CCAFESESE | AP2 _PLANEX_MAC EEhiR A+
2028 49,942 11Hbp= ] ALK
2024 50,202 11Mbps ] Fi-h O090CCHFRGES | §EEhiEF APZ_PLANEX _MAD
2030 50,202 11Hbp= ] ALK
2031 50,262 11Mbps ] Fi-h Q00000000000 | O040C7a40404 FEFEFFFEFFFE
A 50,404 TTHbp= ] Fi=H OOA0CCAFELGE | AP2_FLANER_MAC D1g0CZ000000
2033 51.434 11Mbp= ] 74 OD90CCAFESEE | AP2_PLANEX _MAC 0180C2000000
2034 52,436 11Mbps ] Fi-4 ONA0CCAFEEESE | AP2 FLAMEX MAC 01%0C2000000
TNaG BT, o070 TTWEE= T TF-END+... | GEG0TDEATZOG
2036 53,287 11Mbps ] oK
2037 53.237 11Hbps g Fi-h 0090CCHFRGEER | ETERFE FEEhiR
2038 53,287 11Mbps ] BCK
2039 53.377 11Hbps ] Frul 48FBCCIFRGSS | f5@hiRE AP2_PLANEX_MAC
2040 53,377 11Hbp= ] ALK
2041 54,208 11Mbps ] BCK
2042 54,208 T1Hbps g 70 O0A0CCHFRGEES | f2@hiR=E FFFFFFFFFFFF
2043 54,208 11Mbp= ] Fi-h ODA0CCIFESSE  NATFEOX EahiR+
2044 54,208 11Hbp= ] BLK
2045 54,208 11Mbps ] ALK
2046 54,208 T1Hbps g Fi-h O090CCHFESEE | MATFEOX fEEhim =
2047 54,208 11Hbps ] ALK
2048 54,238 11Mbp= ] ALK
2044 54,238 T1Hbps g Fi-f D090CCHFRGES | fEEhiR=E FFFFFFFFFFFF
2050 54,238 11Mbp= ] -4 ODA0CCAFEEEE | EIERAR FEEhim
2051 54,238 11Hbp= ] ALK
2052 54,228 11Mbps ] K
2084 54,238 11 Hbps g Fi-h 0090CCHFRGESR | ETERFE FEEhiR
2054 54,228 11Mbp= ] ALK
2085 h4,.358 1iibp g BLCE
(B E R4 420 1 1 ibp ] 5 h NNA0CCAFEERS | AP PLANER MAC 01802000000
Z0h7 hd, 4649 TTMbp= ] To-4 ONANCLAFEL DS | AP2_FLANEA_MAC NTNOsENN0 Be
2058 54,724 11Mbps i -4 DN90CCAFESESE | AP2 PLANEX MAC FFFFFFFEFFEE

- %4 k No.2057, 2058 DFE LUV EH
« 2O A Ethereal @ No.103, 102 O 37w Mkt T 5.

No | B5RSEER [ #{Ema7-va07 b LA [ #iE%ar-9207 013 [ baoam-bEoonkal [ #Em2.b0-970 L3 [ #iEses.bo-07b L3 [ #{Emt-b7 [ #iEkt-ta
4,238

2063 54,232 EERFE FEEhIEF ICHP (IJ-EGEDD 192.168.1.178 192.168.1.181

2054 64.238

2055 54,358

056 b 4 APD PLAMER MAC plgncaopoong
2057 b4.469 | APZ_PLANEX_MALC nio0nse0nn g2 I 192.168.1.2 224.0.1.178 817 an1y
2058 54.739 | APZ_PLANEX_MAC FFFFFFFFFFFF uDpP 192.168.1.2 192.168.1.255 2313 2313




WAPL 1281 Ay RA—_"DFEHRFHH

« Ethereal & 5 5

Mo, . Time Source Destination Protocol | Info
76 38.066703 152.1658.1.181 192.168.1.178 ICMP Echo fping) reguest
77 3B.067082 152.168.1.178 152.168.1.181 ICMP Echo (ping) reply
78 39.079975 152.168.1.181 152.168.1.178 TCMP Echo (ping) request
73 39.080308 1%92.168.1.178 192.168.1.181 ICMP Echo {ping) reply
80 39.194740 00:90:cc:5a:17:fe 0L:80:c2:00:00:00 STP Conf. Root = 32768/00:90:cc:5a:17:fe Cost = 0 Port = 0x3002
. 006998 192.168.1.181 192.168.1.178 ICMP  Echo £ping) request
. 007333 152.1658.1.178 192.168.1.181 ICMP Echo fpingd reply
.194783 QQ0:a0:cc:5a:l7:fe 1C2:00:00:00 STP conf. RoOOT = 32768/00:90:cc:5a:17:fe Cost = 0 Port = 0Ox8002
194735 00:90:cC:5a:17:Fe 1C2:00:00:00 STR conf. Root = 32768/00:90:cC:5a:17:Fe Cost = 0 Port = Ox3002
.194750 00:90:cc:5a:17:fe 1c2:00:00:00 STP conf. Root = 32768/00:90:cc:5a:17:fe Cost = 0 Port = Ox3002
2194703 00:90:cc:5a:17:fe 1c2:00:00:00 STP conf. Root = 32768/00:90:cc:5a:17:fe Cost = 0 Port = 0Ox3002
.194714 Q coiha c2 STP conf. Root 32768/0 t5a:17:fe Cost = 0 Port = Ox8002
4 5 0 STP Topo MOT1T7 10N
194679 cCiSa E2 o0 conf. TC + ROOT = 32765/00:90:cc:5a:17:fe = = Qx8002
G0 51.194820 QO:a0:cc:5a:l7:fe OL:80:c2:00:00:00 STP conf. TC + ROOT = 32765/00:90:cc:5a:17:fe Cost = 0 PoOrt = 0x8002
91 51.998514 152.1658.1.181 1592.168.1.178 ICMP Echo (ping) regquest
G2 51.5988%46 152.168.1.178 152.168.1.181 ICMP Echo {ping) reply
G3 52.987574 e e e T o e o R i e AR who has 192.168.1.2507 7Tell 192.168.1.181
G4 52.967640 00:90:cc:51:h59:05 00:11:2F:02:c4:b1  ARP 192.168.1.250 15 at 00:90:cc:51:b9:05
95 52.970084 192.168.1.181 192.168.1.250 ICMP Echo (ping) reguest
96 52.970135 192.168.1.250 192.168.1.181 ICMP Echo (ping) reply
G7 52.993000 00:11:2f:02:004 bl FRiFF:iFfifFifF:ff  arp who has 192.168.1.1787 71ell 192.168.1.181
98 52.998199 00:13:d4:09:cf:od 00:11:2f:02:d4:b1  aRP 192.168.1.178 s at 00:13:d4:09:cf:0d
G5 53.000625 152.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
100 53.000%3471 152.168.1.178 152.168.1.181 ICMP Echo {ping) reply
101 53.194710 00:90:cc:5a:17:fe 01:80:c2:00:00:00 STP conf. TC + RooOt = 32768,/00:90:cc:5a:17:fe Cost = 0 Port = 0x8002
102 53.220720 192.168.1.2 192.168.1.255 IAPP Announce Reguest(0l (version=07
103 53.225030 19 224 uoP Source port: 3517 Cestination p 3517
104 53.225645 [o[] H, 4 b I f ] LLC U, func=xID; DSAP MWULL LSAP Indiwv 1al, SSAP MULL LSAP
105 53.998377 152.1658.1.181 192.168.1.178 ICMP Echo {ping) request
106 53.999213 152.1658.1.178 192.168.1.181 ICMP Echo (ping) reply
107 54.008264 152.168.1.181 152.168.1.178 TCMP Echo (ping) reguest
108 54.55861% 152.168.1.178 152.168.1.181 TCMP Echo (ping) reply

37 v b No.83 @ STP(Spanning Tree Protocol) ® H &
=l Frame 83 (60 bytes on wire, &0 bytes captured)
aArrival Time: Mow 23, 2005 20:23:11.255534000
[Time delta from previous packet: 1.187450000 seconds]
[Time since reference or first frame: 41.194783000 seconds]
Frame MNumber: 83
FPacket Length: &0 bytes
Capture Length: &0 bytes
[Protocols in frame: eth:11c:stp]
- IEEE 502.3 Ethernet
Cestination: Spanning-tree-(for-bridges)_00 (0L:80:c2:00:00:000
source: PlanetcCo_%a:17:fe (o0:90:cc:5a:17:Fe)
Length: 38
Trailer: ASASASASASASASAS
= Logical-Link Control
DSAFP: Spanning Tree BPDU (0Ox42)

IG Bit: Indiwidual
SSAP: Spanning Tree BPDU (0x42)
CR Bit: Command
- control field: u, func=ul (oOx030
oo, 00,.. = Command: Unnumbered Information (O0x000
vev. «.11 = Frame type: Unnumbered frame (0x03)

- Spanning Tree Protocol

Frotocol Identifier: Spanning Tree Protocol (Ox00000)

Frotocol version Identifier: Spanning Tree (02

EFDU Type: Configuration COx000

= BPDU flags: 0Ox00

0o oa.. Topology Change Acknowledgment: Mo
vens «..0 = Topology Change: Mo

Rroot Identifier: 327658 / 00:90:cc:5a:17:fe

Root Path Cost: O

Eridge Identifier: 32768 / 00:90:cc:5a:17:fe

Port ddentifier: 0x8002

Message Age: O

Max Age: 20

Hella Time: 2

Forward Delay: O
oono ol o0 00 00 cC da 17 fe 00 26 42 42
00 o0 0o 0 o0 Q0 17 e Q0 00
0020 00 00 14
0030

- No.88 LLFiI® STP 134T Z D=
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« 737 > k No.88 @ STP(Spanning Tree Protocol) D H1 &

= Frame 88 (60 bytes on wire, &0 bytes captured)
Arrival Time: Mov 23, 2005 20:23:19.255696000
[Time delta from previous packet: 0.000231000 seconds]
[Time since reference or first frame: 49,194945000 seconds]
Frame Mumbher: S8
Packet Length: &0 bytes
Capture Length: &0 hbytes
[Protocols in frame: eth:1lc:istp:datal
- IEEE 802.3 EThernet
Destination: Spanning-tree-(for-bridges)_00 (01:80:c2:00:00:000
source: Planetco_9fF:65:58 (00:90:cc:9f:165:58)
Length: 7
Trailer: ASASASASASASASASASASASASASASASASASASASASASASASAS, |
= Logical-Link Control
DSAP: Spanning Tree BPDU (Ox420
IG Bit: Indiwvidual
SSAP: Spanning Tree BPDU [Ox420
CR Bit: Command
- Control field: u, func=ul (0x03)
oo, 00.. = Command: Unnumbered Information (Ox000
..11 = Frame type: unnumbered frame (0x03)
= Spanning Tree Protocol
Protocol Identifier: sSpanning Tree Protocol (Ox00000
Protocol wversion Identifier: Spanning Tree (0)
EFDU Type: Topology Change Motification (0x80)

=t
sy

oo 0 E]

[

E]

]
A Nl
i

80 2
Q0 0o




WAPL IZBI1F 5/ RA— DO EH

+ 737w b No.89 @ STP(Spanning Tree Protocol) D H1 &

= Frame 89 (60 bytes on wire, 60 bytes captured)
Arrival Time: Mow 23, 2005 20:23:20.255430000
[Time delta from previous packet: 0.9959734000 seconds]
[Time since reference or first frame: 50.194679000 seconds]
Frame Mumber: 89
Packet Length: 60 bytes
Capture Length: &0 bytes
[Protocols in frame: eth:1lc:stp]
= IEEE 802.3 Ethernet
Destination: Spanning-tree-(for-bridges)_00 (0l:80:c2:00:00:00)
source: PlanetcCo_%Sa:l7:fe (o0:a0:cc:5a:17:Fe)
Length: 38
Trailer: aSAa5A5A5A5A5A5A5
= Logical-Link Contral
DSAFP: Spanning Tree BPDU [Ox420
I Bit: Indiwidual
SSAP:D Spanning Tree BPDU (Ox42)
CR Bit: Command
= control field: u, func=uIl (0x03D
oo, 00.. = Command: Unnumbered Information (0x000
vews «.11 = Frame type: Unnumbered frame (0x03)
= Spanning Tree Protocaol
Frotocol Identifier: Spanning Trees Protocol (Ox0000)
Frotocol version Identifier: Spanning Tree (02
EFDU Type: Configuration (Ox00)
= BPDU flags: 0x81 (Topology Change aAcknowledgment, Topology Changel
1... .... = Topology Change Acknowledgment: wves
s usile=STOpOl0 Change: Yes
root Identifier: 32768 F 00:90:cc:5%a:17:fe
Root Path Cost: O
Eridge Identifier: 32768 / 00:90:cc:5a:17:fe
Port ddentifier: OxB8002
Message Age: O
Max Age: 20
Hzllo Time: 2
Forward Delay: O

oooD 01 B0 cZ2 Q0 00 Qo 00 cC 5a 17 fe
o1 0 oo o : oo 0 Ga 17
o020 g o o 4] J: 1. 2 &80 U2
Q030 2 00 G0 OOREEEEEEEL a5 abd ab ah

c IREODERLY DIHH /3~ k No.83 @ STP(Spanning Tree Protocol) & i 9 .
2Oy 8 74—~y RO 11 [EREVTEZIZ, No.83 DXy M7 4 —~< v MIR-TZ.
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« %4 v | No.102 @ TAPP(Inter Access Point Protocol) > H1 &

= Frame 102 (60 bytes on wire, 60 bytes captured)
Arrival Time: Mow 23, 2005 20:23:23.281471000
[Time delta from previous packet: 0.026010000 seconds]
[Time since reference or first frame: 53.220720000 seconds]
Frame Number: 102
Packet Length: &0 bytes
Capture Length: 60 bytes
[Protocols in frame: eth:ip:udp:iapp]

- Ethernet II, src: Planetco_9T:65:58 (00:90:cc:9F:65:580, Dst: Broadecast (Ff:iff:ff:ff:ff:Ff
Destination: Broadcast (fFf:ff:ff:ff:fFf:Ff)
source: PlanetCo_9f:65:58 (00:90:cc:9f:165:58)
Type: IP (Ox0B00)
Trailer: 2020

- Internet Protocol, Src: 192.165.1.2 (192.168.1.20, Dst: 19%2.168.1.255 (192.168.1.255)
version: 4
Header Tength: 20 bytes

o Differentiated sServices Field: 0x00 (DSCP 0x00: Default; ECM: 0x00)
0ooo 00, . pifferentiated serwvices Codepoint: pefault (0x00)
0. ECHN-Capable Transport (ECT): O
g i ECMN-CE: O
Total Length: 44
Identification: 0xQ0O00 (0]
= Flags: 0x04 (DoOn't Fragment)

0... = Reserved hit: Not set
.1.. = bon't fragment: Set
.0, = More fragments: Not set

Fragment offset: O
Time to Tiwe: 64
Protocol: UDP (Ox11)
= Header checksum: 0xh&ef [correct]
[Good: True]
[Bad : False]
Source: 192.165.1.2 (192.168.1.2)
Destination: 1%2.168.1.255 (192.168.1.255)
= User Datagram Protocol, Src Port: 2313 (2313, Dst Port: 2313 (2313)
Source port: 2313 (2313
pestination port: 2313 (2313)
Length: 24
Checksum: 0x5f85% [correct]
- Inter-Access—Point Protocol
version: 0
Tywpe: Announce Request(o)
= protocol data units
Metwork Mame(0) walue:
PHY Type(lé) walue: Proprietary

0000 TF TT TT TF TT Tf 00 00 <oC Of 55 58 08 00 45 00 ........ i B, i Es

0010 00 2¢ 00 00 40 00 40 11 b6 6f <0 a8 0l 02 <0 a8  .,..@.6. .0......

0020 01 Ff 05 0% 09 09 00 18 5T 85 FEEEPEPPREET “m
6 00 00 11 o4 bl 00 OO

0030 [EE




WAPL (28T 5/ RA— DO EH K

- X4+ k No.103 ® UDP o &

= Frame 103 (60 bytes on wire, 60 bytes captured)
Arrival Time: Now 23, 2005 20:23:23.285781000
[Time delta from prewious packet: 0.004310000 seconds]
[Time since reference or first frame: 532.225030000 seconds]
Frame Mumber: 103
Packet Length: &0 bytes
Capture Length: 60 bytes
[Protocols dn frame: eth:ip:udp:datal
= Ethernet II, src: PlanetCo_5f:65:58 (00:90:cc:0F:65:580, Dst: 01:00:52:00:01:h2 (01:00:52:00:01:h2)
Destination: 01:00:5%2:00:01:h2 (01:00:52:00:01:h20
source: PlanetCo_9f:65:58 (00:90:cc:9f:65:58)
Type: IP (OxO0500)
Trailer: 2020
= Internet Protocol, Src: 192.168.1.2 (192.1658.1.20, Dst: 224.0.1.178 (224.0.1.178)
version: 4
Header length: 20 bytes
- pifferentiated services Field: 0x00 (DSCP 0x00: Default; ECH: 0x00)
QQo0 00.. pifferentiated services Codepoint: cefault {Ox00)
A ECHM-Capahle Transport (ECTI: O
. ECM-CE: O
Total Length: 44
Identification: Ox0000 (00
= Flags: 0Ox04 (Don't Fragment)
0. rReserved bit: Not set
R bon't fragment: Set
..0. = More fragments: MOt set
Fragment offset: ¢
Time to live: &4
Protocol: UDP (Ox11)
= Header checksum: 0x%764 [cCorrect]
[Good: True]
[Bad : False]
Source: 192.168.1.2 (1%92.168.1.2)
pestination: 224.0.1.178 (224.0.1.178)
= User Datagram Protocol, Src Port: 3517 (35170, DSt Port: 3517 (3517)
Sgurce port: 3517 (35170
Destination port: 3517 (35170
Length: 24
Checksum: 0x3712 [cCorrect]
Data (16 kbytes)

o000l 00 Se 00 01 B2 00 S0 cc 9T &5 58 O8 00 453 00 T Do
0010 00 2c 00 00 40 00 40 11 97 &4 <0 aB 01 02 20 00 N - -
Q020 0od bd 00 18 37 12 [EPPECENCECTEETY ... 7.

0oz0 @ 0 11 2 02 d4 B ST 20 20

« /3% k No.104 ® LLC O &

= Frame 104 (60 hbytes on wire, 60 bytes captured)

Arrival Time: Moy 23, 2005 20:23:23.286395000

[Time delta from previous packet: 0.000615000 seconds]

[Time since reference or first frame: 53.225845000 seconds]

Frame Number: 104

Packet Length: &0 bytes

Capture Length: &0 bytes

[Protocols in frame: eth:1lc:data]l
- IEEE 802.3 Ethernet

pestination: eBroadcast (ff:ff:fFF:ff:ff: D

Source: 192.168.1.181 (00:11:2F:02:cd4:b1)

Length: 8

Trailer: 2Z02020202020202020202020202020202020202020202020. ..
=l Logical-Link Control

DSAP: NULL LSAP (Ox000

Is Bit: Indiwidual

SSAP: NULL LSAP (Ox000

CR Bit: Command

- Control field: U, func=<ID (0xaF)
101. 11.. = command: Exchange identification (Oxzh)
vev. .11 = Frame type: Unnumbered frame (0x03)
Data (5 hytes)

gooo £f £F £f £ £ £ 0o 11 2 02 dd4 bl 00 0% 00 00  ........ A
o010 af 81 01 oooo

Qo020 )
Qo030
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liii}

3.3.3.A EZ2=2
No. EZ8
81 BEE AN AP £ H CHEEWARICKH LT ICMP % 1%5%1(5.

82

Z 0%, BEARIE APL OERESS~YHEBIBEI 21TV, APL 22O 5.

83

STP(Spanning Tree Protocol)
Xy T =7 DTEALIZFED T7r—RXxy XA bR MU —2A] Z<TEOICEMAIICERE
b8 . IEEES02.1d & L CHEHEL STV 5.

EEITXTOMAC T RV A%Z RS L, 00:90:cc:ha:l7fe & FREIN TN 5D,

ZOMACT RLRIZAPIDOHEDTHS.

2 NS —HDOEIETAPL M HIXEEH TN D,

27y b ogEdeid MAC 7 KL, 01:80:¢2:00:00:00. ZHiEF—Z% VU 7EL~ULT
DNV F X AT RLAZRTLUFO STP O%E%E7T KL A $ Ak,

84

234k No.83 D22 L [FIEE.

85

23 |k No.83 DEL L [FEE.

86

23 |k No.83 DEL L [FEE.

87

2347 b No.83 D E%L L [alkE.

88

BEE RS AP1 22 GRERL%, 9.19 &I xry b U —2 EIT STP M (5.

EEITTO MACT RLAZRS L, 00:90:cci9f:65:58 LRI NTWND.

TOMACT FLRIZAP2DHLDTHS.

AP2 DA EICEE S STP I Z D BRTZ 5 7.

Oy bR, EH EIC AP2 225 STP A</ F X v 2 b XLb.(AirPacMon @
FERZ )

FiHr B STP 23 1E 5% # 1% Topology Change Notification & #8 &7z,

BENGERY AP2 ZAL T, Ay NT—27 OIRNPEL L= 2 &%, oBas 2 58T
WAHDTIZRWINEE 2T,

£72, X7 v b Trailer 7 4 — L7134 T ASA5A5...... Lo THBY, EROHDHIEH
BIEATWRWEE 2T,

89

AP1 725 @ STP.

No.88 @ Topology Change Notification #5JHt~>7-Z &% s U 47 & LT, No.83 @ STP
DIEST — X2 PR LT,

No.83 ® STP & 21k L 72647 1% Topology Change : NO 7% Topology Change : Yes &
Y, Xy NI ORNEboST2ZbE~LF XY AL TS,

2 RN —EOEETAPL MO EEIN TV .

11 AR C A v'—T %85 L7212, Topology Change : NO [Z/&E Y No.83 & [FIEED
HmaERET 2L IChkot.

90

2347 b No.89 DELE L [6lkE

91
92

#%%3.1.3.A D3> | No.56, 57 & [FlEk.

BEhEAR DY AP2 #H CEEMmRAIZK LT, ICMP %5515,

[ E o AR ISR L COFEREMEIIR T L TWARWA, BENRIXEE AR IR LT
ICMP # »vtE—U% ping -t 2~ RIZLVEE LEIT TWDDOT, 20X ) iR+
EEZT.

93
94

#%23.1.3.A D37 b No.b8, 59 & [AEk.
BENmARD S D ARP.
TN = T2 A DT R ARREITH> TS,

95
96

%% 3.1.3.A ® 3w b No.60, 61 & [AlEk.
BEERNG, T 73V 87— k7 = A ~D ICMP.
BENNGANT 74V NP — NU = A OMEREITH> TN D,

97
98

#£%%3.1.3.A D37 v b No.62, 63 & [FEE.
BaEE AN 5 D ARP.
B EMARDT KL AR ZFT> TN D,




WAPL IZBI1F 5/ RA— DO EH

99 24y b No.91, 92 D#%2 L [Flkk.
100
101 2347w b No.89 D& %% L [AlkE.
102 AP2 75 @ TAPP(Inter Access Point Protocol)
EDOLHINNTry N7 —~y NaDh, EOL I T —X &#E A TND DI,
103 AP2 7>5® UDP
BATWDT —HIL, 737 v bk No.102 @ TAPP & [Al%k.
EDOXHI Ny N T —~<v MDD, EDOX 72T — X EEA TV DDA,
il e 17
AirPacMon O ZEE#E R TlE, 237 v b No.104 ® UDP /347~ kD J53, 234~ + No.103
® IAPP LV eIk ¥ 7T v Sz,
JEIRIEARAEA, A ENE Ethereal OfEHRIZH 5%, B, v —Frr AKEHi<.
104 BEhuE A 5 O LLC.
LLC i% %82 3.1.2.B TH A722%, EBi3.1.2B D LLC & 1TEA TS T — X NER 5.
Ethereal O RZ AR Y TIIEEFE L nBER K L 72> TWnDH 0,  AirPacMon O 5
(2 LLC i38inero7=. ko T, LLCI%, AP2 7, BE KD MAC 7 KL A 5i%E(E
LTWAECARENT T, LLCZEFELTWAHDOTIE W inEE X T,
72, X7y FO Trailer 7 #+— A4 T 202020...... Lo TEY, BRODDIERE
HEATWRWNWEE 2727200815 ASCIL 2 — FOAR—ZAEZR L TWND,
105 #£%%3.1.3.A D37 > | No.64, 65 & [FAlkE.
106 FEhU R O [E ES A I L COHEEREMENK T

BB ARIE, AP2 ZJr L ClEENAR & OlfE 2 T 2.
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3.84A. —r XK

(@) ()
EEHE FIt kT —FozL AP2 AP1 a
YT BU&EE
Tl - STP( Spanning Tree Protocol )&I&Fy k7 — S Z MM
Multicast Y —RICFTHE (S&Y, L—TERHCHEEE
LIAPTIE 2B MR TR ELIR TS
[@=ICMP Request === AP1EE O B % DICMP.
ICMP Repl >
T >
Multicast x5,
VAN ™
)
~
I [k AP OB HBA~BBE, APILOT VS T—sash I
- riﬂﬁﬁ FDHIERE, AP2OE—aERA. -
I - Probe Req [ Ar2omamROrY, EREAPAHLTTA—TERERS, l
| beeeprobe R > [pazss 7o —cmxiTHT 818, |
il |
. AP2A A 512812, BIIEK EAP2O R 35 | .
I thenticati I
vl Association_ _ _ _ .
| Request API~B AT B1-8 DILE |
L - Association, o
. Response el .
bt o omm s e 0 fem | o emmm o e 4 e s e 0 e b e 0 o e e 0 e e e
. AP2ISH B RA B AL T AYRT—IDBRAEALIZEE, oD
000 —— otones PIZEIS T BDTIE, EEX L=,
e > B RN AP2ABEBLI-CEERNHELT, AP2H SRR LIZSTP
Multicast hot—shzrFFezbanassiztot
T LU AP2 (£ R TR B LB
093,200 —— Multicast x 2
AP2A\SDSTP%E Z (T Bt APIA R YT —I DKM EHo1=C
- - }XZ EXBASTPERELTVNAOTIE, EEA T
Multicast e
280 —— - MP Requests==a] B BiG K 1% B 36 K <% L TICMPZping-ta VU RIZEYZEELEKET T
280 —— VBDTIDESHERICH 1=
ICMP > FEIAREDBE FELEFIBLTLEL
37— bl Wh :n 10216812507
- —» o has 102.160.1.2002 WEBBIE TS, 74T —FITAOTFLARR. |
377 —— RP R —— .
378 —— - ICMP Rea —
378 —— IGMP Reply—fe > FIF IS — S T AFIRD 18 DICMP. |
380 | - RP Br —
Who has 192.168.1.1787
— BEBMICETL BREROTFLARA |
380 —— ARP Rep »
381 —— - - 1 R
- MP Rea 7 B8 5K (£ R 84 K (<5 L TIOCMPFping-t1 Y U RIS kY LE T T
381 —— IGMP Repl » BDT, COEIBREIHS T, BRBREDBEFBHLTLEL
.
400 —— Multicast
BB RNAPLATEHELLCEEMIHELT, AP2A SRR EIZSTP
YE—SMTLFECRIEND LSS
T >
Multicast
lIAPP( Inter Access Point Protocol ) APREE T O haJL AP TEIE %
403 ~4—IAPP > FoTH T RYMEFLVENY R —N—%ERT 5TORIL.
-« _/ oP231aH— M. ELLBIEIE RS
403 e D - UDPBA TS T —4IE, /347 Y No.102DIAPPE R #
- ” Multicast .~ EDQESBITIRTF—TIMNED D, EDKILET—2EBATNED
LLe N B]. UDP3517R—h %A
Lt —
S N Sroadeast _A BHRAALHLLO
TrailerA£T202020....& &> THY, BERDHDHEHRITEA TLELY
480 | - ICMP R EZ T 20" EIFASCIA—F D AR—RFERL TS,
- equest == =
480 —— ICMP -
)




WAPL 1281 Ay RA—_"DFEHRFHH

3.5.2.B EBHFE

B O EBRFE R 5 B 2 1157~

Air-PacMon @ EBafk 5

[ _No| esRStgeR | 5@iSlL-b | Feodl [MacoL-k [ BSSID [E{E727-9a0P b LA [ E(E%T 9207 M LA |
74 44,654 11Mbps 4 7ok QO30CCAFEEGS AP2 _PLAMEX_MALC o1a0czooooon
575 44,945 THbp= ] 770-77ER | 000CCAFEGAS EEhim A AF2_PLAMEX _MAC
578 44.945 THbp= 8 ALK
577 44,945 11Hbp= ] 2°0-7°IEE | 0090CCAFREES BP2 _PLAMEX _MALC IEEhiR A+
i 44,9445 11Hbp= g ALK
573 44,345 THbp= g A Q030CCIFEEES fREIR AP2_PLAMEX _MAC
ha0 44,945 TMbps 2 ALK
ha1 44,945 11Hbp= 2 ERH Q030CCAFEEGE AP2_PLAMEX_MAC IZENIR A
ha 44,945 11Mbps 2 ACK
haa 44,945 THbps= 4 M EH QO30CCAFEEGS HE BN APZ_PLANER _WAC
had 44,945 THbps= 4 ACE
585 44.945 11Mbps 4 & A TEEY Q030CCAFEEES AP2_PLAMEX_MAC IZENIR A
h8E 44.945 11Mbps 8 ALK
BBT | 45.125 | 11Mbes I 0039BB1CEEEE | fSBhiRE AP2 _PLANEX_MAC

- Ethereal @ 3255 %

Mo. - Time Source Destination Frotocol | Info
118 26.483633  192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
119 26.483979 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply
120 27.330723 00:90:¢cc:5a:17:fe 0L1:80:C2:00:00:00 STP conf. ROOL = 32768/00:90:cc:5a:17:Fe Cost = 0 Port = Ox8002
121 2¥.524265 102.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
122 27.524597 192.168.1.178 1%2.168.1.181 ICMP Echo (ping) reply
123 25.330625 00:90:cc:5a:17:Fe 180:c2:00:00:00 STP conf. Root 32768/00:80:cc: Cost = 0 Port = 0x8002
124 31.330637 00:90:cc:5a:17:Fe 180:c2:00:00:00 STR conf. Root 32768/00:90:cc: Cost = 0 Port = 0x8002
125 33.330592 00:90:cc:5a:17:fe 100:00:00 STP conf. Root 32768/00:90:cC: Cost = 0 PoOrt = Ox8002
126 35.330611 00:90:cc:5a:17: STP . Root 32768/00: Cost = 0 Port = Ox8002
127 37.330561 iz STR . Root Cost = 0 Port = (Ox8002

330574 R Cost = 0 Fort = OxB0O2

128
g

Q = = 0 Port = 0x8002
131 41.3230677 00:90:¢c:5a:17:fe 0L1:80:C2:00:00:00 STP conf. TC + = 22768,/00:90:cc:5a:17:Ffe Cost = 0 Port = 0xB002
132 42.3230554 00:90:¢cc:5a:17:fe 01:80:c2:00:00:00 STP conf. TC + Root = 32768/00:90:cc:5a:17:fe Cost = 0 Port = 0xB002
133 44.496132 192.168.1.2 192.168.1.255 IAPP Announce Reguest(0) (version=07
134 44.500364 192.168.1.2 224.0.1.178 uppP source port: 3517 Dpestination port: 3517
135 44. 500965 o0:1l:2f:02:dd 1bl TrFtrf ot FRitf LEE u, func=xIb; DSAP NULL LSAP Individual, SSap MULL LSAP Command
136 44.639528 192.168.1.181 192.168.1.178 ICMP Echo (ping) reqguest
137 44.6309646 1092.168.1.178 192.168.1.181 ICMP Echo (ping) reply
138 45.330526 00:90:cC:5a:17:fe 01:80:C2:00:00:00 STR conf. TC + RoOOL = 32768/00:90:cc:5a:17:Ffe Cost = @ Port = 0x5002
139 45.639098 192.168.1.181 1%2.168.1.178 ICMF Echo (ping) reguest
140 45.639438 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply
141 46.630000 102.168.1.1681 152.168.1.178 ICMP Echo (ping) reguest
142 46.630356 102.168.1.178 aUER. L AL AL ICMP Echo (ping) reply
143 47.230517 00:90:¢cc:5a:17:fe 01:80:c2:00:00:00 STP conf. TC + Root = 32768/00:90:cc:5a:17:fe Cost = 0 Port = 0xBO02
144 47.639630 192.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
145 47.639938 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply
146 48.107908 00:11:2F:02:d4 b1 i e ARP who has 192.168.1.2507 Tell 192.168.1.181
147 48.107968 00:90:cc:51:h9:05 00:11:2F:02:d4 b1 ARP 192.168.1.250 15 at 00:90:cc:51:b9:05
148 48.110688 192.168.1.181 192.168.1.250 ICMP Echo (ping) reguest
149 48.110755 192.168.1.250 1%2.168.1.181 ICMF Echo (ping) reply
150 48.639088 00:11:2F:02:d4:b1 T i R R A Rl ARF who has 192.168.1.1787 Tell 192.168.1.181
151 48.639327 00:13:d4:09:cf:9d 00:11:2f:02:cd4:b1 ARP 192.168.1.178 is at 00:13:d4:09:cf:9d
152 48.641476 102.168.1.161 152.168.1.178 ICMP Echo (ping) reguest
153 48.641820 102.168.1.178 152.168.1.181 ICMP Echo (ping) reply
154 49.3220466 00:90:¢cc:5a:17:fe 01:80:c2:00:00:00 STP conf. TC + Root = 32768/00:90:cc:5a:17:fe Cost = 0 Port = 0xBO02
155 45.639028 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
156 49.639581 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply
157 50.638810 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
158 50.639152 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply

3.3.3.B. 5

Ny N7 =~y MIATEREER 3.3.2.A @ Ethereal ® % d & [FlEk.

= 9 silEL IAAP, UDP ,LLC ® 3 >D 347 > ~3, EERFER 8.83.2.A ©3%7 » | No.90 @ STP
DEIZHENTWDHDOHRTHH.

N7y R =D =D ODONWTDEL, o —F o AXTE.

335 EF1oD—r 2 X E DB

Z OEBRIAEA L 7-#251% STP(Spanning Tree Protoco) ZF|H LT, v b7 —7 & inFiH)
YV —RIZL, Xy =T DOA—T %N TND, ZO7a hauil kv, APiExry hU
— 7 DIIREZ T 5.

IAPP, UDP, LLC ® 3 DD/ 3% v NI Ny RA—NBECHIND /N RED, ZiH OFHL
BN, XL BB,

LAY 2 TOEEZ R TH, ESSID 23A—D8%513%EE 1 T, 2 AER-BHSAIRE, &
ANER-SNINE L D 720, FER 3 OLA S AER-SNIGE L —FIH L7220,
FELWDIANY RAE—REEDEIIZIZEZE LR T2y, Ty T RXUOTDOENILY, N KA —
D=l ANENT D Z ENESRIOERTHN-T2.
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3.4. FEB 4
< FEER 1 L DO FEER.
- HRD AP (Z%F U C R 21T - 72 5B,

3.4.1. BEER

- FEBR 1 ORISR B DA T .
- F2BR 1 OFSIERERL D AP2 DB AR Y 4 LT-.
- ZOMOSMTER 1 &R

vl )

Z

DHCPH—/sv
[P 192.168.1.250
MAC 00:90:cc:51:9:05

BEIEHEX
IP 192.168.1.178
MAC 00:13:d4:09:cf:9d

)
Ccenane=?

Ethernet
P i LIS
<
‘\
L Y
‘\
(9)
‘o ( ) \\
r) L Y
| Y
2 @9{7’\ o‘ “
1 ER ) BEHE 3
/P‘ ¢ 1P 192.168.1.181 Ap1 '
d MAMAC 00:11:2£02:d4:b1 ESS—ID WATALAB-NET 1g
' IP 192.168.1.1 .
) [ ]
| [}
\ = ) ) )
u SSI Y [
BosE AP1D B R mpy~ K
IP unknown N '0
L Y 4
e ZEEX PR
e IP 192.168.1.181 o’




WAPL 28T 5> RA— D38

3.4.2. FEBATE

« Air-PacMon O FE s 5

[ Mol ozRaw@EER | @iEL-k [ Froal | Wacil-i [Ess1D EfEmar-2a0PtLd [ GEEsEar-9270 13
2278 77.437 IMbps ] 1°0-77EE | 000740400356 ZEhinE &P1_BUFFALD_MEFEMAC
2279 77,432 1Mbps ] B
2280 17.432 1Mbps ] 7°0-7°IGE | 000740400356 AP1_BUFFALO_EESRMAC | f5&hiEF
2281 77.432 1Mbps ] 7°0-7°I5E | 000740400356 AP1_BUFFALO_EEFEMAC | 15&hiR AR
2287 77,447 1Mbp= g 1°0-7°5EE | 00074040D35E AP1_BUFF&LO_EEFRMAC | $2&hiRR
2283 77,447 1Hbp= ] #CE
2294 77,442 IHbp= 4 2'A-3°IEE | 0007404DD3GE 4P1 _BUFFALD_BESRMAC | I2GhiRFF
2288 77,447 IMbps ] HAH 000740400366 ZghinF 4P1_BUFFALD_EEFSEMAC
2288 17,447 IMbps ] BCE
2287 77,442 1Mbps ] 7°0-7°IGE | 000740400356 AP1_BUFFALO_EEFEMAC | $2&hiR
2288 T7.442 1Mbps ] #iC
2289 77,442 1Mbps ] EAE 000740400356 AP1_BUFF&LO_EEFRMAC | fR&hIRFR
2291 77,447 1Mbp= g HCE
2291 77,447 1Hbp= ] &M ER 000740400366 FREN R &P1_BUFFALD_EEFSEMAC
2297 77,447 1Hbp= ] #CE
2293 77,447 IMbps ] & 2 HEET 000740400366 AP1_BUFFALO_EEFRMAC | $S&hiR R
2294 77,457 IMbps ] BCE
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Mo, -

73

12a

128
129
130
131
132
13z
134
135
136
137
128
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
i L]
1356
157
158
159
1a0
161
1a2
153
164
1a5
166
1&7
168
1659
170

Time

42.
42.
48.
48.

T
T
T
B
e
s
7.
78.
T
78,

100.
101.
ALBREY
101.
102,
102.

. 637563
1637610

. 636019
.436618

. 626150
626521
.B27723
186564
. B08B054
. 608389
LB22819
.B38551
LBO07926
.608270

L TLT0ST
467895
LBO7938
.BOB216
LB22798
o AL
. BO7866
L B08204
LBE7TFSL
L B07547
.60?892

BOS08E
609472
112485
112857

584012
585310
F42542
Fe4811
Fa73a9
831854
B07956
510074
6112352
622734

623104
LB07o21
. B08969
LB050330
. 611691

50

L T4B507
. 749088
408968
L 5300556
L 248941
L250514
. 623415
LBE0003
L 000580
P
L 7B2753
L 279447
L107002
107364
. 782576
1076862
107995
107840
LA079FF
. 2B005S
L1OFE37
L 1079596
LTELSZT
107682
108012
L TELOYY
L107545
L1OFEEL
. 783918
L1OF5ET
LA107911
. 723541
L 726023
L F79270
L106823
L0715
. FBOL34

107575
L107907
532968
106861
107186
280475
028875
1068712

Source
1%2.168.1.181
192.168.1.178
1%2.168.1.181
192.168.1.178
0.0.0.0
1%2.168.1.250
1%2.168.1.250
0.0.0.0
152.168.1.250

00:11:2T:02:d4:
00:11:2F:02:c4:
00:11:2F:02:d4:
00:13:dd4:09:cf:

152.168.1.181
192.168.1.178

00:11:2F:02:c4:

s
dEERE
e

168.1.181
168.1.178
168.1.181

152.168.1.181
192.168.1.1581
162.168.1.181
192.168.1.1581
152.168.1.181
192.168.1.181
192.168.1.181
152.168.1.181
192.168.1.1581
162.168.1.181
192.168.1.181
192.168.1.181
152.168.1.181
192.168.1.178
162.168.1.181
192.168.1.181
192.168.1.178
152.168.1.181
192.168.1.178
152, 168.1.181
192.168.1.181
1%2.168.1.178
152.168.1.181
192.168.1.1581
152.168.1. 178
192.168.1.1581
1%2.168.1.181
152.168.1.178
192.168.1.181
152.168.1.181
192.168.1.178
162.168.1.3

HEE R e

192.168.1.181
152.168.1.181
192.168.1.178
192, 168.1.181
192.168.1.181
192.168.1.178
152.168.1.181
192.168.1.181
152.168.1.178
192.168.1.1581
15%2.168.1.181
152.168.1.181

Destination
152.168.
192.168.
152.168.
192.168.

1.178
1.181
1.178
1.181

25525
1.181
152.168.1.181

LT o e )
ablehelalistaia At

IR S AT L S
TEIE, FLATAR FAEAE. BAEAT RAFAF. REAT
R e
00:11:2F:02:cd4 b1
1562.168.1.178
152.1658.1.181L
RS
192.168.1.178
152.168.1.181
192.168.1.178

255.
168.

255.
102,

s e AT s
00 l% 2f:02:d4 b1

192,
ALl
162.
G2
192,
ARl
ARSI
162.
192.
162.
192.
bEr
162,
ALl
1G2.
HECiT
ARSI
AbeRls
dLsil
162.
s
192,
192,
ALE
162.
ALl
192.
e
1525
162.
192.
Ty
AL
HiSEE
162.
i
1G2.
i
192.
aie
SR
162.
HEBPI
192,
AR

168.
168,
168.
168,
168,
168,
1a63.
168.
168.
168.
168,
163.
168.
168.
168.
168.
163.
168.
168.
168.
168.
168,
168.
168,
168.
168.
168.
168.
163.
168.
168.
Ly
168,
163.
168,
168.
168.
168.
163.
168.
168,
168.
168,
168.
168.

FRRPRPRERERERERERRRR
B
]
P

178

Protocol
ICMP
ICMP
ICMP
ICMP
DHCP
ICMP
CHCP
DHCP
CHCP
ARP
ARP
ARP
ARP
ICMP
ICMP
ARP
ICMP
ICMP

MNEMZ
BROWSER
BROWSER
ERCWSER
ICMP
ICMP
BROWSER
ICMP
ICMP
ICMP
ICMP
EROWSER
ICMP
ICMP
EROWSER
ICMP
ICMP
EROWSER
ICMP
ICMP
ERCWSER
ICMP
ICMP
uopP
NEDS
ERCWSER
ICMP
ICMP
MNEMNS
ICMP
ICMP
NEMNS
ICMP
ICMP
NEMNZ
MNENS
ICMP

Info

Echo
Echo
Echo
Echo

Cpingd
(pino)
Cping)
Cpingd

regquest
reply
regquest
reply

Discover — Transaction

DHCP I0 Ox553FF0da
Echo (ping) reguest

DHCP offer - Transaction ID 0x553ffods
DHCP Regquest - Transaction ID 0x553Ffode
DHCP ACK - Transaction ID Ox553ffods

Gratuitous ARP

Gratuitous ARP

Tell 152.168.1.181
113:d4 :059:cf:od

who has 152.168.1.1817
who has 192.168.1.1817
who has 192.168.1.1787
192.168.1.178 is at 00
Echa (ping) reguest
Echo {ping) reply
who has 152.168.1.1817
Echo (ping) request
Echo Cping) reply
Echo (pingl request
Echo (ping)
TR

Gratuitous ARP

who has 192,168.1.2507 Tell 192,168.1.181
102.168.1.250 15 at 00:00:cc:i51:b9:05

Reg1strat10n ME WL-ENDEAVOR<00>
Reg1strat1on MNE Wl —EMDEAVOR<O0>

Echa (p1ng) request

Echo (ping) reply

standard guery A time.windows. com

rRegistration NE WL-EMNDEAVOR<OO>

Echo (ping) reguest

Echo pingl reply

Standard guery A time.windows. com

Registration NE WL-ENDEAVOR<OO>

Echo (ping) reguest

Echo (ping) reply
E.A ke d

Reg1strat10n MNE WATAMABE-LAB<00>
Registration NE WATAMABE-LAE<OO:>
Echo {ping) reguest

Echo (ping) reply

Standard guery A time.windows. com
Registration HNE WATAMABE-LAE<OO:

Echo (ping) reguest

Echo Cping) reply

Registration NE WATAMABE-LAB<OO>

Echo (ping) reguest

Echo pingl reply

M-SEARCH % HTTP/]

WL-ENDEAVOR<2 0>
WATANABE -LAB<les>
WL-ENDEAVOR<Z 03>
WATANABE -LAB<lex>
Registration NE WL-ENDEAWVOR<ZO>
Registration ME WATAMABE-LAB<le:
Standard guery A Time.windows.com
Registration NE WL-ENDEAWOR<20:
Registration NE WATAMABE-LAB<lex
REQUEST ANNOLUNCEMENT WL-ENDEAVOR

Host Aannouncement WL-EWMDEAVOR, workstation,
Request Announcement WL-ENDEAVOR
Echo {ping) reguest

Echo (ping) reply

REQUEST ANNOLNCEMENT WL-ENDEAVOR
Echo {ping) reguest

Echo fpingl) reply

Echo {ping) reguest

Echo ping) reply

REQUEST ANNOLUNCEMENT WL-EMDEAVOR
Echo (ping) reguest

Echo (pingl reply

Erowser Election Reguest

Echo (ping) reguest

Echo (ping) reply

Browser Election Reguest

Echo (ping) reqguest

Echo (ping) reply

Erowser Election Regquest

Echo {ping) reguest

Echo (ping) reply

Source port: 2086 Destination port:
Direct_group datagram

Erowser Election Reguest

Echo {ping) reguest

Echo (ping) reply

Registration NE WATAMABE-LAB<ld:>
Echo {ping) reguest

Echo Cpingl) reply

Registration NE WATAMABE-LAE<ld:>
Echo (ping) reguest

Echo (ping) reply

Registration ME WATAMABE-LAB<ld>
Registration NE WATANABE-LAE<ld:>
Echo {ping) reguest

Registration NE
Registration NB
Registration NE
Registration MNE

10260
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171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188

102

103
103

104
104

105
105

Llo07062
102,
106732
Llov0e2
103,
106774
L107101
104,
105,
1064852
.106999
A5
105,
105,
1046,
106,
e
aE

810214

560053

310129
060161

B41481
842008
B42782
106617
106948
106725
107061

EEEEE
192
192
192
162
152
192
192
192
192
192
192
192
152
ALE
192
192.
192.

1468,
L1168,
168,
168,
L1688,
168,
168,
168,
168,
168,
L1688,
168,
L1688,
168,
168,
L1168,
168.
168.

FRRERRERERERRERREREEREERRR

178
181
181
178
181
181
178
181
181
181
178
181
181
181
181
178
181
178

AL
192,
192.
192.
162,
ALER]
ALEES
192,
AL
192.
192.
192.
ALl
102,
AL
192,
192.
192.

1468,
168,
168.
168,
168,
168,
168,
168,
163,
168.
168.
168,
168,
168,
168,
168,
168.
168.

FRRERPRERERPERRERERRERERRERR

L1581

2575
178
181
255
178
181
2575
2575
178
181
255
255
255
178
151
178
181

ICHMP
MNEMZS
ICMP
ICMP
NEMS
ICHMP
ICHMP
NEMS
MNEMNZS
ICMP
ICcMpP
BROWSER
BROWSER
BROWSER
ICHMP
ICMP
ICMP
ICMP

Echo (ping) reply

registration NE <0l><02> MSEROWSE  <0Z2><0l>
Echo (ping) reguest

Echo Cpingl reply

Registration ME <0l><02>_ MSBROWSE__ <02><0l:>
Echo (ping) reguest

Echo (ping) reply

Registration NE <0l><02>_ MSBROWSE__ <02><0l>
registration NE <0l><02> MSEROWSE  <0Z2><0l>
Echo (ping) reguest

Echo (ping) reply

Reguest Announcement WL-ENDEAVOR

Reguest Announcement WL-ENDEAVOR
pomainworkgroup Announcement WATAMABE-LAB, NT

Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)

reguest
reply
reguest
reply
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- Ethereal OfERICH LT 4 VX O (k2 L2 @D 7 4 V2 %)
—Ethereal D% R2% &, /37 v k No.75, 76 O ICMP * vt — Y ZHkiZ, 27.72
O AP1 ORI TRtk L7212, BENmRIIFEGEEZ D 7. T D705
BRAE IR 8.2.2 LIEIERIC, Y KA — %12, Windows 7 /U r—y a U Raxs/ v
VERDTEDICZEIE RN FORVED 2L TWD LB T, ARIOBLEIX
N RA—= NI BE IR R MIZDOWTEREZITW WD T, Ethereal @%Eﬁn‘*%
LFD7 4 v B ZwH. &97 7y M LT 7 4 v & z2mH L THRR L7z,

!( udp.port == 1900 || ip.dst == 224.0.0.22 || udp.port == 53 || udp.port == 137 ||
udp.port == 138 | | udp.port == 10260)

+ SSDP(Simple Service Discovery Protocol)

Mo, . Time Source Desztination Protocol | Info

o4 HO0.63727 74 192 168 1 181 259,755, 255, 250 SSDF' M- SEARCH ¥ HTTP 1 1
= = T A =

+ IGMP(Internet Group Management Protocol)

Mo. . Titme Source Destination Protocal | Infao
O HS0.6845570 167,168, 1. I5T 224, 0.0, 27 IGMFP W3 Membership Report

- DNS(Domain Name System)

Ma. . Time Source Diestination Protocal | Info
08 80.6471T4 AL A AL ALERL 162.168.1. 750 DM Standard guery A Time.windows. com

105 Bl.627723 152.1568.1.181 192.168.1.250 DHS Standard query A time.windows.com
109 82.622819 192.168.1.181 192.168.1.250 DHS Standard query A time.windows.com
118 B4.622798  192.168.1.181 192.168.1.250 DHS Standard query A time.windows.com
132 BB.623415 152.1568.1.181 192.168.1.250 DHS Standard query A time.windows.com

- NBNS(NetBIOS Name Service)

Ma. . Time Source Destination Protocal | Info

[ 100 850, 686010 152168, 1. 78T 167, . 168, 1. 755 NENS Reqistration ME WL-ENDEAVOR<O0>
101 81.4326818 152.168.1.181 a8 AlEE).al 255 MNEMNS Registration ME WL-EMDEAVOR<00>
106 82.186564 192.168.1.181 192.168.1.255 MNENS Registration WE WL-ENDEAVOR<O0>
110 82.936551 192.168.1.181 a2 &84, 255 NENS rRegistration ME WL-ENDEAVOR<00>
114 83.717087 192.168.1.181 192.168.1.255 MNENS Registration WE WATANABE-LAB<OO>
115 84.467895 192.168.1.181 192.168.1.255 MNENS Registration MWE WATANABE-LAB<0O>
J0LE) E5. ALy ras 192.168.1.181 192.168.1.255 MNENS Registration WE WATANABE-LAB<OO>
122 85.967731 192.168.1.181 192.168.1.255 MNENS Registration WE WATANABE-LAB<0O>
126 86. 748507 192.168.1.181 192.168.1.255 MNENS Registration WE WL-ENDEAVOR<20>
127 86. 745088 192.168.1.181 192.168.1.255 MENS Registration WE WATANABE-LAB<le:x
128 87.4989468 192.168.1.181 192.168.1.255 MNENS Registration ME WL-EMDEAVOR<Z(>
129 87, 500556 192.168.1.181 192.168.1.255 MNENS Registration MWE WATANABE-LAB<le:x
130 85.2458941 192.1658.1.181 a2 Al al. 233 MNEMNS rRegistration ME WL-ENDEAVOR<ZO>
131 88.250514 192.168.1.181 192.168.1.255 MNENS Registration MWE WATANABE-LAB<le:x
133 88.999003 192.1658.1.181 L8 Al dl, 255 MEMS Registration ME WL-EMDEAVOR<Z0>
134 859, 000580 192.168.1.181 192.168.1.255 MNENS Registration MWE WATANABE-LAB<le:x
162 95, 780134 152.168.1.181 152.168.1.255 MEMS Registration NE WATANABE-LAE<ld:>
165 100, 532068 192.168.1.181 192.168.1.255 MNENS Registration WE WATANABE-LAB<ld:>
168 101.280475 152.168.1.181 152.168.1.255 MBS Registration NE WATAWNABE-LAB<ld:>
168 102. 028875 192.168.1.181 192.168.1.255 MNENS Registration WE WATANABE-LAB<ld:>
dlpe Lo, Epleeilal 3Bk, JlEE), Al . ALERL 192.168.1.255 MNENS Registration NE <0Ll><02>_ MSBROWSE__<02><01>
175 103.56005%3 192.168.1.181 192.168.1.255 MNENS Registration NE <01><02>_ MSBROWSE__<02><01>
178 104.31012%9 192.168.1.181 192.168.1.255 MENS Registration NE <0l><02>_ MSBROWSE__<02><01>
178 105.060161 192.168.1.181 192.168.1.255 MNENS Registration NE <01><02>_ MSBROWSE__<02><01>

- BROWSE

Mo, . Time Source Destination Protocal | Info
135 B9, 781115 192.168,1.181 TeZiiag il 22 o BROWSE Reguest Announcement WL-ENDEAWOR
136 85.782753 1%2.168.1.181 162016815255 BROWSE HOST Announcement WL-EMDEAWOR, workstat
1537 91.279447 192.168.1.181 192.168.1.255 BROWSE ReguestT announcement WL-ENDEAVOR
140 92.782576 192.168.1.181 192.168.1.255 BROWSE ReguestT announcement wL-ENDEAVOR
145 94, 280055 192.168.1.181 Yaz 168, 2255 BROWSE Request Announcement WL-—-EMDEAVOR
148 95.78L527 192.168.1.181 18216810 255 BROWSE Erowser Election Reguest
151 96.7BL977 192.168.1.181 192.168.1.255 BROWSE Browser Election Request
154 97, 7830918 192.168,1.181 192.168.1.255 BROWSE Erowser Election Reguest
159 S8, FrFo270 192.168.1.181 192.168.1.255 BROWSE Browser Election Reguest
182 105.841481 192.168.1.181 192.168.1.255 BROWSE Reguest announcement WL-EMDEAWVOR
183 105.842008 192.168.1.181 192.168.1.255 BROWSE Reguest Announcement WL-EMDEAVOR
184 105.842782 192.168.1.181 192.1658.1.255 BROWSE Domainworkoroup Announcement wWaTAMNABE-
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- UDP

| Mo, . Time Source Desztination Protocol | Info

| 157 98. 723541 IBZEeE iR e S S A uppP Source port: 2096 Destination port: 10260
+ NBDS(NetBIOS Datagram Service)
Mo . Time Source Desztination Protocol | Info

| 158 08, 726023 R e e A S R MNEDS Direct_group datagram

- 7 4 VX1 O Ethereal OF —#

Mo, . | Time Source Destination Protocol Info
L 999968  1592.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
000326 192.168.1.178 152.168.1.181 ICMP Echo (ping) reply
. 990842 192.168.1.181 192.1658.1.178 ICMP Echo (ping) reguest
L000158 1592.168.1.178 152.168.1.181 ICMP Echa Cping) reply
068174 192.168.1.178 182.168.1.250 DHCP DHCP Regquest - Transaction ID Oxa988f573
LOFOF48 192.168.1.250 152.168.1.178 DHCP DHCP ACK - Transaction ID O0xa988F573
L1o909s 1592.168.1.181 192.1658.1.178 ICMP Echo (ping) reguest
L108407 192.168.1.178 182.168.1.181 ICMP Echo (ping) reply
609088 192.168.1.181 192.168.1.178 ICMP Echo (ping) reguest
. 608472 192.168.1.178 152.168.1.181 ICMP Echo (ping) reply
112469 192.168.1.181 192.1658.1.178 ICMP Echo (ping) reguest
112857 192.168.1.178 at ICMP Echo (ping) reply
FoE 7 =L 17 010y = 2 a2 e e FC [Malfo
78 F7.584012 0.0.0.0 ASSEASs DHCP CHCP Discover — Transaction ID Ox553FF0dé
79 F7.585310 192.168.1.250 168.1.181 ICMP Echo (ping) reguest
BO F7.742542 192.168.1.250 168.1.181 DHCF CHCP offer - Transaction ID O0x553Ffods
8l F7.764811 0.0.0.0 il R DHCP DHCP Regquest - Transaction ID Ox553Ff0dé
B2 F7.7673859 192.168.1.250 152.168.1.181 DHCP DHCP ACK - Transaction ID Ox553Ff0odé
B3 77.83185%4 00:12:2F:02 1 tbl T ffi i ff arp who has 192.168.1.1817 Gratuitous ARP
84 FB.607958 O o B R R T T R AR who has 192.168.1.1817 Gratuitous ARP
85 FB.610974 Rl Z R e d bl e R SRR s e R SRR ARP who has 192.168.1.1787 7Tell 152.168.1.181
86 78.611232 00:13:c4:09:cf:0d 00:11:2F:02:d4:h1 ARP 192.168.1.178 s at 00:13:c4:08:cf:9d
87 FB.622734 192.168.1.181 182.168.1.178 ICMP Echo (ping) reguest
88 ¥B.623104 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply
89 79.607921 [ L L b S L o o o i e e o e o e who has 192.168.1.1817 Gratuitous ARP
G0 ¥9. 6089559 192.168.1.181 152.168.1.178 ICMP Echo (ping) reguest
Ol ¥9.609330 192.168.1.178 182.168.1.181 ICMP Echo (pingl) reply
G2 B0.611651 192.168.1.181 182.168.1.178 ICMP Echo (ping) reguest
93 B0.612050 192.168.1.178 192.168.1.181 ICMP Echo (ping) reply
95 B0.6375863 [ L Lt Ol Bl O L 1 i 0 s o i e e e =0 = who has 192.168.1.2507 7Tell 152.168.1.181
96 80.637619 00:90:cc:51:h9:05 00:11:2F:02:d4:h1 ARP 192.168.1.250 §s at 00:90:cc:51:b9:05
103 Bl.626150 192.168.1.181 182.168.1.178 ICMP Echo (ping) reguest
104 Bl.626521 192.168.1.178 182.168.1.181 ICMP Echo (pingl) reply
107 82. 608054 152.168.1.1581 192.1658.1.178 ICMP Echo (ping) reguest
108 B2.608389 192.168.1.178 182.168.1.181 ICMP Echo (pingl) reply
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liii}

3.4.3. E#
No. E 52
75 BEhim A2y AP1 £ H CREEMmAIZX LT ICMP % %5315,
76 Z D%, BEmAIL AP1 OERE N~ BB 1TV, AP1 D HEERT 5.
77 BEIIRAY, AP1 OB NN ~BE).
X U —27 FIZFC R EESNS.
£%%3.1.3.A ®/37 > b No.b5 & [AlEk.
78 BEhim R 7> 5 @ DHCP Discover — Transaction ID 0x553ff0d6
79 DHCP #— 50 H7 RLAF = v 7,
A Al EER T L 7= DHCP ¥ — A o @hfE.
80 23w ks No.78 @ Transaction ID 0x553ff0d6 @ 7' & &
81 2347 b No.78 @ DHCP Discover #5217 T, Offer — Request — Ack, &t&H)
82 AN DHCP — 35 IP 7 KL 2 ZBS T 572 O—#H Ok,
83 BEnEAR2, B7 R 223 LTo ARP #3%(5.
84 HoEfG L7 IP 7 R AIZH L TCBRICEHA L TWAH AR R FBAWRWT & ZfER LT
W5,
JRERI2NZ L2 LY, DHCP H— " bEDIRGNTZIP T RUARMERHFIREE 72 5.
85 £%23.1.3.A D37 > | No.62, 63 L [EER.
86 B K75 ARP.
BEEIARDOT R L AR ZIT > TWD.
87 £%223.1.3.A D37 > | No.b6, 57 & [FlEk.
88 BEhRAR DY AP2 #H CREEMAIZX LT, ICMP %5515,
[ E o AR IR L COFEREEITRK T L TWARWA, BB ARIZEEWmAKICK LT
ICMP A v&—U% ping -t 2~ RIZE D EEF LFIT TWAHDT, ZD X9 RFEREET-.
89 237w b No.83, 84 MEEL L [Alkk
90 34w b No.87, 88 D% L [alkk
91
92
93
95 £%2%3.1.3.A D37 > | No.b8, 59 & [FlEk.
96 BE AR S D ARP.
TIHNET—=F T =2ADT RURFREITH>TND.
103 4% 3.1.3.A D3 v b No.64, 65 & [Flkk.
104 BBl R O[E EARIC KT U COHEEREENKET.

BERARIT, AP2 247 L CHEEN K L DIEE 2 HHT 5.
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3.4.4.

= R

21.72%>

200,277 —

1N

FI2F N, T—,ozL

%&)

"
EEGE Dhort—ot AP BHEE
[l ==ICMP Request==ww=s| ~BBT LD,
MP p -
AP1DERE SN~
—
I _ [t 112 APIOBREN~BBE, APIEDT YL T—Lasn ]
. - PJB?? FO®HIERIE, AP2OE—aEHRA I
I‘---the Request=wmmay 4' AP2DFHERR DT, IHERFAP2AHLTIA—TERETS | .
I. ..... Probe R > IAle:J:%. Ta—JERICHTIEE I
| |t = = = Authenticatione = e=m= I
. AP ETHS120 12, BHIIRKREAP2OM TRIAETS. | ¢
I- ------ Authentication === | I
. Association ______ .
Request
AP2AB AT Bl DL |
Association
....... ———] .
fl— . Resmonse T L e e e s e — e —
FCIE, BBIHRN SN, BELA VY TOBABRENALLT, AP2A
[WeeedFC SRESNTLDDTREBVMNEE X T2 /ST IbD TrailerT+—Lnt
£T0000- - EH>TV=DT, HRITALEATNENEE R 2.
| == -DHCP Discover, _ ___ |
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