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Researches on Authentication System for an Enterprise network
ASE having high security

Ryuta Kawashima

PKI (Public Key Infrastructure) is widely used in the Internet these days. The public key of the user
node is certified by hierarchzed CAs (Certificate Authorities), and the most significant CA is called
the root CA. There is no organization that can certificate the root CA, so the public key of the root
CA is self-signed by the root CA, and is maintained safely in the verifier. However, the problem is
that the self-signed certificate is easily faked. In this paper, we propose a new authentication system
called ASE (Authentication System for an Enterprise network). ASE has a ring structure of
authentication, and the user terminal signs the public key of the root authentication server, so the
fake of the public key can be detected. We have developed the proposed system and obtained a good
performance.
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