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Proposal of User Authentication Method

Combining Random Number and Password

i LER g =E
(FFET 5 150441161)

setiH: k31 4E2 H 8 H

ZYR T T






Bz

YR RMERIZITDICIEINAT = RET T OERZZMAGLELZHBEDR DS, L
U, RAHAERE AT 2BENH D Z X, RilFIEIEHICR L WO BE D 7. T
T, NAT—=RUSNDEHREL LT, 2—ViiRNTERT 2EBEHVS A2 RET L. il
BlZa—¥7hoy MEERRHZES L, NAT— REEBEMAGDEZ Y v affiz, ¥—N
Iz NAT = R L TERIES. WBROAERS XUy ¥ 2 lOF T IE 2 — iR A T H B
I N5,

—fZEF 2V T4 22—V OHEOLLIDARIIE ML —NA T7OBRICH D, WiH %X
R L V. RBEARTO T UERATRIC ZBEBEZOEBRA DR WSy, 2—YIZ
HUTHTODLbLIEE5RLIENRV. —F, ZHEZARIMTHL57HOFa) T4 hEL. K
FCIHIRBEARN MO HRNELF 2V T 1 RFEVBEFREOEE THKRL 7-.

Abstract

In order to ensure user authentication, it is necessary to combine not only the password but another
element. However, there is a problem that it is necessary to prepare a device dedicated to authentication
and the authentication procedure becomes complicated. Therefore, we propose a method using random
numbers generated in the user terminal as an element other than the password. A random number is
created at the time of user account creation, and hash value combining password and random number is
registered as a password on the server side.

In general, there is a trade-off between security and less troublesome user, so it is difficult to make
both of them compatible. In the proposed method, since there is no information input of the two-step
element at the time of inputting the login information, it does not give trouble to the user. On the other
hand, security is high because it is multi-factor authentication. In this paper, we compared the proposed

method and other authentication methods with items such as security and usability.
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