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Proposal of Closed Communication Groups
over NATSs and its Evaluation
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For the security measures against threats such as illegal access, etc. it is useful
to define and form closed communication groups in order to make communica-
tion secure. IPsec is not appropriate in the case where system configurations
frequently change like intranets, because the management loads of the network
manager are quite large. To solve this problem, we have been proposing Dy-
namic Process Resolution Protocol (DPRP), by which devices in the network
learn changes of system configurations automatically, and maintain the closed
communication groups. However, the conventional DPRP was not applicable
when a Network Address Translation (NAT) device exists on the way of the
communication path. In this paper, we propose Extended DPRP that can tra-
verse NATSs, merging DPRP with NAT-f, one of NAT traversal technologies,
considering multiple NATs. By this method, it is ready to make closed commu-

nication groups stretching over global address and private address areas. We
have implemented Extended DPRP, and confirmed its effectiveness.

1. 0000

goooboobobdooooobobobbbboodooobobbbboooob o
gooooobobobobooooooobbooooooobobbobooooooooobobo
godooobbbodooogooobobboodobbobooooogoooboo
gooooooobboodoooooooooooboobbobOoooooooooboooboo
000000000000 o0o0ooo0ooooooo0ooooooooooo CCGO Closed
Communication GroupO 000000

ccGOoOOooopoooooooooooooboooDooooooDobOoooooon
0 ccGUUOoboooooooopooooopoopooooobooooboooooooon
00o00ooO0oooooboooooooooonD cecGcooboonoooooooooon
godopooobOboo0oo0oboooOboOoodooooDoDoObbooooooooboo
00o00000o00o0oo0bOo0obOo0obOoooO0ooDobDoobDOoobOoOoOoboDoooag
doo00oooooooboooooooooDooooooooboooooooono CcecGg
00000bO0ob0o0obOo0obO0o0obOO0o0bOoobOoobDoOobDoboDoOooOoOoDoooa
000bOo0000obOoO0o0ooDbOOo0o0DbOo0o0oDbOoOo0o0oDbooooooooooa
J0o000o0oooooDobOooooooccGoOoooooooonoonDOooDOoooon
dooooobooooooooooooog

000 CCGUUUUOU0OUOOOOUOUUOn NATO Network Address TranslationO
goooboooOoooobo0obOoOoooooooOooO IPv4a00OD0OODODODODODOD
gooooboooobboooobbooobbuoooobbooobbooobbooo
0000000000000 000000o000O0O NATOOOOOODODODODOOOOoooOo
O000oooooIiPv4a000000000O000O00O0O0OO0OCONATOOOOOODOO
0000000000000 0000oo0o0000ooo000oooooDoOnO NATOO

t1 0000000000000

Graduate School of Science and Technology, Meijo University
x1 00000000000DO0O0OoOO

Presently with Hitachi Information Systems, Ltd.

(© 2011 Information Processing Society of Japan



1235 NATOOOOOOOOOODOOOODOO

do0obooooooopvd00000DOOO0DODODODOOOODOOIPv6OODOODODO
OO0 NATOOOODODOOOOOIPvADODOODOOOODOODOODOOO IPve
00bOo0oooOooooooodIpv6e0DOO0D0OODODODOOODOODOOIPV4A0O0OO
0000000000000 0000000000000000000000ONATODO
goobooobobooobobooobbooobo
NATOOOOOOODOOODOOOoDoOOooooooooooooooon ccGoa
000000000oooo0000oooo0oooo NATOOOODOoOOoOooooo
ooo ccGUOooooooooouooonouoooooooooooooooooooon
gooooooboboodooooooboboboboooogoobobbooooooobooo
gooooobooOobooooooobobooooooooobooooooooooboobo
goo
CCGOOO0OO0O000D0O0VPNOOOOOODOOOOODOOODOOODOO IPsec)) OO
O0IPsec 000000000 O0OOOOOOOOOO CCGUODODODODODOOOODOODO
0000 ccGUUOUODODOopUoUoCcCcGULUOUOUOUODOnOna IPsec/IKE
dobdoo 101000000000 oooooobO nO00O CCGUOOODOODOOO
n?000000000000000000000000O0IPsec0000000000OO
0oooooooooooooooooooooooooooooooon ceccooon
00000doOo0o0o0ooo0oooDbOOo0obDooobOo0ooobOobDoOo0ooDoOooooo 1IPOO
00000000IKEDOODOOOOOOOOOO0O0OD000000000 IPsec/ESP
gooooodoooooooooobobooioboooooooooooooooog
ONATOODODODODODO
goopocCcGoUOOoOOoonoOdnIPsec00000OOO DPRPO Dynamic Process
Resolution Protocol ] 0000000 O0Y0DPRPOOONDNODNOOONONOCCGOODN
00000000010 1000000Ip000D0OO0ODOODOO cCcGOOOOOOO
DPRPOOODOOODOO CCGLOOOUOOOOOOOUODOUDOOODOOOODOOODOO
goooboobobbooboooboobooboobobbooobooboobooo
cCGUOOOoOoooouoooooooooooooooooooooooooooooog
000o0ooooooooooooooooooccGoooooooooooooooon
goobooo
OO00OODPRPOODOOCOOODO NATOODOODOOODOOUOODODOOODOOOOOOO
0000000 IPO0O00ODOOOO0O0ODOO NATO DOOO0OO0ODOOOOOODOOO

000oooooog Vol 52 No. 9 1234-1243 (Sep. 2011)

0000000000000 000ONATOOO000O00000000000000000
000o0o0oo00ooooo

NATOOO CCGUOOOO0OO0D0O00O0000 NATOOODOOD0OO0O0O00O00000O0
O00O000000ONATOOOD0O0000000000000000000000000
000000000 NATODOOOO0000000000000000000000000
OO0O0STUNYOTURNYOUPNPY 0000000000 OOONOONONDOOONOOOOO
000000000000 0000000044490NAT-f70MIPNAT®Y 0000000
0000000000000 000000000AVES?ONTSS!Y00o0ooooooa
00000000000000000000000000000000000000000
000000000000000000000000000000000000SO0000
0000000000000 000000O0ONATOO0000000000000000
0oooooo

O0DO0ODOONATODOODOODOOO CCGOOOO0OO0O0O00O00O0DPRP O NAT-f
0000000 NATOOOOOODOOOOO DPRPOOOOOONAT-f0000O00CO
000000000 NATOOO IPOOOOOOODODO NATOOOOOOOOOO
00000000000 DPRPO NAT-f00000000O0C0 DPRPOODOOO CCG
00000000000000000000000000000000000000NAT
00000000000000000000000000000000000000NAT
0000000000000000000

OO0 DPRPOOODOOO NATOOOOOOOOODOODOOOOOOO0DOODONAT
00000000000000000 CCcGOoO0oO00onoooooononooonona
00000000000000000000 DPRPOOOOI2% 00000000000
000200000000000000 DPRPO NAT-f00000O0030000 DPRP
0000000004000000000000050000000

2. 0000

2.1 DPRP
DPRPO Dynamic Process Resolution ProtocolD 0 OO OOO00O0OOOOOODOOO
0000000000 IPO000000O0O0O0OOOO 10 DPRPOOODODODODO CCGUO

(© 2011 Information Processing Society of Japan



1236 NATOOOOOOOOOODOOOODOO

GMS

Term: Terminal
GES: GE realized by Software 7
GEN: GE for Network

GEA: GE realized by Adapter
GMS: Group Management Server
GK: Group Key

01 cccgooooo
Fig.1 Construction method of closed communication groups.
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Fig.6 Multistage NAT (from GA area to PA area).
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Fig.5 Extended DPRP negotiation (from GA area to PA area).
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To transport layer From transport layer

IP Layer

ip input() VAT ip output ()

Ext-DPRP

e ==:| IS

............. APIT |

Receiving packet Sending packet
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Fig.7 Implementation of GES.
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Fig.8 Implementation of GNAT.
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3) NAT mapping
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Fig.9 NAT mapping method with pseudo packet.
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02 00 DPRPODOOOO
Table 2 Process time of Extended DPRP.
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