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Fig. 1 A stepping-stone attack model.
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Detector Foothold-1 Foothold-2

CPU Celeron 1.7GHz Xeon 3.06GHz Xeon 3.06GHz x 2

RAM | 512MB 2048MB 2048MB

oS FreeBSD Red Hat Enterprise | Red Hat Enterprise
5.3-RELEASE Linux ES release 3 Linux ES release 3
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/*
$ProjectSEC: ssd_cdm.c,v 1.000 2006/02/16 02:14:30 Daisuke Takeo Exp $

Copyright (c) 2004-2006 Watanabe Laboratory, Meijo University.
All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the laboratory nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE 1S PROVIDED BY THE LABORATORY AND CONTRIBUTORS ~“AS I1S"* AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE LABORATORY OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

L T R B R B R I N N S T R N R R
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DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

%k % X ok %

*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <signal.h>
#include <time.h>
#include <sys/param.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <net/if.h>
#include <net/ethernet.h>
#include <netinet/in_systm.h>
#include <netinet/in.h>
#include <netinet/ip.h>
#include <netinet/tcp.h>
#include <pcap.h>

#define DEBUG 1
#define ERRBUF 1024

/* definition of Remoto Login port # */

#define SSH 22 /* ssh SSH Remote Login Protocol */
#define TELNET 23 /* telnet Telnet */
#define RLOGIN 513 /* login remote login a la telnet; */

/* definition of RRI size # */
#define MAXRRINFO 1024 /* max rri size */

/* definition of interval time */

#define OBS_TIME 10000000 /* usec */

/*

* Structure of a Remote-login Receive Information.

*/

typedef struct rmt_rcv_info {
u_long saddr; /* Src IP address */
u_long daddr; /* Dst IP address */
u_short sport; /* Src port number */
u_shortdport; /* Dst port number */
struct timeval rtm; /* Received time */

} RRI;

struct rmt_rcv_list {
RRI rri[MAXRRINFO];
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int head;

int tail;

int flag;
} orrl;

char errbuf[PCAP_ERRBUF_SIZE];

FILE *fp;
char fname[64] = "./ssd_2006-02-17-000000.dat";

pcap_t *pd;

static char *isremotelogin(u_short dport)
{
char *s;
switch (dport) {
case SSH:
s = "SSH";
break;
case TELNET:
s = "TELNET";
break;
case RLOGIN:
s = "RLOGIN";
break;
default:
s = NULL;
break;

}

return s;

}

pcap_t *init_pcap(char *device,
int snaplen, int pflag, int to_ms,
int Oflag, char *filter)

pcap_t *pd;
struct bpf_program fcode;
bpf _u_int32 localnet, netmask;

if (device == NULL){
device = pcap_lookupdev(errbuf);
it (Ydevice){
printf("pcap_lookupdev: %s¥n", errbuf);
return(NULL);

}

pd = pcap_open_live(device,
snaplen, pflag, to_ms, errbuf);

iF(NULL == pd){
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printf("pcap_open_live: %s¥n", errbuf);
return(NULL);
} else if(filter == NULL) {
/* no filter */
return(pd);
} else if(pcap_lookupnet(device,

&localnet, &netmask, errbuf) < 0){
printf("pcap_lookupnet: %s¥n", errbuf);
return(NULL);

} else if (pcap_compile(pd,

&fcode, filter, Oflag, netmask) < 0) {
printf("pcap_compile(): %s¥n", pcap_geterr(pd));
return(NULL);

} else if (pcap_setfilter(pd, &fcode) < 0) {
printf("pcap_setfilter(): %s¥n", pcap_geterr(pd));
return(NULL);

}

return(pd);
}

#define isether(type) ((type) == DLT_EN10MB)

void print_pktdir(struct ip* ip, struct tcphdr *tcp)
{
printf(" %d.%d.%d.%d --%d->",
(int)(ip->ip_src.s_addr & 0x000000FF),
(int) ((ip->ip_src.s_addr & 0x0000FF00) >> 8),
(int)((ip->ip_src.s_addr & 0x00FF0000) >> 16),
(int)((ip->ip_src.s_addr & 0xFF000000) >> 24),
ntohs(tcp->th_dport));
printf(" %d.%d.%d.%d",
(int)(ip->ip_dst.s_addr & 0x000000FF),
(int) ((ip->ip_dst.s_addr & 0x0000FF00) >> 8),
(int)((ip->ip_dst.s_addr & 0x00FF0000) >> 16),
(int)((ip->ip_dst.s_addr & O0xFF000000) >> 24));
#if DEBUG ==
it (tcp->th_flags & TH_SYN)
printf("(syn)");
if (tcp->th_flags & TH_PUSH)
printf("(psh)”);
it (tcp->th_flags & TH_ACK)
printf("(ack)");
#endif

printf(""¥n");
return;

}

void add_rrl(struct ip *ip, struct tcphdr *tcp, struct timeval *ts)

{
if (rrl.tail == rrl.head) {

/* rrl is full. */
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if (rrli.flag '= 0) {
rrl_head = (rrl.head + 1) % MAXRRINFO;
if (rrl.head == 0) rrl.flag = 0;
}
/* rrl is empty. */
}
rrl_rri[rrl.tail].saddr
rrl_rri[rrl.tail].daddr
rrl_rri[rrl.tail].sport = tcp->th_sport;
rrl_rri[rrl.tail].dport = tcp->th_dport;

= ip->ip_src.s_addr;
memcpy(&rrl.rri[rrl_tail].rtm, ts, sizeof(struct timeval));

ip->ip_dst.s_addr;

#if DEBUG ==
printf("add: rri[%04d]", rrl_tail);
/* Print Attacker®s info. */
print_pktdir(ip, tcp);

#endif
rrl_tail = (rrl.tail + 1) % MAXRRINFO;
it (rrl.tail == 0) rrl._flag = 1;
}
/*
void search_rrl_before_add(struct ip *ip, struct tcphdr *tcp, struct timeval
*ts)
{ - - -
int i, j;
u_long diftm;
if (rrl.flag == 0) return;
j = rrl_head;
for (i = rri_tail + 1; i 1= j;) {
i = (i - 1) % MAXRRINFO;
if (rrl.rri[i].daddr !'= ip->ip_src.s_addr) continue;
else {
diftm = (ts->tv_sec - rril.rri[i].rtm.tv_sec) *
1000000 + (ts->tv_usec - rrhl.rri[i].rtm.tv_usec);
if (diftm <= 0BS_TIME) {
printf("[Detected Island-Hop,"
" interval: %u.%03ums]¥n",
diftm/1000, diftm%1000);
break;
}
}
}
}
*/

void search_rrl(struct ip *ip, struct tcphdr *tcp, struct timeval *ts)

{
int i, j;
u_long diftm;
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*/

J
i
p

do {

rrl.head;
rrl.tail;

rintf("search: ");

i = (i - 1) % MAXRRINFO;
printf("[%d]", 1);

diftm = (ts->tv_sec - rrl.rri[i].rtm.tv_sec) * 1000000 +
(ts->tv_usec - rril.rri[i].rtm.tv_usec);

/* It detection time is longer than observation time, then return.
if (diftm > 0BS_TIME) return;

if (rrl.rri[i].daddr == ip->ip_src.s_addr) {

struct tm *tp;

tp = localtime((time_t *)(&ts->tv_sec));

/* Print detected time. */

printf("¥n%04d/%02d/%02d %02d:%02d:%02d.%03d",
tp->tm_year + 1900, tp->tm_mon + 1,
tp->tm_mday, tp->tm_hour, tp->tm_min,
tp->tm_sec, ts->tv_usec/1000);

printf(", %u.%03u ms",
diftm/1000, diftm%1000);

/* Write detected time to log-file. */
fwrite(ts, sizeof(struct timeval), 1, fp);

/* Write detection time to log-file. */
furite(&diftm, sizeof(u_long), 1, fp);

/* Write Attacker and Foothod info to log-file. */
fwrite(&rrl.rri[i].saddr, 8, 1, fp);

/* Write Target info to log-file. */
fwrite(&ip->ip_dst, 4, 1, fp);

/* Write port info of Flow A,B to log-file. */
fwrite(&rril.rrif[i].sport, 4, 1, fp);
fwrite(&tcp->th_sport, 4, 1, fp);

/* Print Attacker®s info. */

printf(", %d.%d.%d.%d --%d->",
(int)(rrl.rri[i].saddr & 0x000000FF),
(int)((rrl.rri[i].saddr & 0x0000FF00) >> 8),
(int)((rrl.rri[i].saddr & 0x00FF0000) >> 16),
(int)((rrl.rri[i].saddr & 0xFF000000) >> 24),
ntohs(rrl.rri[i].dport));

print_pktdir(ip, tcp);

break;/*continue;*/
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}
}
while (i 1= j);
}

void

ssd_cdm(userdata, h, p)
u_char *userdata;
const struct pcap_pkthdr *h;
const u_char *p;

int i, len;

u_long diftm;

char *rl_name;

u_char *c;

struct ether_header *eh;
struct ip *ip;

struct tcphdr *tcp;

/* verify */
len = h->caplen;

if (len < sizeof(struct ether_header)) return;
len -= sizeof(struct ether_header);

eh = (struct ether_header *)p;
¢ = ((char *)eh + sizeof(struct ether_header));

ip = (struct ip *)c;

if (len < sizeof(struct ip)) return;
if (len < ((int)(ip->ip_hl) << 2)) return;

c = ((char *)ip + ((int)(ip->ip_hl) << 2));
tcp = (struct tcphdr *)c;

/*

* Check TCP Control Flag Field, syn or push
*/

it (tcp->th_flags == TH_SYN) {
/**printf("[Detected tcp-syn packet]¥n");**/

/* If rrl is empty, then only print packet direction. */
if (rrl.head == rrl.tail && rrl._flag == 0)
goto PRINT;
/* Search Island-Hop Receive List */
search_rrl(ip, tcp, (struct timeval *)&h->ts);
} else if (tcp->th_flags & TH_PUSH) {
it (rl_name = isremotelogin(ntohs(tcp->th_dport))) {
/**printf("[Detected %s]¥n", rl_name);**/
add_rrl(ip, tcp, (struct timeval *)&h->ts);
} else return;/**/
} else return;/**/
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PRINT:

/*else if (rl_name = isremotelogin(ntohs(tcp->th_sport)))
printf("[<-%s] ", rl_name);*/

/**print_pktdir(ip, tcp);**/
return;

void ssd_cdm_close(int unused)

{

printf("¥nEnd stepping-stone detection program.¥n');
pcap_close(pd);

fclose(fp);

exit(0);

int main(int argc, char *argv[])

{

int snaplen, pflag, to_ms, Oflag;
int cnt;

char *device, *filter;

struct timeval tv;

struct tm *tp;

/**pcap_t *pd;**/

gettimeofday(&tv, NULL);

tp = localtime((time_t *)(&tv.tv_sec));

/* Generate log-file name. */

sprintf(fname, "./ssd_%04d-%02d-%02d-%02d%02d%02d .dat",
tp->tm_year + 1900, tp->tm_mon + 1,
tp->tm_mday, tp->tm_hour, tp->tm_min,
tp->tm_sec);

it ((fp = fopen(fname, "wb"™)) == NULL) {
printf("ERROR: cannot open file [%s]¥n", fname);

exit(1);

}

rrl_head = 0;
rrl_tail = 0;
rrl_flag = 0;
/*

* default value
*/

snaplen = 100;
pflag = 1;
to_ms = 500;
Oflag = 0;
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cnt = -1;
filter = "tcp";

it (argc == 2)

device = argv[1];
else

device = NULL;

/*
* main
*/

pd = init_pcap(device, snaplen, pflag, to_ms, Oflag, filter);

if (pd == NULL)
exit(l);

it (Visether(pcap_datalink(pd))) {
printf("ERROR: not ethernet¥n");
exit(3);

}

signal (SIGINT, ssd_cdm_close);

printf("Start stepping-stone detection program on %s.¥n",
device ? device : "autoselect");

printf("log-file name is [%s]¥n", fname);

it (pcap_loop(pd, cnt, ssd_cdm, NULL) < 0) {
printf("ERROR: pcap_loop: %s¥n",

pcap_geterr(pd));

exit(3);

}

pcap_close(pd);

exit(0);

— 0000 ——m—n—
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