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Online Certificate Status Protocol
(OCSP)
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Online Certificate Status Protocol
(OCSP)
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Online Certificate Status Protocol
(OCSP)
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Lightweight Directory Access Protocol

(LDAP)
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Lightweight Directory Access Protocol
(LDAP)
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REAAEMZE AR (CRL) DfaiE

Certificatelist ::= S5IGNED { SEQUENCE
version Version OPTIOMAL,
signature AlgorithmIdentifier,
issuer MName,
thisUpdate Time,
nextiUpdate Time OFTIOMNATL,
revokedCertificates SEQUENCE OF SEQUENCE |
serialNumber CertificateSerialNumber,
revocationbDate Time,
cr lEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensicons QOFTIOMAL }}

(a) Certificate Revocation List.

Version:CRLO/N\—23 &S serialNumber: &zhL1=sFBRZ D Y7 ILF >\ —
Signature:CRL %{TEZNEFE4 revokationDate: X¥ILIzHEF
Issuer: F{TAFR 4L crlEntryExtensions: CRLT R iR

thisUpdate: CRLA%f7&n-A#s  CriExtensions:CRL¥LR
nextUpdate : RDCRLAFE TSN S EAR
revokedCertificates: k3 L1-3EBAE D) Xk




LDAPERI41)L32

{ certificateRevocationlList:
compcnentFilterMatch:=
item:{ component "toBeSigned.
revokedCertificates. . serialNumber™,
rule integerMatch, wvalue 12345 } )

(b) LDAP Filter for CRL Component Matching.

CRLOELFLI=EEBARED YR DRIz, Y TIL
F2N—h12345DFERAENFEL TSI %
BRI HI1ILA
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Rewoked
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Cartificate 3

Rewoked
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Cartificate 4
Fevoked

HASHED | RC4 }
' HO. 4

Cerificate 5

Revoked

HASHED { RCS b
HO.5

Certificate &

Revoked

HASHED { RCE |

Cortificate 7

criExtensions

HASHED [ RCT }
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